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Covert Communication With Gaussian Noise: From
Random Access Channel to Point-to-Point Channel
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Abstract— We propose a covert communication protocol for
the spread-spectrum multiple random access with additive white
Gaussian noise (AWGN) channel. No existing paper has studied
covert communication for the random access channel. Our
protocol assumes binary discrete phase-shift keying (BPSK)
modulation, and it works well under imperfect channel state
information (I-CSI) for both the legitimate and adversary
receivers, which is a realistic assumption in the low power regime.
Also, our method assumes that the legitimate users share secret
variables in a similar way as the preceding studies. Although
several studies investigated the covert communication for the
point-to-point communication, no existing paper considers the
covert communication under the above uncertainty assumption
even for point-to-point communication. Qur protocol under the
above uncertainty assumption allows O(n) legitimate senders
and O(n/logn) active legitimate senders. Furthermore, our
protocol can be converted to a protocol for point-to-point com-
munication that works under the above uncertainty assumption.

Index Terms— Covert communication, information hiding,
additive white Gaussian noise, random access channel, central
limit theorem, universal code.

I. INTRODUCTION
A. Background: Point-to-Point Covert Communication

OVERT communication is a technology to hide the exis-

tence of communication, and has been actively studied.
This type of communication is often called communication
with low probability of detection. In this technology, the
legitimate sender intends to transmit an information message
to the legitimate receiver while making such communication
undetectable by the adversary. This task can be achieved
when adversary’s observation with the silent case is imitated
by adversary’s observation under the existence of a com-
munication between the legitimate sender and the legitimate
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receiver. In fact, when the output of the silent case is written
as a convex combination of other outputs in the channel to
the adversary, the above task can be easily achieved. Here,
we call this condition the redundant condition, and its rigorous
definition is given in Section III-C. Under the above condition,
using the method of wire-tap channel [1], [2], [3], the papers
[4], [5] consider this problem for the point-to-point channel
under the discrete memoryless condition. They showed that
the covert transmission length O(n) is possible with n uses of
the channel. The idea of this method is that the transmitter
transmits an independent and identically distributed (i.i.d.)
sequence for the no-communication mode, which makes the
problem more similar to covert communication in the presence
of a jammer as discussed in [6, Remark 2].

However, the redundant condition does not hold in general.
For example, when the form of the channel to the adversary
is known, the additive white Gaussian noise (AWGN) channel
and the binary symmetric channel (BSC) do not satisfy this
condition. The papers [7], [8], and [9] discussed this prob-
lem for the cases of AWGN and BSC, respectively. Then,
the papers [5] and [10] studied the covert communication
problem under general discrete memoryless channel for the
point-to-point channel when the redundant condition does
not hold. They showed that the optimal covert transmission
length is O(y/n) in the non-redundant case with n uses of
the channel. Following these studies, the papers [11], [12],
and [13] studied this problem for AGWN as considering
continuous time models. Also, the paper [14] extended this
discussion to multiple-input multipl-output (MIMO) AWGN
channels.

The fundamental assumption of the non-redundant case is
using preshared secure keys between the legitimate sender
and the legitimate receiver. Due to the preshared keys, the
legitimate users can realize covert communication even when
the channel to the adversary has smaller noise than the
channel to the legitimate receiver. That is, to preshare keys
is a mandatory resource for covert communication whenever
Willie’s channel is not worse than Bob’s channel. Later, many
subsequent studies [15], [16], [17], [18], [19], [20], [21], [22]
analyzed the point-to-point covert communication over the
AWGN channel under different additional assumptions.

B. Background: Random Access Channel

Our focus in this work is the random access channel where
the point-to-point is a special case. A number of studies [23],
[24], [25], [26], [27] have already discussed the random access
channel from the viewpoint of information theory, however,
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This figure illustrates a random access channel with one legitimate receiver (Bob), one adversary (Willie), and multiple legitimate senders. Our

protocol allows O(n/logn) active legitimate senders. Illegitimate receivers are shown in black.

TABLE I

COMPARISON WITH EXISTING RESULTS FOR ACCESS CHANNEL
Covertness Random access | Type of
channel channel
[29] Yes No Discrete
[23], [24], [27] No Yes Discrete
[25], [26], [28] No Yes AWGN
This paper Yes Yes AWGN

these works do not address the covertness property of this
channel. Recently, the paper [28] addressed the anti-jamming
secrecy in the random access channel, but it did not discuss
covertness. Another recent paper [29] discussed the covert
communication for the access channel assuming discrete time,
but it did not address random access channel nor AWGN
channel.

C. Problem Statement and Novelty

In this paper, we present an information theoretical study
of the covertness of (direct sequence) random access and one
time pad encryption. We assume BPSK modulation and novel
assumptions on the channel knowledge by the legitimate users
and the adversary, Willie. Furthermore, to realize covertness,
depending on the legitimate sender, our method uses preshared
secret binary symbols, which is often called secret chips. Fig. 1
shows its illustrative scenario and the relation with existing
results for access channel are summarized as Table I clarifying
the novelty of our work. Throughout this paper, we assume
logarithms with base e.

In our setting, n expresses the number of uses of the channel
during one coding block-length. Our method allows O(n)

legitimate senders and O(n/logn) active legitimate senders
under the assumption of preshared secure keys between these
legitimate senders and the legitimate receiver.! To achieve this
performance, we pose a novel and realistic channel condition
(in the low power regime) as follows because it is impossible
to achieve covertness of O(n/logn) bits in the non-redundant
case when the channel parameter is completely known to
the adversary, i.e., the channel is identified by the adversary.
In a realistic scenario, it is difficult for both legitimate and
adversary parties to obtain a complete knowledge of the
channel parameters. Therefore, it is natural to assume that all
parties (legitimate and non-legitimate) do not have a complete
knowledge of the channel parameters while we assume that the
channel parameters are fixed during one coding block-length.
The latter assumption is justified when our signal model and
asymptotic results hold within the channel coherence time.
Under the above realistic conditions for the uncertainty, our
protocol guarantees that the legitimate receiver retrieves the
message.

Another novelty in our formulation is the universality of
our proposed codes. In information theory a code is called a
universal code when the code does not depend on the channel
parameter in the above way, i.e., our code construction does
not require full knowledge of the channel [30], [31]. In our
case, this means that our method allows the dispersion of
signal intensities from the senders in the detection of both
receivers due to the effect of the fading fluctuation. As a
consequence, we make the realistic assumption that for a

'In contrast, the recent paper [29] considers the case when the number of
senders is fixed to K and the size of transmitted bits behaves as o(y/n).



1518

known scenario of interest, an upper and lower bound of the
channel coefficients can be estimated.

In addition, our method assumes preshared secure keys
between the legitimate sender and the legitimate receiver in
the same way as [5], [10], [11], [12], and [13] and it works
even when the channel to the adversary has smaller noise than
the channel to the legitimate receiver. That is, for every coding
block, each legitimate sender shares secret binary symbols
as pre-shared secrets with the legitimate receiver while the
legitimate sender can send only one bit. Hence, when the
senders need to transmit ¢ bits, it is sufficient that they
repeat this protocol ¢ times. In practice, this is realistically
achieved using well known and widely available spreading
codes. Each legitimate sender has n different preshared secret
binary symbols. That is, the number of secret binary symbols
at the legitimate receiver is n times the number of legitimate
senders.

Our encoder is very simple for random access channel.
That is, when a legitimate sender is active and intends to
transmit one bit X, the sender encodes the intended bit X
into n channel inputs by using one time pad encryption with n
preshared secret binary symbols. Then, the legitimate receiver
recovers the transmitted bits by using the preshared secret bits.

The most novel point of our work is the covertness analysis
for the adversary. In our analysis, the covertness evaluation
is reduced to the difference between the Gaussian distribu-
tion and the distribution of the weighted sample mean of n
independent random variables subject to the average output
distribution of BPSK modulation. Although a variant of the
central limit theorem [32] guarantees that the distribution of
the weighted sample mean of n independent random variables
approaches to a Gaussian distribution, our covertness analysis
needs the evaluation of the variational distance between the
above two distributions. When the fading coefficients from a
sender in Willie’s detection does not depend on the sender,
it is sufficient to discuss the variational distance between the
distribution of the sample mean and a Gaussian distribution.
Such a case was discussed in [33, (1.3)]. However, the general
case requires more difficult analysis. Fortunately, the recent
papers [34] and [35] have studied this mathematical problem
by using Poincaré constant [34], [35], [36], [37]. Applying this
result, we derive our covertness analysis.

D. From Random Access Channel Protocol to Point-to-Point
Channel

Another novelty of our work is that we consider the fact
that our protocol can be converted to a protocol for point-to-
point communication that works under the above assumptions.
Under this conversion, we obtain a covert communication
protocol for the point-to-point channel that has [(l,, + 1)/2]
different values as the channel input power, and achieves
the covert transmission of O(n/logn) bits, where ,, is the
number of bits the legitimate sender wants to transmit to
the legitimate receiver. Although existing studies assuming
the redundant case [4], [5] achieve covert transmission length
O(n) with n uses of the channel, existing studies assuming
the non-redundant case [5], [10], [11], [12], [13] achieve
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TABLE II
COMPARISON WITH EXISTING RESULTS FOR POINT-TO-POINT CHANNEL
Bob Willie T
Transmission knows knows ype
of
length channel channel
channel
parameters | parameters

[10], [5] O(+\/n) Yes Yes Discrete
[11-13] O (+/n) Yes Yes AWGN
[15-22] O(n) Yes No AWGN
This paper | O(n/logn) No No AWGN

n is the number of uses of channel.

covert transmission length O(y/n), which is much smaller
than the transmission length of the conventional communica-
tion. To resolve this problem, many subsequent researchers
[15], [16], [17], [18], [19], [20], [21], [22] introduced the
uncertainty of the channel parameters only of the channel to
the adversary under the AWGN channel. In fact, due to the
uncertainty, the adversary cannot distinguish the output of the
Gaussian mixture input distribution from the output of zero
input. That is, this modification enables the channel model
to satisfy the redundant condition, which leads the covert
transmission length O(n). However, these studies assume
that the legitimate receiver knows the channel parameters
of his/her own channel, which is an unequal assumption,
i.e., an unrealistic assumption. To make a fair assumption,
we pose the novel and realistic channel condition introduced
above that the channel parameters of the AWGN channels
to both the legitimate and adversary receivers present some
uncertainty, i.e. are not completely known to them. Fortunately,
our protocol on the point-to-point channel achieves the covert
transmission of O(n/logn) bits when both receivers (the
legitimate receiver and the adversary) have uncertainty in
their detection. In this sense, our method has an advantage
over existing methods even under the Gaussian point-to-point
channel.

Finally, we remark that our main focus is the analysis
of the asymptotic performance of our code to guarantee
covertness and therefore practical issues such as BPSK symbol
acquisition or outage probability (e.g for concrete statistics
assumptions on the channel dynamics) and practical channel
estimation are out of the scope of this work and is left for
future work. The relation with existing results for point-to-
point channel is summarized in Table II, clarifying the novelty
of our work and results.

This paper is organized as follows. Section II describes
our formulation of random access channel model, and states
our result in this case. Section III explains what protocol
is obtained for the particular case of point-to-point channel
model. Then, Section III compares our obtained code for the
point-to-point channel model with simple applications of the
methods [4], [5]. Section IV shows that Bob correctly recovers
the message with almost probability one under both models
in the asymptotic case. Section V formulates covertness with
respect to Willie, and states our covertness result. In addition,
Section V shows its proof for the case with equal fading
including the point-to-point channel model while its proof with
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the general case with unequal fading is shown in Appendix.
Section VI presents a discussion of our results.

II. RANDOM ACCESS CHANNEL
A. Random Access Channel Model

Our random access channel model has m senders
A1, ..., Ay, one adversary, Willie, and the legitimate receiver,
Bob. The task of our protocol is formulated as follows. Each
sender A; intends to send one bit M; to Bob within the channel
coherence time when A; is active. If A; is silent, he/she does
not need to send it to Bob. Also, the senders want to hide the
existence of their communication to the adversary, Willie. For
the practical implementation, we assume that the channel is
AWGN and each sender can use only BPSK modulation.

To realize the hidden communication, the senders and Bob
share secret random variables that are not known to Willie, in
the same way as [5] and [10]. That is, the sender .A; has binary
random variables S; 1, ...,.S; , that are subject to the uniform
distribution independently. The legitimate receiver, Bob also
knows all the binary random .S; ;. However the adversary,
Willie, does not know S; ;.

We consider a random access channel with Gaussian chan-
nel as follows. Assume that only [ senders A;,,...,.A; are
active and other senders are silent. When \A;, inputs n variable

X1y -+, X, n, Bob receives
l
Yj = Np;+ Y ai X (1)
k=1
for j =1,...,n. Similarly, Willie receives
l
Zj=Nw;+> by X, ; 2)
k=1
for j =1,...,n. Here, a;, and b;, are the fading coefficients

within the channel coherence time in Bob’s and Willie’s
detection. Hence, a;, and b;, are positive constants during
a coherent time. That is, we treat a;, and b;, as constants
in the following discussion. In the following, we denote the
maximum maxy a;, (maxyb;, ) and the minimum ming a;,
(ming b;,) by @ (b) and a (b), respectively. Hence, we make
the realistic assumption that for a known scenario of interest,
upper and lower bounds of the channel coefficients can be
estimated. That is, Bob and Willie know @, b, a, and b. Also,
Ngi1,...,NBn (Nw,1,..., Nw,) are independent Gaussian
variable with average 0 and variance vg (V).

In a realistic setting, Bob and Willie know rough values
of the variance of noise power for Bob and Willie, denoted
as vp and vy, but, they do not know their exact values
due to the following reason. Willie and Bob know their own
receiving device well. Hence, they know the noise generated
in their receiving device. In this way, Bob and Willie have a
similar performance for receiving the signal from the senders.
However, a part of the noise is generated out of Willie’s device,
which can be considered as a background noise. To discuss
Willie’s detection of the existence of the communication, we
focus on Willie’s knowledge on the value of the variance vy
of Willie’s observation. That is, we denote the set of possible
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variance vy of Willie’s observation by V. In the following,
we assume that V' is an open set of R. This background noise
uncertainty also affects to Bob, however, he has the pre-shared
keys so that he can recover the message nevertheless such
uncertainty. In contrast, since Willie doesn’t have it, his ability
is affected by such background noise uncertainty.

In fact, it is a common assumption that the channel is
characterized by unknown parameters. In this case, the channel
model is usually denoted as compound, and codes for such
channels are called universal codes in information theory [30]
(see e.g. the paper [31] for a Gaussian channel). Even in
the above existing universal setting, we need to assume that
the channel parameters belong to a certain subset. Otherwise,
it is impossible to guarantee secure communication. Estimating
channel coefficients is well known in signal processing. The
transmission inserts “pilots” i.e. known symbols to measure
the channel effect at reception. Hence, to assume some
underlying “roughly” estimation of the channel dynamics is
reasonable [38]. In the following, we propose our code that

does not depend on these channel parameters except for a and
VB
a?”

B. Random Access Covert Protocol

Here, we present our protocol for random access covert
communication. When the sender A; is silent, the input signal
X ; is set to zero for j = 1,...,n. When the sender A; is
active and the sender 4; sends the binary message M;, A;
encodes the message as

tn

S 3)

Xig =17,

for j = 1,...,n. Here, the above code uses average power %’
for each channel use, which is sufficiently small.

Next, we consider Bob’s decoder. In order to recover M;,
using the secret variables .S; ;, Bob calculates the decision
statistic Y; := Y7 (=1)%9Y; from his receiving variables
Yi1,...,Y, as Fig. 2. For each i, Bob outputs one of three
outcomes, silent, 1, and 0 as follows. When |Y;| < \/ﬁﬁt”
Bob considers that A; is silent. When Y; < —/n gt", Bob

2
2

considers that M; is 1. When Y; > \f%, Bob considers
that M; is 0.

Then, we have the following theorem for the analysis on
the asymptotic performance of our code.

Theorem 1: Assume that the number of senders, m, and of

active senders, [, and m, [ are given as my, [, = t’—L to satisfy
n
2 — 0, “4)
ln
— =0, )]
n
’I'L(l2
— — log m,, — 400. 6)

8l,(vp + 52)

Also, we assume that vy belongs to an open set V. Then,
under the above presented protocol, Bob can recover the
message with asymptotically zero error, and Willie cannot
detect the existence of the communication regardless of the
values of the channel parameter to Willie.
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Hs : Bob considers that 4 is silent
Ho, : M;is decodedto 0
H, : M;is decodedto 1

Hy
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Fig. 2. This figure shows how Bob makes his decision from Y; for the random access case when they use the channel n times. Here, Bob needs to output
one of three outcomes, silent, 1, and 0. The right graph shows the distribution of Y; when M; = 0, and the left graph shows the distribution of Y; when

M; = 1. The central graph shows the distribution of Y; when .A; is silent.

Here, we have not formulated Willie’s detection.
In Section V-A, we state the impossibility of Willie’s
detection after presenting its formal definition.

Interestingly, our encoder and our decoder do not depend on
the values a;, b;, v, vy of the channel parameters, and our
decoder do not depend on the number [,, of active senders. But,
the probability of correct decoding depends on the number
ln, and is close to 1 as long as the conditions (4) and (6)
hold. Hence, in order that Bob knows whether his decoding
is correct, he needs to know whether the number /,, is smaller
than a certain threshold, which can deduced by Bob from the
estimated received power.

For example, when [, = cnlogn with ¢ < 8(’“5;7;62)

and m, = O(n), the conditions (4) and (6) hold. Also,
—2

when [, = enlogn with ¢ < w and m, = Il,,

these conditions hold. Therefore, covert communication with
random access code is asymptotically possible with O(n)
senders and O(n/logn) active senders when all active senders
transmit only one bit.

Now, we consider the case when each active sender A;

wants transmit u, = g(n) bits, M;1,...,M;,, . In this
case, the active sender .4; shares random binary symbols
Sits--sSiu,,; With Bob for j = 1,...,n, and the active

sender A; sets X; ; as

tr
Xij = \/E D o (—)Miar+Sisrs
i'=1

as the encoding. Here, we denote the numbers of senders and
active senders by m!, and [/,. This situation can be considered
as a special case of Theorem 1 with m, = g(n)m/, and
l, = g(n)ll,. Hence, when m,, = g(n)m/, and I,, = g(n)l,,
satisfy the conditions (4) and (6), Bob can recover the message
with asymptotically zero error, and Willie cannot detect the
existence of the communication regardless of the values of
the channel parameter to Willie.

Also, the condition (6) implies that ¢,, goes to zero. Since
t, is the power per user, the power per user needs to be

(7

TABLE III

RELATION BETWEEN RANDOM ACCESS CHANNEL AND
POINT-TO-POINT CHANNEL

random access point-to-point
channel channel
n number of uses of channel block length
I transmission length transmission
n (number of active senders) length
my number of senders this number is set to be [,

zero asymptotically in our protocol. This agrees with the
intuition that covertness requires as low power as possible.
Further, since the values of the channel parameter to Willie
are not contained in the assumption of this theorem, the covert
communication is possible even if Willie’s channel is better
than Bob’s channel.

III. POINT-TO-POINT CHANNEL
A. Point-to-Point Channel Model

In the following, we discuss what protocol is obtained when
the above protocol is applied to the point-to-point channel
model. In this model, the legitimate sender, Alice, intends to
transmit [,, bits to the legitimate receiver, Bob, with n uses of
AWGN channel while the intensity of input can be fixed to a
single value intended by Alice during one block length. This
setting is often called point-to-point communication. Table III
summarizes the relation between random access channel and
point-to-point channel.

When Alice’s j-th input variable is X, Bob receives

Y}':NB,jﬁ-an (8)

for j = 1,...,n. The variables N 1,..., Np,, are indepen-
dent Gaussian random variables with mean O and variance vpg.
Similarly, Willie receives

Z; = Nw,; +bX; O]

for j =1,...,n. The variables Ny 1,..., Nw,, are indepen-
dent Gaussian random variables with mean 0 and variance vy .
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Ho : M;is decoded to 0
H; : M;is decoded to 1

H;
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—ant,
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Y,

Fig. 3. This figure shows how Bob decodes the message M; from Y; for the point-to-point case. The right graph shows the distribution of Y; when M; = 0,

and the left graph shows the distribution of Y; when M; = 1.

Then, we make the same assumption for vp and vy as the
previous section. Here, when Alice is silent, all input variables
Xi,...,X, are zero. Since a and b are the fading coefficients
in Bob’s and Willie’s detection, a and b are positive constants
during a coherent time. That is, we treat a and b as constants
in the following discussion. Therefore, our model is the model
in the previous section witha =a =a, b = b="b,and m = [.

B. Covert Protocol
For covert transmission of [, bits Mj,..., M; within
the coherence channel time, Alice and Bob share nl,, secret

binary symbols {S; ;}1<j<n,1<i<i,. Then, Alice encodes the

message M, ..., M, as
In
V n <
=1

for j = 1,...,n. Here, the above code uses average power %
for each channel use, which is sufficiently small.

To see another form of X,;, we define A; as A;
{i|M; + S;; = 1 mod 2}|, where |A| expresses the number
of elements of the set A. Then, A; is independently subject to
the binary distribution with [ trials and with probability 1/2.
X has another form as

[tn
tn

The variable |/ %= (I, —2A;) has average 0 and variance %
Hence, the power for one channel use, i.e., the expectation of
ij is %, which converges to zero.

Next, we consider Bob’s decoder. In order to recover M,,
using the secret variables S; ;, Bob calculates the decision
statistic Y; := Z?Zl(—l)sivi_ Y; from his receiving variables
Yi,..., Y, as Fig. 3. When Y; < 0, Bob considers that M; is
1. When Y; > 0, Bob considers that }; is 0. Then, we have
the following theorem for the analysis on the asymptotic
performance of our code. Hence, as a special case of Theorem
1, we have the following theorem.

Theorem 2: When vy, belongs to an open set V and [ = [,
satisfies (4) and

X; = (10)

(1)

TL(Z2

81, (vp + a?) a2)

—logl,, — 400,

Bob can recover the message with asymptotically zero error,
and Willie cannot detect the existence of the communication.

Similar to Theorem 1, we have not formulated Willie’s
detection. In Section V-A, we state the impossibility of Willie’s
detection after presenting its formal definition.

This theorem shows that covert communication is asymp-
toticallZ possible with transmission length cnlogn with ¢ <
%. Interestingly, our encoder and our decoder does not
depend on the values a, b, vg, vy of the channel parameters
as long as the condition (12) holds.

C. Relation With Redundant Condition

The existing studies [4], [5] showed the following. When
the channel to Willie satisfies the redundant condition, a better
transmission rate. However, our channel model does satisfy
this condition even when the channel parameters of the channel
to Willie are fixed. Therefore, these existing results cannot be
applied to our case. To see this fact, we recall the definition
of the redundant condition.

We denote the output sample space in the channel to Willie
by Z, which is potentially an infinite set. We also denote
a measure on Z by v(dz). We denote the set of Alice’s
input by X, which is a finite set. Depending on Alice’s
input x € X, Willie’s output is subject to the probability
density function pz ,. When the following condition holds,
the channel to Willie is called redundant. There exist two non-
identical distributions Px and P% such that

> Px(@)pzz =Y Px(z)pz.a- (13)
reX reX
In our model (9), the Willie’s output is simplified as
Z = Nw + bX. (14)

Here, the variable Ny is a Gaussian random variables with
mean 0 and variance vy,. Since our channel model of the
channel to Willie does not satisfy the redundant condition with
given vy and b, we cannot directly apply the existing method
by [4] and [5] to our model.

D. Comparison With Existing Methods

Many recent researchers [15], [16], [17], [18], [19], [20],
[21], [22] have obtained achievability of covert transmission
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of O(n) bits when only Willie’s channel has uncertainty and
Bob knows a certain knowledge of his own channel unlike our
assumption. When the fading coefficient a is known and only
the noise power vp is unknown, the decoder for the case with
the maximum noise power works well. Hence, the existing
method does work well in this case. For example, the paper
[17] assumes that the fading coefficient a is 1 while vp is
unknown.? However, when the fading coefficient a is unknown
in addition to vpg, the conventional decoder does not work
because the decoder depends on the value of the fading coef-
ficient a. To understand this difficulty, consider the following
case with n = 1. The sender uses four points £x; and +z¢ in
R with 1 > z¢p > 0 for the encoding. When the receiver
receives a value y € (zg,21) C R, the maximum likelihood
(ML) decoder depends on the value of the fading coefﬁcient a.

+z7. Otherw1se 1t estimates that the input is +x. In this way,
the decoder depends on the value of the fading coefficient a
in general. In the case of conventional channel coding, people
often employ universal coding to resolve this problem. The
method of type [30] enables us to develop universal coding for
the discrete memoryless channel case. The paper [31] proposed
a universal coding that works for the continuous case including
the AWGN channels. In this way, it is a crucial technology
to develop a code that works independently of the channel
parameters.

To see the difficulty to achieve the covert transmission
under imperfect knowledge for both channels, the following
part discusses what problem appears in simple applications of
the original methods [4], [5] under our setting. Our channel
model has a uncertainty for the variance vy of the additive
Gaussian noise in the channel to the adversary. This situation
is formulated as follows. Users know that the variance of the
additive Gaussian noise in the channel to the adversary, Willie,
belongs to an open set V), but they cannot identify which value
in V is the true value vy .

Since Alice is allowed to use various values as the channel
input power in the Gaussian point-to-point channel, Alice can
select the input X; freely. Hence, we can apply the method
[5] for the redundant case as follows. First we choose a
sufficiently small positive number v’ such that vy + b%v’
belongs to V. Here, v’ expresses the possible error for Willie’s
knowledge about the variance of the additive Gaussian noise
in the channel to Willie. That is, even when the true value is
vy, Willie cannot identify which of vy and vy + b2y’ is the
true. Hence, Willie has to keep the possibility that vy + b%v’
is the true as well as vy .

Let R, be a real number such that R, < I(Y}; X;), where
X is subject to the Gaussian distribution with variance v" and
mean 0. Using the conventional random coding of rate R,
with respect to the above Gaussian distribution, we generate
a code. Here, the choice of the code is a part of the preshared
information between Alice and Bob. When Alice encodes the
message M,, via the preshared code, using the preshared code,
Bob decodes message M,. However, as is discussed in the

2The paper [9] considers the case when the channel parameter is unknown.
But, it assumes the BSC channel, which is different from AWGN channel.
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paper [5], in this case, Willie cannot distinguish the received
signals from the Gaussian distribution with variance vy +b2v’
and mean 0, which is a special case of the silent case. In this
way, this method achieves the covert transmission of O(n)
bits. Although this method has a higher covert transmission
speed than our method, it has the following problem. When
the decoder of this method is a maximum likelihood decoder,
it depends on the value of a while it does not depend on the
value of vy. That is, the above method satisfies the condition
(i), but does not satisfy the condition (ii);

@) Willie’s output of the code simulates the Gaussian
distribution with variance vy + b%v’ and mean 0.
Bob’s decoder does not depend on the channel
parameters a and vp.

(i)

Although the paper [31] proposed a universal coding that
works for the AWGN channel, the encoder of [31] is generated
by a distribution with finite support. Hence, use of the method
[31] satisfies the condition (ii), but does not satisfy the
condition (i).

As another idea, we apply the method [4] as follows. The
method [4] employs the code for wire-tap channel. Since
the paper [39, Appendix D] proposed a wire-tap code for
the AWGN channels, the method [4] satisfies the condition
(i) when Bob knows the channel parameters of the channel
to Bob. That is, this alternative method does not satisfy the
condition (ii). Fortunately, our code satisfies both conditions,
i.e., our method is the first method to achieve both conditions
(1) and (ii). In this sense, our code has an advantage over a
simple application of the methods [4], [5].

IV. ANALYSIS OF BOB’S DECODING
A. Characterization of Correct Decoding

The aim of this section is the asymptotic evaluation of the
probability that Bob correctly decodes all messages including
the detection of the existence of communication from all
senders. In this subsection, we derive a lower bound of this
probability.

Bob’s receiving signal is written as

Y; = Np, + [Z

The variable Np; Z] (= 1)° #iNp; is a Gaussian
variable with average 0 and variance nvp. The variables
Mzk +Sik,j +Si,j Wlth] = 1,...77’L and k = 1,...,l” with
i # 1 are independent binary random variables subject to the
uniform distribution.

When Bob focuses on Y; to recover M;, only the term
related to M; is of his interest and the remaining terms can

)M TSk (15)

be considered as noises. Hence, by using N (i) := Np,; +
\/%TZZ”’:l,méi ag, Yo gy (~1)MietSi TS the term Y
can be rewritten as

n

Fi= >,
j=1
n
=D (1% N e Z ) +S””'j)

1

<.
Il
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7 ln n
= Np,i+4/ = g iy, E (—1)Mon S5
n
k=1  j=1

= Np,; + Vntpa;(—1)"

ln n
M ﬁ Z @iy, Z(—l)Mik“’Sikvj-‘rSiJ

k=1lip#i =1
= Vntpai(—1)™ + N(i).

That is, N (7) is considered as a noise.

Assume that 4; is silent, i.e., i € ({ik,}é“:l)c. Bob’s decod-
ing is correct when |N(i)| < \/nt, 5. That is, the probability
of Bob’s correct decoding is Pr(|N(i)| < \/m%) See Fig. 2
to illustrate this process.

Assume that 4; is active. Bob’s decoding is correct when
M; = 0 and N(i) < y/nt,(a; — 5). Also, Bob’s decoding
is correct when M; = 1 and N(i) > —v/nt,(a; — 5). Since
N (i) is symmetric, i.e., the distribution of N (%) is the same
as the distribution of —N (i), the probability of Bob’s correct
decoding is Pr (N(z) < nt,(a; — %))

Then, we obtain the following lower bound for the proba-
bility that Bob correctly decodes all messages including the
detection of the existence of communication from all senders.

(16)

a

P,:= ﬁ Pr(N(ik) < /ntp(a;, — 3))
k=1
II

ie({ir}Ly)e

Pr(ING)| < Valag ). (D)

Then, as shown in Appendix A, we have the following lemma.
Lemma 1: When [ is given as I, = ;- and the conditions
(4) and (6) hold, we have

Py, —1, (18)

Since the probability P, is a non-negative value upper
bounded by 1, its convergence speed to 1 is evaluated by
the speed of the convergence of log P, to 0. That is, this
convergence is evaluated by the speed of the convergence
of log(—log P,,) to —oco. The following expresses an upper
bound of this convergence speed.

na2

log(—logP) < ————=
og(~log Fr) < 8L, (vp + @)

+ logm,, +1og 2 + o(1).

19)
The condition (6) guarantees that this lower bound goes to
—00.

B. Single Sender Case

The single sender case can be evaluated by putting ¢ = a =

a and m,, = [,,. In the same way as (16), we have
Y, =

ntpa(—1)M + N(3), (20)

2y

ln n
- t
N(i) :== N; 2N (M St
(4) tay 2 (1)
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Since N(i) is symmetric, in the same way as (17), the
probability of correct decoding is lower bounded as

ﬁ Pr(N(i) < ntna).
k=1

Then, as a special case of Lemma 1, we have the following
lemma.

Lemma 2: When [ is given as [,, =
(4) and (12) hold, we have

(22)

n

P and the conditions

In
II Pr(N(i) < ntna> 1 (23)
k=1

V. WILLIE’S DETECTION
A. Formulation

Since the random access channel model contains the point-
to-point channel as a special case with b = b=bandm, =l,,
we discuss the random access channel model in the following.
Under the encoder (3), Willie’s receiving signal is written as

l
1 n
Zj=Nwj+—=3 by (-)MstSus (24)
J J \/ﬁk_l k

We denote the distribution for Z; by Pz, and denote the
joint distribution for Z = (Z1,...,Z,) by Pz. Pzp—m
expresses the conditional distribution under the condition
M(:= (My,...,M;,)) =m(=(my,...,my)).

We denote the Gaussian distribution with average 0 and
variance v by G,. When all senders are silent, Willie’s
observation (Zy,...,Zy) is subject to the distribution G .
Also, we assume that Willie does not know the exact value of
the variance vy of his receiving device while Willie knows its
rough value because a part of the noise Nyy,; is generated out
of Willie’s device, which can be considered as a background
noise. Then, we denote the set of possible variances with the
silent case by V. In the following, we assume that ' is an
open set of R.

In this case, to cover Willie’s advantageous scenario, we
assume that Willie knows the secret message M, but he
does not know the binary symbols {.S; ;}. That is, we show
that Willie cannot detect the existence of the communica-
tion even though he knows the secret message M. When
no communication is made, the joint distribution of Willie’
receiving signal Z and the secret message belongs to the set
{GZW X PM|’UW S V}

It is known that the statistical distinguishablity is character-
ized by the variational distance as follows, where we denote
the variational distance between P and Q by dy (P, Q). Given
a method 7 to distinguish P and @, we denote the probability
being incorrectly deciding the distribution to be P while the
true is @, by €1(7), and the probability being incorrectly
deciding the distribution to be () while the true is P, by e3(7).
The sum of €;(7) and €3(7) is evaluated as.’?

e(T) +e(7) 21—-dv(P,Q). (25)

3This fact is well known in the community of quantum information. For
example, the reader might see the reference [40, Section 3.2].
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Hence, the distinguishability between the real distribu-
tion Pz s of making the communication and the case
with no communication is measured by the minimum
min,ey dv (Pz a, GY X Par), which shows the ability of
distinguishing the following two hypotheses. One is the
hypothesis that the true distribution is Pz 5, which corre-
sponds to the case of making the communication. The other
one is the hypothesis that the true distribution belongs to the
set {G7. x Pyluw € V}, which corresponds to the case
of no communication. Hence, when our covertness measure
min,ey dy (Pz a, Gl x Pyy) is sufficiently small with any [
active senders, the situation with any [ active senders cannot
be distinguished with the situation with no communication,
i.e., Willie cannot detect any active user.

Theorem 3: Assume that [ is given as l,, = % to satisfy the
condition (5). Also, we assume that vy belongs to V, Then,
our covertness measure goes to zero as under the protocol
presented in Section II-B

min dy (Pz,u, Gy x Pyr) — 0.

VeV (26)

The combination of Lemma 1 and Theorem 3 leads Theo-
rem 1.
Further, under the case with equal fading in Willie’s detec-
tion, the condition in Theorem 3 can be relaxed as follows.
Theorem 4: Assume that b= b = b and [ is given as [, =
% to satisfy the condition

l

)

n

3N

— 0.

27)

SIS
w

Also, we assume that vy, belongs to V, Then, our covert-
ness measure goes to zero under the protocol presented in
Section II-B as

Hlelll}ldv(PZ’M,Gﬁ XPM)—>0 (28)
v

When [,, is linear with n, the condition (5) does not hold,
but the condition (27) does hold. In this sense, Theorem 4
has a weaker condition for [,, than Theorem 3. The case with
equal fading in Willie’s detection, i.e., the case with b = b=
b, covers the case with the point-to-point channel. Thus, due
to Theorem 4, one sender, Alice, can send [,, bits to Bob
in one channel coherence time securely with covertness to
Willie. the conditions (4) and (6) imply the condition (27), the
combination of Lemma 2 and Theorem 4 leads Theorem 2.

B. Useful Formula for Our Covertness Measure

As a preparation of our proofs of Theorems 3 and 4, we
prepare a useful formula for our covertness measure, i.e., the
minimum variational distance as follows.

Hlei{}ldv(Pz,mGﬁ X Pyr)
< nlei]r}ldV(D(PZ,MapZ X PM) +dV(PZ X PM7GZ X PM)
=dy(Pz, Pz x Py) + Iglelg dv (Pz,GY). (29)

The first term dy (Pz a, Pz x Pyr) expresses the secrecy
of the message, and the second term min,ey dy (Pz, GI)
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expresses the possibility that Willie detects the existence of
the communication.

The variables (M; + S, j)x,; are independently subject to
the binary uniform distribution under the condition M = m.
The variables Z = (Z4,...,Z,) do not depend on m. That
is, we have Pz|yr—,, = Pz. Hence, Willie has no information
for the message M = m, i.e.,

dy(Pzn, Pz x Py) = 0. (30)

In the following, we discuss min,ey dy(Pz, GY).
We choose v := %22:1 b? . When ¢ = L is sufficiently
small, v’ is small so that vy, + v’ belongs to V' because
vy € V and V is an open set. Hence, we have

E}né]l}ldv(Pz,GZ) SdV(PZ7G;LW+v’)' 3D
Combining (29), (30), and (31), we obtain
min dV(PZ,]\l» G:} X P]y[) < dv(Pz, GZWJFUI). (32)

veV

Applying the Pinsker inequality dy (P,Q)* < 1D(P|Q),
where D(P||Q) = [(logP(z) — logQ(z))P(z)dz,
we have dy(Pz, Gl . .)* < 3D(Pz.. .2,G}, +0)
Hence, it is sufficient to show that the relative entropy

D(Pyz,... 2, |G ) between the joint distribution Pz, .z

vE+v’ n
of the random variables 71, ..., Z, and the n-fold Gaussian
distribution G7_ ., is sufficiently small. Combining (29),
(30), and the above application of the Pinsker inequality, we

have

.....

. . 1
mindy (Pz,u, Gy % Par) < \/QD(le,...VZn||GZE+v/)-
(33)

Therefore, the evaluates

D(Pz, .. .z, IIG? ).

v +v’

remaining part

C. Analysis of Case With Equal Fading

Now, we show Theorem 4 by using the result in [33].
We assume that b = b = b. To state the result by [33], we
define x? distance x?(P, Q) as

2 _ [ @) —a@)?
N

where p and ¢ are probability density functions of the dis-
tributions P and (). We define Renyi divergence of order 2,
D2 (P[|Q) as

(34)

o p(z)?
Dy (P|Q) = log/ @) dz. (35)
We have
D(P||Q) < Dy(P||Q) <log(1+x*(P,Q)) < x*(P,Q).
(36)

Proposition 1 [33, (1.3)]: Uy,...,U, are n independent
and identical distributed variables with average 0 and variance
vy . The distribution of U; is absolutely continuous and has
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the probability density function Py (u). Py(u) is symmetric,
i.e., Py(u) = Py(—u). Define

n 1
Uy, = —U, 37
n ; 7=l (37)
Then, we have
(a4 — 3)2 1
G — 2+ 0(—= 38
( [Z8%) 1) 24n2 + (7?,3)’ ( )
where oy := E[G}].
2 2
Since v’ is simplified as v’ = l”: = f—n, we have
1 4 V' 4 6o’ + 32
ot =5l( i) -
=B (ow + )2
0% + 6o v’ + 302 — 3(vw + )2
= +3
(UW + U’)Q
—2(£)2
= —"5—+3. 39
(vw + )2

Since b = b = b, we have bi,,
guarantees that
Z; aGl)

2 P. 2 P
',Gv v ) =
X( Zj w+ ) X( \/“4-7“ f

_ (ou(j) - 3)°
24(2

2
(a) A(E) 1
= e T O(Tj)
241%(1}{/[/ + E)Ll ln
b8
60262 (o + b2t 1)

= b for all k, Proposition 1

43
+O(%), (o)
where (a) follows from (39). Hence, we have

bS
D(Pyz. |Gy 1) <
( Z]” w+ ) 6n2t%(vw+b2tﬁl)4

43
+ O(ﬁ)' 41
Thus,

D(PZh Zn ||G'UW+’U )

b? t3
< n( +O0O(=% )
6n2t2 (vyy + b2t, 1)4 (nS)
b® t3

= +O(=%). 42
6nt2 (vyy + b2ty H)4 (n2) “2)
The condition (27) guarantees that oniz (vv‘fibztn’l)‘* and %
go to zero, which implies that the term D(Pz, .. z, |G7,, . .)

goes to zero. Hence, combining (33), we obtain Theorem 4.

D. Analysis of Case With Unequal Fading

Now, we show Theorem 3. We consider the case with
unequal fading in Willie’s detection. For the analysis of this
case, we have the following theorem.

Theorem 5: The relative entropy D(Pgz,, .z, |Gy 1 ./) is
evaluated as

’l.:w+1} )
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’U/ 1)’

Z ((UW_'_U/)(EvW-%—Qv’ +€_1)W) _ 1)
/2 k=1 Yk 2\/'UW(UW+21)’)

Vo v/ toy,
#‘*‘(1_6 - )nz /2Zk 1 1k
Since the proof of this theorem is very long, Appendix C
proves it by using the result in [35], which employs the
Poincaré constant.

We choose ¢,, := ITL

<X

(43)

. We have Zk b <y b=

cn54n and v’ < lrf = cnb Smce the condition (5) by using
(66), the RHS of (43) is evaluated as

( RHS of (43))

ln 4
L, b7 1 1/ 0 \3 v’ \4
- m;’2 ,v;# 6 \voy + oW

(S ) (o) ~o())
< an4¥ (zgv) (14 0(cn)) + O(ch)
_ C%Zm (;LW)?’ +O() (44)

Since the condition (5) guarantee that c,, — 0, we have
D(Pg,...z,||Gy 40r) = 0. (45)

Hence, combining (33), we complete the proof of Theorem 3.

Here, we compare the evaluation of (43) with the evaluation
of (42). Eq. (43) has the order O(7+) = O(log —) for n, and
Eq. (42) has the order O(nt2) = O(n10g —) for n. Hence,
Eq. (42) results in a much better covertness evaluation than
Eq. (43). Therefore, combining this discussion and Lemma 1,
we obtain Theorem 1.

VI. DISCUSSION AND OPEN PROBLEMS

We have discussed covert communication assuming BPSK
over AWGN channels. Our results are composed of two
contributions: covert communications for the random access
channel and point-to-point communication. In the former case,
we assume that the sender can choose the power to a certain
value that is fixed during a coding block length. Our encoder
and our decoder in both settings are quite simple. Thus,
the proposed methods are easily implementable being the
main complexity the problem of key sharing, as in traditional
spread spectrum. However, we have not described the detail of
the implementation of our method based on spread-spectrum
principle, which is needed for practical application. Its detailed
description is an important future study.

In our method, we assume that Willie does not have perfect
knowledge on the channel parameter. That is, using this lack
of Willie’s knowledge, our method improves the transmission
speed over existing methods [11], [12], [13] in the case of
AWGN channel. The key idea for our method is convergence
of the distribution of the weighted sample mean of n inde-
pendent random variables to a Gaussian distribution, which is
related to a kind of central limit theorem [32]. This method
depends on the fact that our output distribution is a Gaussian
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distribution. That is, it is impossible to extend this method to
another channel model. Due to this reason, we also assume
that Bob does not have perfect knowledge on the channel
parameter. Our code is shown to guarantee that Bob reliably
recovers the message under this condition. That is, our code
is a universal code in this sense unlike the recent papers [15],
[16], [17], [18], [19], [20], [21], and [22].

In addition, since our covertness analysis needs the eval-
vation of the variational distance, we need more precise
evaluation than the variant of central limit theorem [32].
To resolve this problem, we have employed the results from
the papers [33], [35], and [34]. As discussed in Section V-
C, the result in [33] has been used for the analysis on the
case with equal fading. For the general case with unequal
fading, as discussed in Section V-D, the analysis on the papers
[34], [35] employs Poincaré constant [34], [35], [36], [37].
Although Section V-D analyzes the case with unequal fading,
the evaluation in Section V-C is tighter than in Section V-D.
Hence, the above analysis has better evaluation for the ability
of Willie’s detection of the existence of the communication
than the use of evaluation in Section V-D. Hence, Eq. (42)
suggests a possibility to improve the evaluation (43). For
this improvement, it is needed to extend Proposition 1 to the
case (62), i.e., the case with unequal weighted sum. It is an
interesting a future study.

Further, we have not proved the converse part for the trans-
mission length for our covert communication model. Since our
code construction is based on an elementary idea, there is a
possibility to improve the transmission speed of our method.
It is another future problem to derive the asymptotically tight
transmission speed under both settings. In the relation to this
topic, to state the advantage of our method for the point-to-
point communication, we have pointed that existing methods
[4], [5] need perfect knowledge for channel parameters. That
is, our model requires a code to satisfy the two conditions
(1) and (ii) defined in Section III-D simultaneously. Although
our code satisfies both conditions, we have not shown that no
code with transmission length O(n) satisfies both conditions in
the point-to-point communication. In fact, in our protocol for
the point-to-point communication, our code is essentially con-
structed with bit-by-bit communication. Clearly, this method
is not efficient when covertness is not discussed. Therefore,
it is an interesting point whether or not our protocol can be
improved by a more efficient method in the point-to-point
scenario. It is another open problem to clarify this issue.

Also, our method needs pre-shared secret of O(n?) bits.
Since this is larger than the size of transmitted message, it is
better to reduce this size while keeping our transmission rate.
One possibility for this solution is choosing the matrix .S; ;
to be a Toeplitz matrix. While this choice reduces the size of
pre-shared secret to O(n), it changes the stochastic behaviors
of Y; and Z;. It is another future study to evaluate the
performance of this modified code. Finally, it is an interesting
future study to apply the theoretical limits obtained in this
work to a practical engineering setting with realistic fading
channel parameters and evaluate the performance with practi-
cal BPSK symbol acquisition and realistic channel dynamics
using metrics such as covert security outage probability.
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APPENDIX A
PROOF OF LEMMA 1

To evaluate the above quantity, we introduce two kinds of
cummulant generating functions ¢, and ¢, , as
e + e~ s v 52
dy(s) == log g Pg0 = o
That is, ¢, is the cummulant generating function of the
variable (—1)% when X obeys the binary distribution with
probability %, and ¢4, is the cummulant generating func-
tion of Gaussian distribution with average O and variance
v. Therefore, the cummulant generating function of N (i) is

B,i(5) 1= Ggmus (5) + 341 i, i nb(as, 51/ & ). We have

(46)

¢n,1(5) < ¢n(5) = ‘bg,an (5) + l,ngy (QS\/E) (47)

When n is large,

s2

s*)
2
2

fi =2 @ 3
=3 (nvp + l,a tn)JrO(l\/ ns )

We assume that A; is silent. Since the condition (4) guar-

antees l% — 0, using (48), we have

3
2

Pn(s) =

(nvp + 1,a@’t,) + O (nl (%)

(48)

B = max (s ntn% — gbn(s))

2
(Vnt,5)* ts Vin
s Y O AR Ly
2(nvp + l,aty) n y/nug
_ ot ( ot ) __ e’ o(1)
~ Sn(vp +a°) n2v /) 8(vg +a) ’
(49)
Thus, under the condition (6), we have
mp exp(_ﬁn) = exp(log my — ﬁn) — 0. (50)
Also, the condition (6) guarantees
% exp(Bn) 1
(1 _ Qexp(—ﬁn)) oo (51)
e
Markov inequality implies
1- Pr<|N(i)| < th%)
< 2exp ( — max (5 ntn% - qb,”(s)))
< 2exp(—fh). (52)

Therefore,

[T Pe(NOI<vim2) > (1-2em(-5,)) """

i€({in}yt,)e

(53)
We assume that A; is active. Since we have
sv/nty (ai - %) — ¢ni(s) > s\/ntn% — ¢n(s) (54)
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for s > 0, we have

mgx (3 ntn(ai - %) - ¢7L,i(3)) > ﬁn- (55)

Markov inequality implies
1- Pr(N(i) < v/ntn(a; — %))

< exp (= max (svta(ai = 5) = 6ni(5)) ) < exp(—5).
(56)

Therefore, we have

In
H ( (i) < V/ntp(a;, — )) > (1 — exp(—3,))""
. (57)

Combining (53) and (57), we have

ﬁ ( (i) <\/W(azk—:))

[1 (NG < vat5)

iein} i,
> (1 —exp(—0p))" - (1 _ QGXP(_/BH))M—Z"
> (1-2exp(=pn)) "
- ((1 _ QGXP(_ﬁn))%expwn))zmn exp(=fn) (0 .
(58)

where (a) follows from (50) and (51). Hence, we obtain (18).
In addition, using (49) and (51), we have

log(—log P,,)

(%) log ( — log ((1 -2 exp(_ﬁn)) 3 exp(ﬁn)) 2m, exp(— )
=log (an exp(—Gn) (—log ((1 —2exp(—06n) ) & exp(Bn) )))

:log(Zmn)—ﬁn—l—log (—log ((1 QQXP( Bn ) Bl ))

2

®) na
= Sy 7 108 + 1082+ o(1) +log(L+ o(1)

2

na
— "M logm, +1log2+o(1 59
8y (UB+72)+Ogm Hlos2oll) .

where (a) follows from (58) and (b) follows from (49) and
(51). This relation implies (19).

APPENDIX B
PREPARATION FOR PROOF OF THEOREM 5

For our proof of Theorem 5, we make several preparations
in this subsection. First, we introduce the Poincaré constant.
Assume that the random variable H is subject to a distribution
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P on R. We define the Poincaré constant C'(P) for the
distribution P as

~w B
C(P) o f:SIIlOOtlfl on R V[f(H)] .

The value C(P) will be used in (63). For example, it is known
that the Poincaré constant C(G,,) is calculated as [41], [42]

(60)

C(Gy) = . 61)

Using the Poincaré constant, we have the following propo-
sition.

Proposition 2 [35, Theorem 1]: Uy,...,U, are n inde-
pendent and identical distributed variables with average 0 and
variance 1. The distribution of U; is absolutely continuous and
has the probability density function Py (u). Define

Uy =Y il => af, (62)
i=1 i=1
where > | a? = 1. Then, we have
L(a)
D(Py.||G1) < D(Py||Gy).  (63)
(R 10) < g s PP

As another preparation, we introduce the probability den-
Vs (0 +
\/UI, N ) , where X is the binary variable subject to the uniform
distribution and NV is the standard Gaussian variable.
The Poincaré constant of P, ./ is evaluated as follows.
Lemma 3: We have

C(Py v

sity function P, s of the random variable

)z e

(64)

Also, we evaluate the relative entropy between P, ., and
the Gaussian distribution in the following lemma.
Lemma 4:

Nerisr 4 o=
D(Pv,v'HGﬁS(U_'_U)(e 207 4 e )_1
2/v(v + 2v")

(65)
In addition, when %' is small, we have

’

e e ) () rol(5))
(66)

The proofs of Lemmas 3 and 4 will be given in Appendices
E and D, respectively.

APPENDIX C
PROOF OF THEOREM 5

In this subsection, we show Theorem 5 by using the above
preparation. We prepare [,, independent standard Gaussian
variables Np,..., N; . We have

l
Ly~ Moas
Zy = Nw;+ = kzlbik(—l) i+ S

fzm(

M+Slkj +

”—V,VNk). (67)
v
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7 2
We apply Proposition 2 to the case n = [,, i = k, (1 Jv+w 7‘”'*”)(“\/7”&0) 4o
brb ’ = —_ [ 2v 2
ak:\/TkT U, = /ﬁ(( M+Ssz+,/v/Nk) [m 2 v

Then, we have

+5 e 2v 5
2 k= ,sz (68) 5\ o
k=1

7 2
@' +v)(2—/
Since Z; = v/ow + 0'( X, i Si), applying Proposition 2, — v Jr Y- (- V! *”) ta?
we have
7 2

D(Pz,[|Goy +07) v+ L V+)+gc

:D(PZ" akS’kHGl) 4w . .

In 4 'U/ + v _("/‘H’)(T/—Uﬁ) _(v'+v)(w+m) N
n v’2 Zk 1 —+ e 20 20 +z
< D(va,v/HGl) 2 v
C(P,, o) 1_ C(PUW of
2 +( )n 2¢72 Zk 1

! o 1 z2
1 L ) (eTW TV 4T W xw/—e 2 dr
(a) n2v’? Zk}:l bfilk <(UW v (e < ) _ 1)
<

2\/UW (vw +2v")

C(Pyy, o) C(P, ’) v/ J,— v w2’ (20 )2,
W N w0’ v \% + v
2 + (1 - P} )n%/z E k 1 Zk 2 ( v+20/ ) vF2v’

(v +’u/)(e“W?ﬁr +6_#) / ’ ST (o 7o)\ 2 ,
b z /2 Zk 1 Zk( - 2\/vw(vw+2'u’) - 1) + v +’U6_U+2iv (£C+2 v+(2,u/+ >) +,UJ:)2,U/
S V1w V1o ;o (69) 4o
e ZvWW e ZvWW
2 +(1_ ) nZo’? Zk 1 u S
+ 50 e 2 v |dx
where (a) and (b) follow from Lemma 4 and Lemma 3,
respectively. Therefore, 1; + v/ v 4 v !
— 1)+21) e v
D(P21,... ,,,, ﬁw+v’) U+2’U Zv U—'—QU/
n :ﬁ(eﬁ +e V), (73)
= D(Pz,|Goy+v7) 2y/v(v + 2v')
g=t which implies that
(ow +0)) (W 4o W) ) vt o) (T 4 e
n ,U/2 Zk 1 Zk( 2\/vw(vw+2v’) -1 Xz(PU,’L)’aGl) = ( )( ) —1. (74)
<n = o 2/v(v + 20v')
_U2ulw _U%;VW 1 l
T+ (1 ") o e b Combination of (36) and (74) yields (65).
' 1 _ 1l 322 _
Lt g (e When v'is small, 27y = (1 =25+ 550
nu'2 n_ b ( L vll = - 1) v v’ v’
o 2 Zkfl ik 2y/ow (vw +207) an ( v ) ( ( )4) = %(1 - L 4+ 22%(7)2 _ 2(7)3 +
E—“;ﬁ# N (1 - E_ugsvw ) Z ( (%) )) Hence, using (70) in the top of this page, we
2 TIERVEL obtain (66).
APPENDIX D APPENDIX E
PROOF OF LEMMA 4 PROOF OF LEMMA 3
The probability density function p,, .+ of the distribution To show Lemma 3, we prepare the following proposition.
Py for /= H( X4 VNN ) Proposition 3 ( [34, Proposition 5]): Two absolutely con-
tinuous distributions p and v satisfy the inequality
v+ v, ) ming, g—:(x)
Do, 5 ——a5—Cp(p) < Cp(v). (75)
v max, 3~ ()
) m
o v *“)( ’+u) - We define the function f(x) as
— 2v
2 2mv c ' (72)

fla) == Pow (@) _ 1 Jv/ 4o (o [or a2
Then, we have (70), as shown at the bottom of the next page. T)= puolz) 2 v
Hence,

1
XQ(Pv,v’aGl)""l +§ v e
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/ / ! , v v ‘L)/ ’U/
_ LUy e e ey = (5" Sy JerE =R (79)
2 v v v v+
. 1 o/ dv g2 Glen S, o 6 The above relation is equivalent to
— —e v v v v v .
2V v N TN Y
e o =€ v v v
For x > 0, we have
(v'4v) +v) \/T +v
T+ T+
v +v o/ 4+ 7
Fla) < o U Ve e R e v ~
Ll ot o oy o
'+v v’
_ U EY g (o) 5 That is,
v ! !
v+ v 4 P 2Mw
- 6*57(1*\/7) ST T v
v
v 4+v v+
, —\ 2 :log<x+ )—log(—x+ ) 81
Y i e e I < VYL (77) v’
v v We denote the RHS and the LHS by g(z) and h(z), respec-
The derivative of f is calculated as tively. Their derivatives are calculated as
/ ’ ’ 7 dg (v + o)’
df() v+o v +v+v v Yy =2 (82)
dx 2 v v v v+ dx v
R Vet dh( 1 24/ 4
T2 vtus
1 v 4w v’ v +v Y du T4 /= —x—i— vty 5y
+§ v (7; o v’—l—v) (83)
w2 Wt ol w Hence, we have
xe 28T v Ve (78) dg.(())
24(0 v+
dx _
Assume that z > 0. The relation %(x) = 0 holds if and only dh (@) =y I (84)
if ¢
d
o o+ o i [ o Since ig is monotonically decreasing for z, the solution
v v v +u of #2(z) — ¢2(x) = 0 in (0, %) is only one element
v ) (e el
2 (Pour, G1) + 12! )( )

2 (v—|—2v’)
U(]' + %)(2 + v+2v’ -

1 v
v + §(v+2v’

v 3 5 v
1Y 2V _2Us
( +2(v) 2(11) +

1+%)2+%(1-2% +

OB (50 s oy

= (g ) (1= S5 +o((5))

= (1 5GP ) (=S G =5+ =) +o((5))
(500 6 (2)) (g5 = () +ol(5)) =1+ 5(5) +ol(3))
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xo9. We have %(a:o) = 9(z,). Hence, the solution of

g(x)—h(x) =01in (0, ”/UT”) is only one element z;. We have
g(x1) = h(xz1). We have g(x) > h(z) for x < x;, and
g(z) < h(z) for & > x;. That is, %(m) > 0 for z < x1, and
4 (2) < 0for “X¥ > 2 > 2. Also, L (z) < 0 fora > vHY,
Hence, we find that min,>o f(z) is realized with « = 0 and
maxg>o f(z) is realized with = x;. Thus, we have

. B Y s s
min f(z) = f(0) = aCLE (85)
Combining (77) and (85), we have
ming v (g o 4o
7‘2’;( ) >e (86)
maxy g ()

Therefore, (64) follows from the combination of (61), (86),
and Proposition 3.
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