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Abstract: In the current context, organizations face an important challenge in managing risks related
to environmental, social and governance (ESG) issues. This research presents a general method for
prioritizing organizational risks with a focus on sustainability based on the characterization of five
typologies of organizational risks and their respective sub-risks, based on an analysis of global reports.
Subsequently, paired surveys are administered to a group of experts from various sectors, who assign
importance to the organizational sub-risks. Their responses serve as the basis for the prioritization of
these risks, using the VIšekriterijumsko KOmpromisno Rangiranje (VIKOR) method, which highlights
the following most relevant organizational sub-risks for each type of risk: (1) Lack of ethics in the
conduct of business (geopolitical risk); (2) Deficit in economic growth (economic risk); (3) Chemical
safety (social risk); (4) Massive data fraud or theft incidents (technological risk); and (5) Water
depletion (environmental risk). Additionally, a sensitivity analysis is performed to determine the
robustness of the results of the VIKOR method and then compare the correlation coefficients with
respect to the results obtained in previous studies for the AHP and ANP methods. Finally, we propose
the implementation of a model to manage organizational risks, which are addressed proactively
through an integral vision, allowing for continuous improvement and alignment with corporate
strategy by means of an operational excellence management system (OEMS).

Keywords: organizational risk management; organizational risks with a focus on sustainability; multi-
criteria decision making (MCDM); VIšekriterijumsko KOmpromisno Rangiranje (VIKOR); analytical
hierarchy process (AHP); analytical network process (ANP); operational excellence management
system (OEMS)

1. Introduction

Today’s global landscape is immersed in a complex web of challenges and pressures
from multiple sources, ranging from environmental crises to social demands. In this context,
global risks and stakeholder expectations are significantly shaping the environmental, social
and governance (ESG) landscape [1]. These risks could impact the profitability, success and
even the continuity of organizations, so it is crucial that each organization establishes its
own characterization of organizational risks with a focus on sustainability. This definition
must be adapted to its business model, internal and external environment, and its mission,
vision and values [2]. In response to growing social awareness and the impact of global
risks, regulators and governments have undertaken substantial measures to address these
challenges [3].

To ensure the long-term sustainability of organizations, the best available practices
should be adopted, including the integration of ESG factors into their strategy, process
organization and assurance reporting. This not only involves minimizing losses, but also
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identifying opportunities linked to sustainability, which can generate value for both an
organization and its stakeholders [4]. In addition, they must understand the risks and
opportunities associated with sustainability and establish both internal and external con-
trols. Their role is fundamental to achieving the Sustainable Development Goals (SDGs),
which implies not only recognizing risks, but also managing, leading and evaluating per-
formance effectively through a results-oriented strategy [5]. Integrity in the management
of risk management associated with ESG issues must be addressed with special attention
given depending on the type of organization, so an adequate identification, evaluation,
prioritization and control process must be carried out to respond correctly to each risk [2].
It is recommended that risk management professionals work together with other experts
to establish more precise approaches and take rapid action based on established needs
and scopes. The diversity of SDG-related risks requires careful assessment and priori-
tization that are tailored to each organizational context. This need for prioritization is
supported by international standards and recognized reports, such as the “Global Sustain-
able Development Report”, the “Enterprise Risk Management-Integrating with Strategy
and Performance” and the “Global Risk Report” [1,2,6].

It is necessary to implement various strategies to address the challenges related to
risk assessment and prioritization at the organizational level. A well-known tool in risk
management is multi-criteria decision-making (MCDM) methods. These methods allow
conflicts of interest to be resolved by integrating qualitative and quantitative data, facilitat-
ing the selection of appropriate actions. In addition to their versatility, they consider a wide
range of stakeholders throughout the decision-making process, promoting transparency
and participation at all stages of the process [7].

Additionally, in the review by Stojčić et al. (2019) [8], the importance of MCDM meth-
ods in the field of sustainable engineering is highlighted, exploring effective approaches to
address problematics in this discipline, which is characterized as having various forms of
uncertainty. The authors demonstrate how MCDM methods emerge as suitable tools to
facilitate decision-making processes in the field of sustainable engineering.

Several studies have applied MCDM methods for risk assessment and/or prioriti-
zation in different settings. Among them is the research of Zheng et al. (2022) [9], who
implemented a method combining the analytical hierarchy process (AHP) with the decision-
making trial and evaluation laboratory (DEMATEL) method to assess the risks associated
with floods. Additionally, Gökler and Boran (2023) [10] examine the selection of resilient
and sustainable suppliers using an MCDM approach for a company in the automotive
sector. In their analysis, they integrate the use of the D-number to find an efficient and
feasible solution to uncertain information, together with the AHP and DEMATEL methods
to determine the weights of criteria and sub-criteria. The authors indicate that the proposed
model is robust within subjective assessments. The study by Balsara et al. (2019) [11] ad-
dresses the need to reduce greenhouse gas emissions in the cement industry, for which they
identify climate change mitigation strategies, and priorities are established based on the
use of methods such as the AHP and DEMATEL. The study by Daimi and Rebai (2023) [12]
proposes a transportation sustainability governance index based on 29 indicators, applied
to eight regional transit operators in Tunisia, through AHP and analytical network process
(ANP) approaches in order to assess service sustainability, indicating the advantages of
the ANP method over the AHP by incorporating criteria interdependencies. For their part,
Liu et al. (2021) [13] propose the sustainable implementation of a product-service system,
taking into account the value interactions between multiple stakeholders. Multidimen-
sional value elements are identified and prioritized using a hybrid model incorporating
DEMATEL, the ANP and Gray’s theory. Their results provide theoretical guidance for
the successful implementation of a sustainable product-service system, highlighting the
importance of value coordination among stakeholders.

The ideas of the aforementioned authors highlight the applicability and effectiveness
of MCDM methods in risk assessment and prioritization in various contexts. In the cases
highlighted, MCDM methods such as the AHP, DEMATEL and ANP have been used,
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leading to robust and relevant results. These findings highlight the importance of using
integrated and multidisciplinary approaches to address risk and sustainability management
challenges in different sectors. In this work, we propose using the VIšekriterijumsko
KOmpromisno Rangiranje (VIKOR) method, whose English translation is Compromise
Multicriteria Ranking, as it emphasizes dominance, which is important in this research in
the framework of multicriteria optimization [14]. It is a commitment-ranking method that
seeks a solution that maximizes group utility and minimizes individual regret [15]. This
would complement the studies of Yazo-Cabuya et al. (2024a) [16] and Yazo-Cabuya et al.
(2024b) [17] from the perspective of dealing effectively with uncertainty and functioning as
a method in complex environments. Additionally, the VIKOR method offers a “compromise
solution” which consists of a ranking composed of one alternative or a set of alternatives,
depending on whether they meet the “lead rate” requirements.

It is important to highlight the relationship between the VIKOR, ANP and AHP meth-
ods in the context of this study. Although they are distinct approaches, each brings valuable
insights to address the risk prioritization problem. While the AHP is used to structure
preferences and rank criteria, the resulting weights are used in VIKOR as parameters of the
algorithm to identify an optimal solution and evaluate the distance between alternatives
and ideal and negative benchmarks.

By using the AHP weights from the research of Yazo-Cabuya et al. (2024a) [16] on
VIKOR, information provided by experts is incorporated, and the AHP methodology is
leveraged to assign weights to the criteria. This increases the credibility and robustness
of the decision-making process in VIKOR, while allowing for an objective evaluation of
alternatives. In addition, the integration of the AHP and VIKOR allows us to leverage
the strengths of both methods, combining the structured criteria ranking of the AHP with
VIKOR’s ability to find optimal and satisfactory solutions. On the other hand, the ANP
and AHP are used to structure and analyze the relationships between criteria and elements,
allowing for a deeper assessment of the relative importance and interdependencies between
them. These methodologies complement each other, offering a comprehensive approach to
prioritize risks. By evaluating the robustness and stability of the models through a sensitiv-
ity analysis and correlation coefficient, our aim is to select the model that demonstrates a
greater level of consistency and reliability in its results, ensuring effective risk management.

The complexity of today’s problems requires multiple perspectives in decision making.
In many cases, group decisions are necessary due to the lack of individual knowledge to
solve them. Common approaches are the voting model and market mechanisms [18,19].
Decision making does not always imply total consensus, nor does it require the participation
of all members in every aspect. It is crucial that each member of the group processes the
data and contributes their expertise. If necessary, they can make relevant recommendations;
by considering diverse points of view, collective decision making enriches each individual’s
perspective [20]. The VIKOR method offers the ranking of alternatives according to their
priority, with a compromised response closer to the ideal response [21]. This method
is based on the concept of commitment programming to establish preference ranking,
considering both individual and group regrets in relation to the outcomes [22].

Table 1 presents an analysis of the knowledge gaps in the area of organizational risks
with a focus on sustainability, highlighting the critical areas in which we lack understanding
or research on how to address these risks in organizational management. Through our re-
view of different sources, gaps that require attention to improve the ability of organizations
to manage risks effectively and sustainably are identified.

Throughout different studies, the VIKOR method has been employed in multi-criteria
decision making and optimization problem solving, as is the case of the research of Jianxing
et al. (2021) [23], in which they propose an improved risk assessment method for subsea
pipelines in the oil and gas industry. They use cloud model theory and VIKOR to address
linguistic uncertainties and improve assessment accuracy. A case study is included to
validate the effectiveness of the proposed approach, demonstrating its superiority over
existing methods. Furthermore, in the research by Bakioglu and Atahan (2021) [24], the
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authors highlight the importance of prioritizing the risks associated with autonomous
vehicles, which are considered fundamental for a sustainable transportation system. A
hybrid MCDM approach combining the AHP, the technique for order preference by simi-
larity to an ideal solution (TOPSIS) and VIKOR in a Pythagorean fuzzy setting is proposed.
The study validates the proposed model through a sensitivity analysis and shows that it
produces reliable and useful results for planners and policy makers. The research by Cheng
et al. (2021) [25], proposes a comprehensive framework for sustainability enterprise risk
management that considers social, environmental, technological and economic aspects. A
fuzzy decision-making approach, VIKOR-q-ROFSs, is introduced to identify and evaluate
criteria for sustainability enterprise risk management. The VIKOR method is used to rank
and evaluate manufacturing SMEs as alternatives. The results show that technological
suitability is the most important risk factor, followed by technological advancement and
other criteria related to safety and technological feasibility. The study demonstrates the
efficiency and effectiveness of the proposed method in SME risk assessment. Our review
of these highlighted studies serves as a solid basis for the development of the present
methodology. Despite its use in various contexts, the VIKOR method has not been applied
specifically to prioritize organizational risks with a focus on sustainability. This study
addresses this gap by proposing its application in this area.

Table 1. Knowledge gaps on organizational risks with a focus on sustainability.

Author(s) Title Year Knowledge Gap

Dong, Y.; Xu, J. Consensus Building in Group
Decision Making. 2015 Need for group decision-making methods (requiring

focus in the context of sustainability) [19].

Committee of Sponsoring
Organizations of the

Treadway Commission
(COSO)

Enterprise Risk Management:
Applying enterprise risk

management to environmental,
social and

governance-related risks.

2018

• Lack of ESG risk disclosure: approximately 35%
of 170 organizations surveyed do not disclose
their ESG risks [2].

• More than 70% of professionals believe that
current risk management practices with a focus
on sustainability are not sufficient [2].

Independent Group of
Scientists Appointed by the

Secretary-General.

Global Sustainable
Development Report 2019: The

Future is Now—Science for
Achieving

Sustainable Development.

2019
Lack of collaboration between risk management

professionals and other experts to define more precise
approaches to risk assessment [6].

Stojčić, M.; Kazimieras
Zavadskas, E.; Pamučar, D.;

Stević, Ž.; Mardani, A.

Application of MCDM Methods
in Sustainability Engineering: A

Literature Review 2008–2018.
2019

There is a lack of research on validation of results in
the context of sustainability, using multiple

MCDM methods [8].

Amin, F.; Dong, Q.-L.;
Grzybowska, K.; Ahmed, Z.;

Yan, B.-R

A Novel Fuzzy-Based
VIKOR–CRITIC Soft

Computing Method for
Evaluation of Sustainable

Supply Chain Risk Management

2022
Lack of application of advanced methods in

sustainable risk management (requiring focus in the
context of organizational sustainability) [21].

Ferreira, A.; Bhaya, A.

Extended Vikor (Evikor): A
New Proposal for Ranking
Based on Non-Dominance

and Rankability

2023

Lack of studies investigating the robustness and
sensitivity of the VIKOR method in organizational

risk prioritization with a focus on sustainability
compared to other perspectives of multi-criteria

decision making [14].

World Economic Forum Global Risk Report. 2024
Lack of understanding of the interaction between
global risks and stakeholder expectations in the

context of sustainability [1].

As highlighted by Pamučar et al. (2016) [26], solutions are often not analyzed with
multiple MCDM methods, and consequently, sensitivity analyses, which serve to determine
the quality of the results, are not performed. That is, a sensitivity analysis defines their
stability or behavior against small modifications in the selected preferences, allowing one
to validate the best MCDM method for a case study [27]. In addition, in the uncertainty
evaluation of mathematical methods such as the AHP, according to the research of Yazo-
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Cabuya et al. (2024a) [16], the ANP in the study of Yazo-Cabuya et al. (2024b) [17] and
VIKOR in this research, the development of a sensitivity analysis plays a fundamental
role because it provides relevant information on how methods behave, their structure and
their response to variations in inputs. This paper will perform a sensitivity analysis for
these methods and compare their results. By assessing the consistency and coherence of
the results among the three methods named above, their ability to effectively address risk
prioritization can be better understood. We can determine whether VIKOR provides reliable
results relative to those of the ANP and AHP, allowing for informed and evidence-based
decision making in the risk management process.

Once the risks and sub-risks have been prioritized, the most robust MCDM method is
used to adopt adequate organizational risk management with a focus on sustainability. For
this, operational excellence management systems (OEMSs) are used as a part of a proactive
approach that includes early identification, the implementation of monitoring controls and
alignment with corporate strategy. It is therefore important to point out that an OEMS
is presented as an integrated and structured approach that seeks to protect people, the
environment and an organization’s assets, driving continuous improvement and ensuring
adaptability to changing environments. The integration of risk and sub-risk prioritization
results obtained through MCDM methods strengthens the OEMS’s ability to proactively
manage organizational risks and ensure operational excellence.

The prioritization of organizational risks is a fundamental element for their strategic
management. One of the purposes of this study is to prioritize organizational sub-risks
with a focus on sustainability, contributing to the management of these risks. In this sense,
this research focuses on exploring and addressing this challenge, as previously, analytical
methods such as the AHP and ANP were used for this purpose [16,17]. Therefore, it is
hypothesized that the VIKOR method, despite not having been greatly explored in the sus-
tainability and risk management literature, is a powerful tool to assess organizational risk
with focus on sustainability and is able to provide comparable results in the prioritization of
organizational sub-risks in relation to the AHP and ANP methods. A detailed comparison
between these methods is proposed to determine which is more suitable and stable in a
specific context [14,15,21,22]. By offering a methodological approach to risk prioritization,
the aim is to improve the quality of the decisions made and minimize possible biases in
qualitative assessment. This approach addresses a fundamental aspect of organizational
risk management that has so far received little attention in existing studies. Therefore,
the objective of this research is to compare the results of the proposed method (VIKOR)
with the AHP and ANP in order to determine which one provides the most consistent and
reliable results in the specific context of the case study. Furthermore, this analysis aims not
only to identify the most appropriate method for risk prioritization but also to understand
how each approach responds to the complexities and dynamics of organizational risk in
today’s business environment. Finally, this study seeks to enrich theoretical knowledge in
risk management and provide organizational leaders with a solid and well-founded basis
for strategic decision making in identifying and mitigating the risks they face.

This research is developed in five phases: (i) the methodology that will serve as a
guide for the entire research process is defined; (ii) subsequently, the application of a paired
survey designed using the 1AK tool (a one-click survey) to a group of experts made up of
executives from various industries is carried out; (iii) using the obtained data, it is proposed
to perform a prioritization of sub-risks through the VIKOR method; (iv) then, a sensitivity
analysis and a comparative analysis of correlation coefficients are conducted for the results
obtained with the AHP and ANP, according to the studies of Yazo et al. (2024a) [16], Yazo
et al. (2024b) [17], and the results obtained with the VIKOR method in this research; and
(v) finally, the development of an OEMS is proposed, for the achievement of risk-based
objectives according to organizational strategy.
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2. Methodology

The study of organizational risks with a focus on sustainability has been of significant
importance at the business and academic levels, as they have gained special importance
in terms of corporate opinions and influences. With this in mind, the implementation of
decision support tools has become relevant to support companies in integrating ESG risks
into their processes. Sustainability risk assessment has several sources of uncertainty, long
lead times, large capital investments and diverse stakeholders. Therefore, it is relevant
to use multi-criteria methodologies in order to reflect the complexity of assessments for
decision makers, holistically covering organizational risks with a focus on sustainability
(economic, environmental, geopolitical, social and technological risks) [16,28].

Figure 1 shows the methodological process used to address organizational risks with
a focus on sustainability. The diagram details key steps, from the selection of alternatives
and criteria to expert evaluations and the application of decision-making methods. The
purpose of this research is to ensure efficient risk management, foresee possible challenges
ahead and promote sustainability in the operation of organizations.

Figure 1. Research methodology flowchart.

2.1. Selection of Alternatives and Criteria

The procedure to identify organizational risks with a focus on sustainability through
global ESG reports begins with the review of recognized reports in the field of sustainability,
such as the Global Sustainable Development Report of the WBCSD and COSO (2018) [2],
the Enterprise Risk Management—Integrating with Strategy and Performance of the In-
dependent Panel of Scientists appointed by the Secretary General (2019) [6] and the 2020
Global Risk Report of the World Economic Forum (WEF) [29]. Subsequently, an analysis
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and ranking of the identified risks and sub-risks are carried out to determine which ones
will be studied. During this process, each risk is thoroughly examined to understand its
relevance to organizational dynamics, leading to the characterization of five risk categories:
geopolitical, economic, social, technological and environmental, along with their respective
sub-risks. At the end of this phase, the characterized risks and their corresponding sub-risks
are documented in Figure 2. This analysis provides a complete understanding of each type
of risk, ensuring that the identification process is transparent and providing stakeholders
with the necessary information to adequately address organizational risks with a focus on
sustainability. In addition, this process allows us to examine emerging trends and patterns
to anticipate future challenges, assessing the relevance of each risk in the specific context of
the present case study [30].

Figure 2. Characterization of organizational risks and sub-risks with a focus on sustainability.
Reproduced with permission from Yazo-Cabuya et al., Sustainability, 2024a [16].

2.2. Group of Experts

This research is enriched by the contribution of a diverse and experienced team of
professionals from various industrial sectors. The selected panel of experts coincides with
that reported in the studies of Yazo-Cabuya et al. (2024a) [16] and Yazo-Cabuya et al.
(2024b) [17]. The detailed composition of this expert panel is presented in Table 2. The
leaders of this team occupy key roles in their respective organizations and play a key role
in decision making related to risk management.
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Table 2. Group of experts. Reproduced with permission from Yazo-Cabuya et al., Sustainability,
2024a [16].

Type of Position Number of People Average Years of Experience

Accountants with specialization and/or Master’s degree in auditing,
digital transformation and/or sustainability 22 20

Economists with specialization in risk management 18 15
Industrial engineers with specialization in occupational health and safety,
sustainability and/or risk management 12 15

Systems engineering professionals with specialization in cybersecurity 7 25
Psychologists with specialization in human resources 10 25
Environmental professionals with specialization in risk management 10 15

Once the group of experts is formed, their opinions are collected through a survey
using the 1AK (one-click survey) tool. The experts evaluate the influence and relevance
of organizational risks with a focus on sustainability. The assessment scale provided in
Table 3 facilitates a detailed comparison of the previously defined sub-risks. The diversity
of disciplines among the experts guarantees an unbiased assessment of the case study,
eliminating any bias towards a specific sector.

Table 3. VIKOR method comparison scale. Adapted from Opricovic et al. (2004) [15].

Linguistic Scale Value

No influence 1
Very low influence 3

Low influence 5
High influence 7

Very high influence 9

In this study, the VIKOR method was used to determine the preference of the criteria
(sub-risks). After collecting the experts’ opinions through the survey, and in order to
effectively integrate the information obtained from the survey, the individual comparison
matrices were formed as follows: for each pair of factors (i and j), where i and j represent
the sub-risks belonging to the same typology, the matrix (Cp

ij) is constructed for each pair of
comparisons provided by each of the p = 79 experts:

Cp
ij =

[
0 cp

ij
0 1

]
(1)

The determination of each cij element was performed by applying the geometric mean
method (GMM), considering the evaluations of the 79 experts as follows [31]:

cij =

(
79

∏
p=1

cp
ij

) 1
79

(2)

where p represents each expert. An iterative process was carried out following Equation (2),
evaluating the different categorized sub-risks.

Research on group decision making has focused on combining preferences for contin-
uous response distributions and processing information collectively. The challenges related
to group decision making are varied and share certain fundamental characteristics, such
as the presence of multiple criteria, objectives and attributes, as well as the presence of
conflicts between these factors and group interests. The participation of all decision makers
is sought, emergent rules are considered and individual interests within the group are en-
couraged [32]. This process involves evaluating criteria and alternatives, as criteria vary in
importance and alternatives vary in preference. MCDMs are widely used in various fields,
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such as management, economics, engineering and social sciences, and are noted for their
effectiveness in addressing practical decision problems. In MCDM methods, decision mak-
ing is based on multiple, often conflicting, criteria that address a variety of problems. They
fall into two main categories: multi-objective decision making (MODM), which focuses on
continuous decision spaces, and multi-attribute decision making (MADM), which focuses
on discrete decision spaces. MCDMs allow for the management of preferences over alterna-
tives with multiple attributes, which often conflict with each other [33–37]. Thus, once the
survey responses are collected, the analysis of results for the hierarchization of sub-risks
is performed through the VIKOR method. This method was created to optimize complex
systems using multiple criteria. It provides a compromise ranking list, a compromise
solution and the weight stability intervals for this solution. Its approach focuses on ranking
and selecting among alternatives in the presence of conflicting criteria by introducing a
multi-criteria ranking index based on “closeness” to the “ideal” solution [15]. Additionally,
it is essential to perform a sensitivity analysis to evaluate the stability of priorities during
the decision-making process. Since the weights depend on subjective judgments, this tool
allows for the exploration of variations in the criteria, providing valuable information on
the consistency and stability of the prioritization [38,39].

Considering the hierarchization of organizational sub-risks with a focus on sustain-
ability derived from the VIKOR method, as well as the subsequent sensitivity analysis and
the comparative analysis of correlation coefficients in the AHP [16], ANP [17] and VIKOR
methods, the need arises to address risk management from a macro-perspective based on
a system denominated as OEMS. This concept is on the rise, and several organizations
have been exploring it, but for many, it has been elusive. With this management system,
organizations proactively address their risks through early identification of risks, imple-
mentation of monitoring controls, continuous improvement and alignment with corporate
strategy. If this system is properly implemented, it helps organizations to maintain results,
ensuring the protection of their stakeholders; at the same time, it guarantees sustainability
and quality in their operations [40].

3. Results

The following are the results of our research along with an analysis, which are derived
from the application of the methodologies and tools previously discussed.

3.1. Application of the VIKOR Method

The VIKOR method is an MCDM technique that selects the best option among alter-
natives by considering multiple conflicting criteria. It uses a ranking index based on the
proximity to the ideal solution and provides weight stability intervals. This index was
calculated using Google Colab, an online platform that provides free access to computa-
tional resources. This simplified data processing and the execution of complex algorithms.
Appendices A.1–A.5 can be consulted for additional details on the methodology and ob-
tained results. The step-by-step development of this method is presented below [41].

Step 1: The standardization of the criteria. Normalization in the VIKOR methodology
is performed to ensure that all criteria are on the same scale and can be compared equally.
The codes set out in Appendices A.1–A.5 use min–max normalization to carry out this
process. The formula for min–max normalization is as follows:

c∗ij =
(

max(cij)
i )−cij

(
max(cij)
i )− (

min(cij)
i )

(3)

where c∗ij is the normalized value of criterion j for alternative i, cij is the value of criterion

j for alternative i, (min(cij)
i ) is the minimum value of all the alternatives in criterion j and

(
max(cij)

i ) is the maximum value of all the alternatives in criterion j.
The results of the normalization are shown in Tables 4–8.
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Table 4. Normalized geopolitical risk matrix.

1.1 1.2 1.3 1.4 1.5 1.6 1.7 1.8 1.9 1.10

1.1 0.0000 0.0000 0.0000 0.0000 0.0000 0.0185 0.0000 0.0000 0.0205 0.0280
1.2 0.1036 0.0602 0.0850 0.1011 0.0693 0.0422 0.0194 0.0296 0.0239 0.0144
1.3 0.0525 0.0236 0.0400 0.0640 0.0109 0.0469 0.0280 0.0138 0.0215 0.0052
1.4 0.0813 0.0198 0.0363 0.0610 0.0440 0.0018 0.0224 0.0172 0.0149 0.0136
1.5 0.0505 0.0414 0.0631 0.0580 0.0403 0.0000 0.0019 0.0034 0.0000 0.0000
1.6 0.0981 0.0792 0.0678 0.1188 0.1149 0.0622 0.0221 0.0173 0.0194 0.0125
1.7 0.1611 0.1040 0.1073 0.1239 0.1402 0.0956 0.0495 0.0359 0.0422 0.0483
1.8 0.1481 0.0908 0.1164 0.1216 0.1307 0.0942 0.0566 0.0486 0.0375 0.0349
1.9 0.1423 0.1041 0.1229 0.1368 0.1491 0.1000 0.0535 0.0582 0.0457 0.0460

1.10 0.1140 0.1073 0.1329 0.1326 0.1424 0.1005 0.0498 0.0597 0.0474 0.0485

Table 5. Normalized economic risk matrix.

2.1 2.2 2.3 2.4 2.5 2.6 2.7 2.8

2.1 0.0733 0.1315 0.1002 0.0537 0.0370 0.1563 0.1553 0.0960
2.2 0.0132 0.0835 0.0856 0.0000 0.0251 0.0703 0.1577 0.0507
2.3 0.0293 0.0752 0.0824 0.0976 0.1042 0.1683 0.1162 0.1289
2.4 0.0823 0.1232 0.0689 0.0751 0.1315 0.0685 0.1119 0.1310
2.5 0.0698 0.0799 0.0695 0.0320 0.0107 0.0491 0.0634 0.0616
2.6 0.0000 0.0718 0.0000 0.0647 0.0107 0.0491 0.1021 0.0000
2.7 0.0318 0.0000 0.0677 0.0447 0.0000 0.0000 0.0575 0.1185
2.8 0.0666 0.0869 0.0697 0.0447 0.0107 0.0823 0.0000 0.0616

Table 6. Normalized social risk matrix.

3.1 3.2 3.3 3.4 3.5 3.6 3.7 3.8 3.9 3.10

3.1 0.0539 0.0811 0.1046 0.0735 0.0810 0.1440 0.1216 0.1173 0.0985 0.1077
3.2 0.0466 0.0624 0.0942 0.0581 0.0728 0.1165 0.0983 0.0644 0.0582 0.0802
3.3 0.0283 0.0111 0.0617 0.0507 0.0529 0.1247 0.0701 0.0896 0.0246 0.0508
3.4 0.0389 0.0588 0.0708 0.0563 0.0851 0.0732 0.0930 0.1064 0.0980 0.0965
3.5 0.0445 0.0546 0.0843 0.0319 0.0690 0.1482 0.1179 0.0847 0.0753 0.0253
3.6 0.0283 0.0057 0.0000 0.0405 0.0238 0.0000 0.0000 0.0000 0.0000 0.0000
3.7 0.0063 0.0000 0.0478 0.0291 0.0000 0.1081 0.0562 0.0659 0.0499 0.0735
3.8 0.0000 0.0565 0.0143 0.0000 0.0492 0.1236 0.0475 0.0591 0.0483 0.0820
3.9 0.0259 0.0646 0.0904 0.0094 0.0571 0.1347 0.0683 0.0708 0.0601 0.0626

3.10 0.0020 0.0348 0.0781 0.0112 0.0877 0.1541 0.0411 0.0286 0.0629 0.0651

Table 7. Normalized technological risk matrix.

4.1 4.2 4.3 4.4 4.5 4.6
4.1 0.1135 0.0657 0.0262 0.1591 0.3073 0.0914
4.2 0.1295 0.0820 0.0899 0.2454 0.3172 0.1106
4.3 0.1365 0.0773 0.0829 0.2560 0.2717 0.1044
4.4 0.0858 0.0399 0.0000 0.0000 0.0000 0.0000
4.5 0.0000 0.0000 0.0000 0.0191 0.0198 0.0218
4.6 0.1172 0.0711 0.0736 0.2638 0.2559 0.0961

Table 8. Normalized environmental risk matrix.

5.1 5.2 5.3 5.4 5.5 5.6 5.7 5.8
5.1 0.0729 0.0297 0.0298 0.1645 0.0330 0.1089 0.1575 0.0832
5.2 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
5.3 0.1527 0.0477 0.0698 0.0559 0.0285 0.0281 0.0629 0.1056
5.4 0.0567 0.0515 0.1386 0.1373 0.0929 0.0965 0.0841 0.0571
5.5 0.0946 0.0533 0.0981 0.0418 0.0414 0.0448 0.0100 0.0308
5.6 0.0135 0.0282 0.0951 0.0596 0.0414 0.0448 0.0280 0.0420
5.7 0.0129 0.0499 0.0813 0.1199 0.1189 0.1036 0.0738 0.0807
5.8 0.0202 0.0349 0.0173 0.0978 0.0510 0.0430 0.0327 0.0404
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Step 2: The determination of the criteria weights wj. The weights of the criteria (wj)
can be determined using different methods; in this case, the AHP is used. These weights
represent the relative importance of each criterion in decision making; for the case study,
the vectors resulting from the research of Yazo-Cabuya et al. (2024a) are used [16].

Step 3: The calculation of the distance to the ideal solution (Si). The distance of
each alternative to the ideal solution is calculated. This is performed by considering the
difference between the minimum value of the geometric mean of the experts and the
normalized value of the alternative, weighting this difference by the weight of the criterion
and summing the results of all criteria, as shown below:

Sj = ∑n
i=1 wi

(
max(cij)
i )− cij

(
max(cij)
i )− (

min(cij)
i )

(4)

where wi is the weight of criterion j, cij is the value of criterion j for alternative i, (min(cij)
i )

is the minimum value of all alternatives in criterion j and (
max(cij)

i ) is the maximum value
of all alternatives in criterion j.

Step 4: The calculation of the distance to the negative solution (Ri). The negative
solution represents the least favourable possible outcome that an alternative can achieve
in terms of the criteria considered. For each alternative, we calculate the weighted sum
of the distances between the normalized value of the geometric mean of the experts and
the minimum value of the criteria and then take the maximum of these sums across all
alternatives, as shown below:

Rj =

(
max

i

)
[wi

(
max(cij)
i )− cij

(
max(cij)
i )− (

min(cij)
i )

] (5)

where wi is the weight of criterion j, cij is the value of criterion j for alternative i, (min(cij)
i )

is the minimum value of all alternatives in criterion j and (
max(cij)

i ) is the maximum value
of all alternatives in criterion j.

Step 5: The calculation of the VIKOR score (Qi). The VIKOR score is calculated
for each alternative by combining the distances into the ideal solution and the negative
solution. This is performed using a decision parameter λ, which takes the value of λ = 0.5,
corresponding to a “consensus” situation, as shown below:

Qi = λ ×
Sj − (min(Si)

i )

(max(Si)
i )− (min(Si)

i )
+ (1 − λ)×

Rj − (min(Ri)
i )

(max(Ri)
i )− (max(Ri)

i )
(6)

where Rj is the distance to the negative solution for alternative i, Sj is the distance to the

ideal solution for alternative i, (min(Ri)
i ) and (max(Ri)

i ) are the minimum and maximum value

of the distances to the negative solution, respectively, and (min(Ri)
i ) and (max(Ri)

i ) are the
minimum and maximum value of the distances to the ideal solution, respectively.

Step 6: The prioritization hierarchy. The alternatives are ordered according to their
VIKOR scores, from highest to lowest. This provides the prioritization hierarchy of the
alternatives, as shown in Table 9, with the scores ordered from lowest to highest.

This allows for a systematic and detailed evaluation of the sub-risks within each risk
typology. In the following section, a discussion of the findings obtained along with a
sensitivity analysis for the VIKOR method will be carried out with the AHP results of the
study by Yazo-Cabuya et al. (2024a) [16] and the ANP results of the study by Yazo-Cabuya
et al. (2024b) [17].
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Table 9. Prioritization matrix by risk typology.

Item 1. Geopolitical Item 2. Economic Item 3. Social Item 4. Technological Item 5. Environmental

1.1 0.0000 2.1 0.9324 3.1 0.9556 4.1 0.8675 5.1 0.1180
1.2 0.5539 2.2 0.6260 3.2 0.7038 4.2 1.0000 5.2 1.0000
1.3 0.2696 2.3 0.9986 3.3 0.6341 4.3 0.8981 5.3 0.2060
1.4 0.3376 2.4 0.7808 3.4 0.6733 4.4 0.1439 5.4 0.0000
1.5 0.2395 2.5 0.1363 3.5 0.8341 4.5 0.0000 5.5 0.5866
1.6 0.6470 2.6 0.1252 3.6 0.0000 4.6 0.8566 5.6 0.5688
1.7 0.9716 2.7 0.2396 3.7 0.4887 5.7 0.3717
1.8 0.9067 2.8 0.1623 3.8 0.5815 5.8 0.5306
1.9 0.9551 3.9 0.7229

1.10 0.9168 3.10 0.7640

3.2. Sensitivity Analysis in MCDM Methods

This section explores the sensitivity analyses for the VIKOR and ANP methods from
the study by de Yazo-Cabuya et al. (2024b) [17] and the AHP method from the study by
Yazo-Cabuya et al. (2024a) [16]. In addition, a comparison of the correlation coefficients
by risk typology for the developed MCDM methods is presented, providing a compara-
tive view of their effectiveness. This analysis will provide an understanding of how each
methodology addresses and assesses organizational risks. It will also provide a preview
of the development of the OEMS, pointing out its importance for efficient risk manage-
ment. This system will be key to optimizing internal organizational processes, ensuring
an effective response to prioritized risks. Prior to the development of this section, it is
important to mention that a range of 0.5 to 1.0 will be used for the sensitivity analysis in
the VIKOR method, specifically for changes in the λ parameter. In the case of the ANP and
AHP methods, it will be applied in the criteria comparison matrices.

3.2.1. Sensitivity Analysis in VIKOR

A sensitivity analysis is performed to assess how the VIKOR results change with
changes in the decision parameter λ. This range is chosen in order to assess how varying
the parameter λ affects the tradeoff between the best and worst value for each criterion. By
starting at 0.5 and gradually increasing to 1.0, it explores how changes in λ affect the relative
ranking of the alternatives, allowing for a more comprehensive assessment of the sensitivity
of the VIKOR method to different settings of λ. By allowing for an effective exploration of
the sensitivity of the model to changes in this parameter, we can ensure consistency and
relevance in the analysis. To this end, the VIKOR calculations are repeated for different
values of λ, and it is observed how the prioritization hierarchies of the alternatives vary [15],
as evidenced by the codes in Appendices A.1–A.5. The VIKOR scores were calculated using
Equation (6), and the results shown in Tables 10–14 were obtained.

Table 10. Geopolitical sensitivity analysis with VIKOR method.

Weight
VIKOR (Qi) Geopolitical Risk Scores

1.1 1.2 1.3 1.4 1.5 1.6 1.7 1.8 1.9 1.10

λ = 0.5 0.0000 0.5539 0.2696 0.3376 0.2395 0.6470 0.9716 0.9067 0.9551 0.9168
λ = 0.6 0.0000 0.5512 0.2693 0.3251 0.2345 0.6399 0.9659 0.9076 0.9641 0.9282
λ = 0.7 0.0000 0.5484 0.2691 0.3126 0.2296 0.6328 0.9602 0.9085 0.9730 0.9396
λ = 0.8 0.0000 0.5457 0.2689 0.3001 0.2247 0.6257 0.9545 0.9094 0.9820 0.9510
λ = 0.9 0.0000 0.5429 0.2687 0.2876 0.2197 0.6186 0.9488 0.9103 0.9910 0.9624
λ = 1.0 0.0000 0.5402 0.2685 0.2751 0.2148 0.6115 0.9432 0.9112 1.0000 0.9738
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Table 11. Economic sensitivity analysis with VIKOR method.

Weight
VIKOR (Qi) Economic Risk Scores

2.1 2.2 2.3 2.4 2.5 2.6 2.7 2.8

e = 0.5 0.9324 0.6260 0.9986 0.7808 0.1363 0.1252 0.2396 0.1623
λ = 0.6 0.9459 0.5752 0.9984 0.8203 0.1635 0.1001 0.2004 0.1790
λ = 0.7 0.9595 0.5245 0.9981 0.8598 0.1908 0.0751 0.1611 0.1957
λ = 0.8 0.9730 0.4737 0.9978 0.8992 0.2180 0.0501 0.1218 0.2125
λ = 0.9 0.9865 0.4229 0.9976 0.9387 0.2453 0.0250 0.0825 0.2292
λ = 1.0 1.0000 0.3721 0.9973 0.9781 0.2725 0.0000 0.0432 0.2459

Table 12. Social sensitivity analysis with VIKOR method.

Weight
VIKOR (Qi) Social Risk Scores

3.1 3.2 3.3 3.4 3.5 3.6 3.7 3.8 3.9 3.10

λ = 0.5 0.9556 0.7038 0.6341 0.6733 0.8341 0.0000 0.4887 0.5815 0.7229 0.7640
λ = 0.6 0.9645 0.7107 0.6127 0.6921 0.8113 0.0000 0.4675 0.5516 0.7017 0.7168
λ = 0.7 0.9734 0.7176 0.5912 0.7108 0.7885 0.0000 0.4463 0.5216 0.6804 0.6696
λ = 0.8 0.9823 0.7245 0.5698 0.7295 0.7658 0.0000 0.4250 0.4917 0.6591 0.6224
λ = 0.9 0.9911 0.7314 0.5483 0.7482 0.7430 0.0000 0.4038 0.4617 0.6378 0.5752
λ = 1.0 1.0000 0.7383 0.5269 0.7669 0.7202 0.0000 0.3825 0.4318 0.6166 0.5280

Table 13. Technological sensitivity analysis with VIKOR method.

Weight
VIKOR (Qi) Technological Risk Scores

4.1 4.2 4.3 4.4 4.5 4.6

λ = 0.5 0.8675 1.0000 0.8981 0.1439 0.0000 0.8566
λ = 0.6 0.8477 1.0000 0.9084 0.1294 0.0000 0.8640
λ = 0.7 0.8279 1.0000 0.9188 0.1148 0.0000 0.8715
λ = 0.8 0.8082 1.0000 0.9292 0.1002 0.0000 0.8790
λ = 0.9 0.7884 1.0000 0.9396 0.0857 0.0000 0.8864
λ = 1.0 0.7686 1.0000 0.9500 0.0711 0.0000 0.8939

Table 14. Environmental sensitivity analysis with VIKOR method.

Weight
VIKOR (Qi) Environmental Risk Scores

5.1 5.2 5.3 5.4 5.5 5.6 5.7 5.8

λ = 0.5 0.1180 1.0000 0.2060 0.0000 0.5866 0.5688 0.3717 0.5306
λ = 0.6 0.1043 1.0000 0.2106 0.0000 0.5532 0.5564 0.3180 0.5301
λ = 0.7 0.0905 1.0000 0.2151 0.0000 0.5199 0.5440 0.2643 0.5297
λ = 0.8 0.0768 1.0000 0.2196 0.0000 0.4865 0.5316 0.2106 0.5292
λ = 0.9 0.0631 1.0000 0.2241 0.0000 0.4532 0.5191 0.1570 0.5287
λ = 1.0 0.0493 1.0000 0.2287 0.0000 0.4198 0.5067 0.1033 0.5282

3.2.2. Sensitivity Analysis in ANP

In the ANP sensitivity analysis, the criteria comparison matrices are adjusted by
multiplying the original values by a variation factor δ; in this case, the range of 0.5 to 1.0
is maintained. This iterative process allows us to assess how the priorities of the criteria
change when the relative preferences between them are altered. It is performed on the
criteria comparison matrices because these represent the importance relationships between
the criteria, and altering them reflects changes in decision makers’ perceptions of the
relative importance of the criteria. By adjusting these values, it is possible to explore
how variations in preferences affect the final priorities of the criteria, providing a more
complete understanding of the sensitivity of the decision system to different scenarios and
conditions. The priorities of the elements in the decision network are then recalculated
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using the ANP method. This involves updating the priority matrices and reapplying the
normalization and aggregation process to obtain new, final priorities [17]. The development
of this process is carried out through the codes in Appendices A.11–A.15 and the results
shown in Tables 15–19 are obtained.

Table 15. Geopolitical sensitivity analysis with ANP method.

Weight
Geopolitical ANP Scores

1.1 1.2 1.3 1.4 1.5 1.6 1.7 1.8 1.9 1.10

δ = 0.5 0.3951 0.2825 0.3380 0.3470 0.3743 0.2673 0.1571 0.1652 0.1324 0.1349
δ = 0.6 0.0009 0.0007 0.0008 0.0008 0.0009 0.0006 0.0004 0.0004 0.0003 0.0003
δ = 0.7 0.0043 0.0031 0.0037 0.0038 0.0041 0.0029 0.0017 0.0018 0.0014 0.0015
δ = 0.8 0.0164 0.0117 0.0140 0.0144 0.0155 0.0111 0.0065 0.0068 0.0055 0.0056
δ = 0.9 0.0531 0.0380 0.0454 0.0467 0.0503 0.0359 0.0211 0.0222 0.0178 0.0181
δ = 1.0 0.1523 0.1089 0.1303 0.1338 0.1443 0.1030 0.0606 0.0637 0.0510 0.0520

Table 16. Economic sensitivity analysis with ANP method.

Weight
Economic ANP Scores

2.1 2.2 2.3 2.4 2.5 2.6 2.7 2.8

δ = 0.5 0.2257 0.3420 0.2700 0.2621 0.3406 0.4188 0.3954 0.3393
δ = 0.6 0.0005 0.0008 0.0006 0.0006 0.0008 0.0010 0.0009 0.0008
δ = 0.7 0.0025 0.0037 0.0029 0.0029 0.0037 0.0046 0.0043 0.0037
δ = 0.8 0.0093 0.0142 0.0112 0.0108 0.0141 0.0173 0.0164 0.0140
δ = 0.9 0.0303 0.0460 0.0363 0.0352 0.0458 0.0563 0.0532 0.0456
δ = 1.0 0.0870 0.1318 0.1041 0.1010 0.1313 0.1615 0.1524 0.1308

Table 17. Social sensitivity analysis with ANP method.

Weight
Social ANP Scores

3.1 3.2 3.3 3.4 3.5 3.6 3.7 3.8 3.9 3.10

δ = 0.5 0.1479 0.2161 0.2725 0.1972 0.2323 0.3771 0.3112 0.3016 0.2585 0.2794
δ = 0.6 0.0003 0.0005 0.0006 0.0005 0.0005 0.0009 0.0007 0.0007 0.0006 0.0007
δ = 0.7 0.0016 0.0024 0.0030 0.0021 0.0025 0.0041 0.0034 0.0033 0.0028 0.0030
δ = 0.8 0.0061 0.0089 0.0113 0.0082 0.0096 0.0156 0.0129 0.0125 0.0107 0.0116
δ = 0.9 0.0199 0.0291 0.0366 0.0265 0.0312 0.0507 0.0418 0.0405 0.0347 0.0376
δ = 1.0 0.0570 0.0833 0.1051 0.0760 0.0896 0.1454 0.1200 0.1163 0.0997 0.1077

Table 18. Technological sensitivity analysis with ANP method.

Weight
Technological ANP Scores

4.1 4.2 4.3 4.4 4.5 4.6
δ = 0.5 0.3938 0.2490 0.2690 0.6390 0.7159 0.3270
δ = 0.6 0.0009 0.0006 0.0006 0.0015 0.0017 0.0008
δ = 0.7 0.0043 0.0027 0.0029 0.0070 0.0078 0.0036
δ = 0.8 0.0163 0.0103 0.0111 0.0265 0.0296 0.0135
δ = 0.9 0.0529 0.0335 0.0362 0.0859 0.0962 0.0440
δ = 1.0 0.1518 0.0960 0.1037 0.2464 0.2760 0.1261

Table 19. Environmental sensitivity analysis with ANP method.

Weight
Environmental ANP Scores

5.1 5.2 5.3 5.4 5.5 5.6 5.7 5.8
δ = 0.5 0.3849 0.1512 0.3567 0.4124 0.3143 0.2917 0.3986 0.2841
δ = 0.6 0.0009 0.0004 0.0008 0.0010 0.0007 0.0007 0.0009 0.0007
δ = 0.7 0.0042 0.0016 0.0039 0.0045 0.0034 0.0032 0.0043 0.0031
δ = 0.8 0.0159 0.0063 0.0148 0.0171 0.0130 0.0121 0.0165 0.0118
δ = 0.9 0.0517 0.0203 0.0479 0.0554 0.0422 0.0392 0.0536 0.0382
δ = 1.0 0.1484 0.0583 0.1375 0.1590 0.1212 0.1124 0.1537 0.1095
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3.2.3. Sensitivity Analysis in AHP

In the AHP sensitivity analysis, the criteria comparison matrices are adjusted by
multiplying the original values by a variation factor δ; in this case, the range of 0.5 to 1.0 is
maintained. The priorities of the elements in the decision network are then recalculated
using the AHP method of the study by Yazo-Cabuya et al. (2024a) [16]. The development
of this process is carried out through the codes in Appendices A.6–A.10, and the results
shown in Tables 20–24 are obtained.

Table 20. Geopolitical sensitivity analysis using AHP method.

Weight
Geopolitical AHP Scores

1.1 1.2 1.3 1.4 1.5 1.6 1.7 1.8 1.9 1.10
δ = 0.5 0.1298 0.1063 0.1183 0.1199 0.1252 0.1026 0.0770 0.0792 0.0706 0.0712
δ = 0.6 0.1360 0.1069 0.1216 0.1235 0.1301 0.1025 0.0727 0.0751 0.0654 0.0661
δ = 0.7 0.1423 0.1073 0.1247 0.1271 0.1350 0.1022 0.0684 0.0711 0.0605 0.0613
δ = 0.8 0.1485 0.1075 0.1276 0.1305 0.1398 0.1018 0.0643 0.0672 0.0559 0.0568
δ = 0.9 0.1548 0.1075 0.1303 0.1337 0.1445 0.1012 0.0604 0.0634 0.0515 0.0525
δ = 1.0 0.1611 0.1073 0.1329 0.1368 0.1491 0.1005 0.0566 0.0597 0.0474 0.0485

Table 21. Economic sensitivity analysis with AHP method.

Weight
Economic AHP Scores

2.1 2.2 2.3 2.4 2.5 2.6 2.7 2.8
δ = 0.5 0.1018 0.1290 0.1122 0.1112 0.1299 0.1451 0.1413 0.1295
δ = 0.6 0.0976 0.1296 0.1097 0.1084 0.1305 0.1494 0.1446 0.1301
δ = 0.7 0.0936 0.1302 0.1073 0.1057 0.1310 0.1539 0.1478 0.1305
δ = 0.8 0.0897 0.1307 0.1049 0.1029 0.1313 0.1585 0.1511 0.1308
δ = 0.9 0.0860 0.1311 0.1025 0.1002 0.1315 0.1633 0.1544 0.1310
δ = 1.0 0.0823 0.1315 0.1002 0.0976 0.1315 0.1683 0.1577 0.1310

Table 22. Social sensitivity analysis with AHP method.

Weight
Social AHP Scores

3.1 3.2 3.3 3.4 3.5 3.6 3.7 3.8 3.9 3.10
δ = 0.5 0.0742 0.0912 0.1035 0.0864 0.0940 0.1252 0.1113 0.1094 0.1004 0.1043
δ = 0.6 0.0697 0.0893 0.1039 0.0838 0.0928 0.1307 0.1135 0.1111 0.1002 0.1051
δ = 0.7 0.0654 0.0873 0.1042 0.0812 0.0915 0.1363 0.1156 0.1128 0.0999 0.1058
δ = 0.8 0.0614 0.0852 0.1045 0.0786 0.0902 0.1421 0.1176 0.1144 0.0995 0.1065
δ = 0.9 0.0575 0.0832 0.1046 0.0760 0.0890 0.1480 0.1196 0.1159 0.0991 0.1071
δ = 1.0 0.0539 0.0811 0.1046 0.0735 0.0877 0.1541 0.1216 0.1173 0.0985 0.1077

Table 23. Technological sensitivity analysis with AHP method.

Weight
Technological AHP Scores

4.1 4.2 4.3 4.4 4.5 4.6
δ = 0.5 0.1558 0.1215 0.1269 0.2174 0.2373 0.1411
δ = 0.6 0.1525 0.1130 0.1191 0.2273 0.2527 0.1352
δ = 0.7 0.1490 0.1048 0.1115 0.2370 0.2685 0.1292
δ = 0.8 0.1451 0.0969 0.1041 0.2463 0.2845 0.1231
δ = 0.9 0.1409 0.0892 0.0969 0.2553 0.3008 0.1169
δ = 1.0 0.1365 0.0820 0.0899 0.2638 0.3172 0.1106

Table 24. Environmental sensitivity analysis with AHP method.

Weight
Environmental AHP Scores

5.1 5.2 5.3 5.4 5.5 5.6 5.7 5.8
δ = 0.5 0.1389 0.0830 0.1324 0.1456 0.1229 0.1185 0.1419 0.1168
δ = 0.6 0.1417 0.0762 0.1337 0.1496 0.1222 0.1168 0.1451 0.1147
δ = 0.7 0.1444 0.0698 0.1350 0.1534 0.1215 0.1150 0.1483 0.1126
δ = 0.8 0.1472 0.0639 0.1362 0.1572 0.1207 0.1130 0.1514 0.1103
δ = 0.9 0.1500 0.0584 0.1374 0.1609 0.1198 0.1110 0.1545 0.1080
δ = 1.0 0.1527 0.0533 0.1386 0.1645 0.1189 0.1089 0.1575 0.1056
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3.2.4. Correlation Coefficient

Once the results of the variations are obtained, the correlation coefficient between each
resulting vector and the original priority vector is calculated (see Table 25). This coefficient
shows the strength and direction of the relationship between the different models and the
priority that was initially established, as shown below:

r = ∑n
i=1 (xi − x)(yi − y)√

∑n
i=1(xi − x)2∑n

i=1(yi − y)2
(7)

where r is the correlation coefficient, xi are the values of the variable x in a sample, x is the
mean of the values of the variable x, yi are the values of the variable y in a sample and y is
the mean of the values of the variable y.

Table 25. Comparison of correlation coefficients by risk typology and MCDM method.

Risk AHP ANP VIKOR

Geopolitical 0.9989 0.9989 0.9983
Economic 0.9984 0.9991 0.9667

Social 0.9882 0.9975 0.9664
Technological 0.9990 0.9997 0.9964

Environmental 0.9982 0.9973 0.9787
Average 0.9965 0.9985 0.9813

4. Discussion

The results obtained demonstrate the importance of risk prioritization in strategic
management, particularly highlighting the need to address sub-risks from a sustainability
perspective. In the context of risk prioritization, it is important to note that the AHP, ANP
and VIKOR methods play an important role in risk analysis and assessment, each method
having its own specific relevance and benefits. Our detailed comparison of these methods
has allowed us to identify relevant characteristics that contribute to a better understanding
of how to address organizational risks with a focus on sustainability more effectively. The
ANP shows a correlation closer to one in the comparative analysis of correlation coefficients,
suggesting its robustness. The importance of the AHP should not be underestimated, as
it facilitated the selection of the best alternatives and the prioritization of sub-risks and
proved effective in balancing expert opinions and avoiding biases. Further, the sensitivity
analysis enriched decision making, with a realistic view of the results. In the case of
VIKOR, it is highlighted that it is a method that emphasizes dominance in a multi-criteria
optimization context, its compromise is effective in evaluating multiple alternatives and
it stands out for its ability to strike a balance between conflicting criteria. Overall, these
methods offer an interesting perspective on risk assessment and prioritization and provide
sound approaches to address risk management challenges efficiently.

Organizational Risk Management with a Focus on Sustainability through an OEMS

Interest in risk management has grown markedly; organizations face significant pres-
sure to strengthen their risk management systems as stakeholder expectations are increas-
ingly challenging [42]. In a dynamic and competitive context, improvements depend
largely on the ability of organizations to manage their risks effectively. Sustainability also
comes into play, as organizations must balance risk management with meeting stakeholder
expectations and promoting responsible organizational practices [43,44].

To address this situation effectively, the design and implementation of an OEMS is
proposed to complement the development of the hierarchical ranking methodology pro-
posed in this study. The novelty of this system lies in a general vision of the organization, in
which, starting from the articulation, three fundamental pillars are proposed (see Figure 3):
(i) strategic planning; (ii) operation (which includes both processes and projects); and
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(iii) management systems. This macro-system provides organizations with a mechanism
to proactively address their risks, allowing for early detection and the implementation of
monitoring controls that contribute to continuous improvement and align with corporate
strategy. According to Lutchman et al. (2019) [40], many authors define an OEMS as an
integrated, organized and structured approach that seeks to protect people, the environ-
ment and the assets of organizations in order to improve. This integrated approach should
help companies manage risks and opportunities more effectively, thereby improving their
ability to create and preserve value for all stakeholders.

Figure 3. Risk management model from an OEMS approach.

In addition to providing an overall orientation, strategic planning also provides
direction and key objectives, while operation deals with the practical execution of processes
and projects. Complementarily, management systems establish frameworks and standards
to ensure effectiveness and compliance with requirements from a legal perspective. To
support effectiveness and adaptability to changing environments, these pillars depend
critically on monitoring control and assurance. Monitoring control allows for continuous
supervision, identifying deviations and necessary adjustments, while assurance asserts
that processes and practices adhere to standards defined during planning, materializing
through periodic audits, in which auditors conduct ongoing assessments of risks, sub-
risks and controls [45]. Additionally, the implementation of a performance measurement
system, such as the Balanced Scorecard (BSC), helps organizations to control various
activities. It fulfils the objective of providing a strategic perspective and monitors the
company’s operations by aligning them with its vision and mission, encompassing both
financial and non-financial metrics [46]. These elements combined constitute a holistic and
dynamic approach to managing risks and ensuring continuous improvement in all areas of
an organization.

An OEMS is a risk-based system and a systematic approach to identify, assess, priori-
tize and control risks, starting with the detailed characterization of risks that may impact
the organization’s strategic objectives. Through an organizational risk ranking analysis
with a focus on sustainability using MCDM methods, risks and sub-risks are assessed
and prioritized, ensuring data-driven decision making. According to the studies by Yazo-
Cabuya et al. (2024a) [16] and Yazo-Cabuya et al. (2024b) [17], the usefulness of the AHP
and ANP methods for organizational risk prioritization with a focus on sustainability is
supported, highlighting that the high similarity of these methods reinforces their usefulness
in organizations.

Risk management is monitored with the BSC, in which related strategic objectives
are identified, methods aligned with these are developed and resources are allocated to
implement them effectively. Control and assurance are carried out through continuous
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monitoring and evaluation mechanisms, supported by integrated management systems
and the measurement of key performance indicators (KPIs). Finally, continuous improve-
ment is emphasized through feedback and process review activities to adapt to changes in
the business environment and strengthen its long-term risk management capability. The
information obtained is analyzed to monitor performance and continuous improvement
and used to generate periodic reports. These are prepared following the guidelines of
the Global Reporting Initiative (GRI) standards, which provide a comprehensive view of
organizational performance in relation to strategic objectives and identified risks. In addi-
tion, GRI reports facilitate transparent communication and accountability by presenting
detailed trend analyses, risk assessments and recommendations for continuous improve-
ment. By disclosing results through GRI methodologies, the organization demonstrates its
commitment to transparency and sustainability, promoting trust among stakeholders and
strengthening its reputation in the market [47,48].

The step-by-step process for the articulation of the OEMS management model is
detailed below:

1. The identification and characterization of risks

This process starts with the identification and characterization of risks that may affect
the strategic objectives of the organization. In this stage, a thorough analysis is carried out
to identify all potential risks that could hinder the achievement of its strategic objectives. In
addition to identification, a detailed characterization of each risk is carried out, including
its description, origin, potential impact and any other relevant aspect that allows for further
understanding of its nature. This step is essential to establish a solid basis for effective risk
assessment and management later in the process.

2. Risk assessment and prioritization

In this stage, the identified risks are assessed and prioritized. This method, widely
used in multi-criteria decision making, allows for the prioritization of risks by considering
both the expected value of the risks and the associated uncertainty. By using an MCDM
method to assess and prioritize risks, more informed and data-driven decision-making
is ensured, allowing the organization to focus its efforts on the most significant risks and
mitigate their impact on the achievement of strategic objectives.

3. Risk management

During this step, the organizational strategy and strategic cores are defined along with
their respective objectives in order to develop plans that are aligned with the organizational
context. In addition, resources are allocated to address risks, following a detailed and
coordinated approach as follows:

• Definition of organizational strategy: A company’s organizational strategy should
be aligned with its mission, vision and corporate values. The organizational strategy
should provide clear and coherent guidance for decision making, enabling the organi-
zation to identify and address risks that may impact the achievement of its goals in a
timely manner.

• Identification of related strategic objectives: Strategic objectives that are directly related
to the priority risks identified during the assessment are identified. This involves
setting clear objectives that reflect the strategic direction of the organization and the
KPIs that will be used to measure the company’s progress towards achieving these
objectives;

• Development of management strategies: For each prioritized risk, specific manage-
ment strategies are developed that are aligned with the identified strategic objectives.
These strategies may include actions to avoid, mitigate, transfer or accept the risks as
appropriate for the organization’s situation and objectives;

• Resource Assignment: The necessary resources are allocated to implement mitigation
strategies, ensuring that they are prioritized and executed effectively to reduce the
likelihood and impact of the identified risks.
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Managing prioritized risks through strategic BSC objectives enables the organization
to improve its ability to anticipate and respond to challenges in the business environment,
thus ensuring the achievement of its goals and long-term success.

4. Control and assurance

Ongoing monitoring and evaluation mechanisms are established to monitor the effec-
tiveness of mitigation strategies and their impact on the achievement of strategic objectives.
This enables adjustments and modifications to be made as necessary to ensure that risks
are managed efficiently and that the desired results are achieved.

• Integrated management systems (IMSs) play a crucial role in collecting relevant data
from various sources within the organization and facilitating their analysis for per-
formance monitoring and continuous improvement. In addition to data collection
and analysis, IMSs also support the generation of regular reports that provide a com-
prehensive view of organizational performance in relation to its strategic objectives
and identified risks. These reports include detailed trend analyses, risk assessments
and recommendations for continuous improvement. They also facilitate internal
and external audits to assess the effectiveness of the organization’s processes and
ensure compliance with legal and regulatory requirements and strategic objectives. In
this way, IMS audits complement the review process by providing an independent
and objective assessment of management system performance, identifying areas for
improvement and promoting transparency and accountability in the organization;

• The measurement of KPIs, which provide a clear view of organizational performance
in relation to strategic objectives and identified risks, facilitating assurance and the
identification of areas for continuous improvement;

• The implementation of tools such as the BSC, which allow for the measurement and
monitoring of various activities to be managed, fulfilling the objective of providing
a strategic perspective, with both financial and non-financial measurements, and
obtaining control and management of the organization’s performance;

• The disclosure of results through GRI methodologies to promote transparency and ac-
countability.

5. Continuous improvement

Feedback, performance analyses and process review activities are carried out to iden-
tify areas of opportunity and develop corrective and/or preventive actions. Continuous
improvement allows the model to adapt to changes in the business environment, thereby
strengthening the organization’s ability to effectively manage risks and achieve its long-
term strategic objectives.

5. Conclusions

The development of the VIKOR model has allowed for a thorough and balanced
assessment of sub-risks, providing a holistic view of the critical areas requiring priority. This
assessment highlights the need to develop proactive strategies to address the risks identified
in each of the five typologies characterized. By prioritizing the sub-risks within each risk
typology, a solid basis is established for the effective implementation of preventive and
corrective measures that contribute to comprehensive risk management in the organization.
The three highest prioritized sub-risks for each risk typology were determined from the
results, ordered from lowest to highest according to the results of the VIKOR method,
obtaining the following:

• Geopolitical: 1.1 Lack of ethics in the conduct of business; 1.5 Corruption and instabil-
ity; and 1.3 Lack of transparency in taxation;

• Economic: 2.6 Deficit in economic growth; 2.5 Water scarcity and sanitation; and 2.8
Partnerships to achieve objectives;

• Social: 3.6 Chemical safety; 3.7 Demographic and health risks; and 3.8 Lack of well-
being and health;
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• Technological: 4.5 Massive data fraud or theft incidents; 4.4 Large-scale cyber-attacks;
and 4.6 Connectivity failures;

• Ambiental: 5.4 Water depletion; 5.1 Carbon emissions; and 5.3 Vulnerability to cli-
mate change.

Subsequently, the results of the comparative analysis between three multi-criteria
decision-making models, the AHP, ANP and VIKOR models, revealed correlation coeffi-
cients highly close to one for all models. This indicates a strong and consistent correlation
between the priorities obtained under variations in the input data and the original pri-
ority vector. It is important to note that the ANP and AHP demonstrated high levels of
consistency and stability in their results, as indicated by the high correlation coefficients
obtained (0.9985 and 0.9965, respectively). However, although VIKOR shows a slightly
lower correlation (0.9813), it has significant advantages in risk management. The VIKOR
method has proven to be useful in situations in which uncertainty and ambiguity are
prominent, as it enables balanced and satisfactory solutions to be found in complex and
dynamic environments. This suggests that, while the ANP and AHP can provide a consis-
tent assessment of risks, VIKOR adds a dimension with a practical and robust approach to
address risk management in challenging scenarios.

Addressing issues related to organizational risk assessment and prioritization through
MCDM methods allows for the integration of qualitative and quantitative data, facilitating
the selection of appropriate actions and promoting stakeholder transparency and partic-
ipation. In addition, our case study developed with the input of experts from various
industrial fields highlights the suitability of MCDM methods to address the complexities
of organizational risk assessment and prioritization with a focus on sustainability. The
results obtained through the proposed methodology not only highlight the effectiveness of
its application, but also reveal a high degree of consensus among the experts. This helps
to consolidate confidence in the methodology’s ability to offer practical and applicable
solutions in a variety of business contexts. Our analysis of the results of this study corrobo-
rates our hypothesis, demonstrating the effectiveness and relevance of MCDM methods in
addressing organizational risks with a focus on sustainability, especially concerning the
use of the VIKOR methodology. Furthermore, by comparing these results with alternative
approaches, the theoretical benefits of using MCDM methods in risk management are high-
lighted, providing a solid basis for strategic decision making in their respective contexts and
for future research. This study represents a significant step towards integrated risk manage-
ment by providing a comprehensive framework covering risk identification, assessment,
prioritization and control. By carefully structuring this methodology, a precise adaptation
to the specific needs of each business sector is ensured. This enables organizations to
implement customized controls and effectively address identified priority risks, helping to
improve their ability to meet the challenges of today’s business environment. In addition,
it improves our understanding of organizational risks, enriching our co-understanding of
risk management and providing a solid basis for strategic decision making. Finally, the
proposed implementation of the OEMS offers a complete view of the organization, so this
is suggested to be considered further in future research. It will strengthen organizations’
resilience, facilitate adaptations to environmental changes, maximize opportunities for
their sustainable growth and contribute to their long-term success.
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