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Abstract

Recent advances in generative models and the avail-
ability of large-scale benchmarks have made the process
of deepfake video generation and manipulation easier.
Nowadays, the number of new hyper-realistic deepfake
videos used for negative purposes is dramatically increas-
ing, thus creating the need for effective deepfake detec-
tion methods. Although many existing deepfake detec-
tion approaches, in particular CNN-based methods, show
promising results, they suffer from a number of draw-
backs. In general, poor generalization results have been
obtained under unseen real scenes or new deepfake gen-
eration methods. The crucial reason for the above defect
is that CNN-based methods focus on the spatial local ar-
tifacts, which are unique for every manipulation method.
Therefore, it is hard to learn the general forgery traces
of different manipulation methods without considering
the dependencies that extend beyond the local recep-
tive field. To address this problem, this paper proposes
a framework which combines Convolutional Neural Net-
work (CNN) with Vision Transformer (ViT) to improve
the detection accuracy and enhance generalizability on
videos with various content. Our method, called ”HCiT“,
exploits the advantages of CNN to extract local mean-
ingful features with the ViT’s self-attention mechanism
to explicitly learn discriminative global contextual depen-
dencies in a frame-level image. In this hybrid architecture,
the high-level feature maps extracted from the CNN are
feeded into the ViT model that determines whether a
specific video is fake or real. Experiments were performed
on Faceforensics++, DeepFake Detection Challenge pre-
view and Celeb datasets, and the results show that the
proposed method significantly outperforms the state-of-
the-art methods. In addition, the HCiT method shows a
great capacity for generalization on datasets covering var-
ious techniques of deepfake generation. We then present
a detailed ablation study to investigate the effectiveness
of the pure ViT and the key components of our hybrid
architecture in the deepfake detection setting.

Keywords: DeepFake video; detection; convolutional
neural network; vision transformer; hybrid

1 Introduction
The development of new deep generative models, such
as Autoencoders (AEs) [1] or Generative Adversarial
Networks (GANs) [2], in addition to the availability
and free access to a large amount of public datasets
[3–5] have made the process of creating convincing fake
videos, known as deepfakes, easier and faster. As a re-
sult, the deepfake technology has been significantly im-
proved and the number of new spoofed video content
increases dramatically, making it more difficult to dis-
tinguish between real and synthesized videos, even by
a human observer [6, 7].

Generally, the methods to generate deepfake videos
fall into four main categories [8]: (i) reenactment, (ii)
swapping,(iii) editing and (iiii) synthesis. In face reen-
actment [9], the fake video is obtained by synthesizing
the facial expressions and movements of the person
in the target video using the face of person in the
source video. Different from face reenactment tech-
nologies, in face swapping [10], or face replacement,
the face of person in the target video is entirely re-
placed by the face of other person in the source video.
An editing or enchantment deepfake is where the at-
tributes of the target video such as facial hair, age,
weight, beauty, and ethnicity, are added, altered, or
removed. Finally, synthesis is where the deepfake is
created with no target as a basis. It can be used to
create fake personas online or generate characters for
movies and games. Thus, the first two categories of
methods only deal with the facial expressions manip-
ulation, while the two latter category concerns iden-
tity manipulation. Despite their many interesting and
positive applications such as film-making and virtual
reality [11], the growing harms and malicious uses of
deepfake technology have various negative impacts on
privacy, social stability and national security [12]. Con-
sequently, to address these challenging security con-
cerns, in the last few years, extensive research efforts
have been devoted to the development of new deep-
fake content detection methods [13, 14]. For instance,
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Figure 1: The proposed HCiT method for deep-
fake video detection. In HCiT (Convolutional Neu-
ral Network (CNN)-Vision Transformer (ViT)), the
features extracted by the CNN module are used as
inputs by ViT for the binary classification task.

early studies attempted to identify fake videos by de-
tecting visual artifacts present in the first generation
of fake videos, such as eye color, missing reflections,
and missing details in the teeth areas [15]. However,
the fast progress on AEs [1] and GANs [2] have signif-
icantly improved the quality and realism of generated
fake videos [16,17], making the distortion-based meth-
ods ineffective. On the other hand, with growing avail-
ability of large-scale public deepfake datasets Face-
forensics++ (FF++) [3], DeepFake Detection Chal-
lenge preview (DFDC-p) [4], Celeb-DF [5], more re-
cent works have focused on deep learning-based ap-
proaches to automatically extract discriminating fea-
tures characterizing forged content [18]. These detec-
tion methods, which are essentially based on CNNs,
extract spatio-temporal features for forgery videos de-
tection. The temporal methods mainly use Recurrent
Neural Networks (RNNs) to learns from temporal se-
quences [19]. These methods leverage temporal incon-
sistencies, discrepancies and discontinuities across ad-
jacent frames to distinguish between fake and real
videos [20, 21]. For the methods based on spatial ar-
tifacts, a frame-by-frame analysis is performed using
CNNs models. They can be implemented either by
deep or shallow classifiers. In general, these methods
have achieved very good results using popular network
architectures such as VGG16 [22], ResNet50 [23] and
particularly Xception [24].

Though CNN-based techniques have demonstrated
good performance, most of them fail to generalize to
unseen forgeries or to different classes of deepfake gen-
eration methods [25]. These methods can only detect
the type of deepfake on which they are trained [26], and
tend to overfit to manipulation-specific artifacts. The
main reason for the above defect is that CNN-based
methods focus on the spatial local artifacts, which are
unique for every manipulation method [27]. Therefore,
it is hard to learn the general forgery traces of different
manipulation methods based only on the local context

feature without considering the dependencies that ex-
tend beyond the local receptive field. At the same time,
deepfake technology is getting better every day and
new types of deepfake manipulations emerge quickly,
where the differences between fake and real videos are
becoming more subtle and fine-grained, making it dif-
ficult for existing CNN-based methods to detect them.
The core for tackling the high realistic fake videos is
to learn subtle yet discriminative features. Therefore,
there is an urgent need to develop deepfake detection
methods with a high generalization capability, which
deal with as many kinds of deepfake manipulations as
possible.
Recently, self-attention-based architectures, in par-

ticular transformers [28], have become the standard
for natural language processing (NLP) tasks. Follow-
ing this success, and over the last few years, the field
of computer vision has been revolutionized by the
emergence of methods based on self-attention. Among
them, ViT has demonstrated impressive performance
in image classification tasks [29]. ViT is the first purely
self-attention-based network that achieved state-of-
the-art performance in image recognition. The excel-
lent reported results highlight the importance of us-
ing the attention mechanism for the image process-
ing task [28]. However, despite recent progress and
the great success of the ViT model, only a few ViT-
based deepfake detectors have been proposed [30–32].
Therefore, it is urgently needed to investigate whether
the transformer-based method works well for deepfake
detection. In addition, there is still room for another
ViT-based deepfake method which provides much bet-
ter performance and demonstrates high generalization
ability.
In this paper, we propose a hybrid architecture for

deepfake detection using a concord of CNN and ViT
models, named HCiT. This HCiT hybrid architecture
utilizes advantages of CNN to extract local informa-
tion, i.e., strengthening locality, with the advantages of
transformer introducing the self-attention mechanism,
which aggregates the global information from the en-
tire input sequence. Our idea consists in introducing
a self-attention mechanism on the high-level features
previously learned for the task of image classification
and adapting them for the deepfakes detection rely-
ing on a knowledge-transfer process. Thus, the high
features maps extracted from CNN are used as input
to the ViT encoder to detect whether the image is
fake or real. We show that such a design allows our
framework to preserve the advantages of ViT and also
benefit deepfake videos detection. This CNN-ViT com-
bination provides competitive performance and better
convergence, as well as a high generalization capac-
ity on videos with various content compared to CNNs
models.
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The rest of this paper is organized as follows. Sec-
tion 2 describes previous works on the detection of
deepfake videos. Section 3 describes in detail the pro-
posed HCiT method. The experimental results are pre-
sented in Section 4. Finally, conclusions are given in
Section 5.

2 Related work
Different approaches have been proposed in the litera-
ture to detect deepfake videos. These methods can be
categorized into two main groups [33]: (i) handcrafted
feature-based techniques and (ii) deep learning-based
techniques.
Handcrafted feature-based techniques involve man-

ual selection of a specific set of features to classify real
and fake videos [15]. The analysis of these features,
i.e., their presences/absences and intensity, allows to
distinguish forged videos from real ones. In this con-
text, the early studies involve looking for visual arti-
facts and inconsistent features in the first generation
of fake videos. An overview of such methods can be
found in [34], [35].
For instance, the authors of [15], proposed fake de-

tectors based on simple visual artifacts such as eye
color, missing reflections, and missing details in the
teeth areas. Some works detect deepfakes by search-
ing for specific artifacts with edge detectors, quality
measures, and frequency analysis [36], [37], [38]. Other
proposed methods are used for performing statisti-
cal analysis on the residuals of an image to detect
forgery [39], [40], [41], validate noise priors from meta-
data [42], or learn specific manipulation traces, such as
recoloring [43] or recompression [44]. [45], [39], [46] aim
to detect forgeries by utilizing intrinsic statistics (e.g.,
frequency domain characteristics) of images. Zhang et
al. [47] used the bag of words method to extract a set
of compact features and fed them into various classi-
fiers for discriminating swapped face images from the
genuine.
In [48], the authors found that GANs leave unique

fingerprints and show how it is possible to classify the
generator given the content. Several works have also
focused on the detection of these subtle features, pat-
terns, and possible inconsistencies within RGB frames
of the video ley by the GAN models [49], [3], [50]. In
[51], the authors proposed a detection system based on
colour features and a linear Support Vector Machine
(SVM) for the final classification, achieving a final
70.0% AUC when evaluating with the NIST MFC2018
dataset [52]. However, one the approaches cited above
are not robust against unseen simple image pertur-
bation attacks such as noise, blur, cropping or com-
pression, and the models need to be re-trained again.
In [53], the authors used the facial expression in order

to distinguish a fake speaking pattern from natural
one. Yang et al. [54] utilized the inconsistency in head
pose to detect fake video contents. In [55] and [56], the
authors proposed an approach based on correlation be-
tween the speech and the landmarks around the mouth
to detect deepfake videos.
However, the fast progress on GANs [2] and AEs [1]

have significantly improved the quality and realism of
generated fake videos [16, 17], making the distortion-
based methods ineffective.
Deep learning-based techniques are data-driven ap-

proaches using large deepfake datasets in a supervised
configuration [3, 18]. Often these types of approaches
rely on CNN models.
In [57], [58], [3], it was shown that these fake de-

tectors tend to perform better than traditional image
forensic tools and have achieved very good results us-
ing popular network architectures such as Xception
[24], [59] [50] [60] [61]. Other popular Deepfake de-
tection approaches include Two-Stream [62], MesoNet
[50], FWA [63], VA [15], Multi-task [64], capsule [65]
and DSP-FWA [66].
For the deep learning-based methods, two main cat-

egories can be distinguished: (i) methods that employ
spatio-temporal features, and (ii) those that are based
on visual artifacts.
The first category of methods mainly use CNN com-

bined with RNNs to take advantages of the temporal
information [19]. These methods look for temporal in-
consistencies and discrepancies across frames to distin-
guish between fake and real videos [20,21].
For instance, Guera and Delp [21] proposed a recur-

rent neural network incorporating temporal informa-
tion to detect Deepfake videos. A pre-trained CNN was
employed to extract framelevel features, which were
then fed into the LSTM to create a temporal sequence
descriptor. Likewise, [20] proposed a recurrent convo-
lutional model (RCN) based on the integration of the
convolutional network DenseNet [67] and the gated re-
current unit cells to be trained end-to-end. Their pro-
posed detection approach was evaluated on FaceForen-
sics++ dataset achieving impressive results. In [68],
the authors refined the network’s focus by monitoring
the frames’ optical flow. In [69], the authors focused
on physical characteristics and proposed to model the
eye blinking related to fake faces with a CNN/RNN
model to expose DeepFake videos. However, this de-
tection technique show limitation when images with
closed eyes are incorporated in training.
For the methods based on visual-spatial artifacts,

a frame-by-frame analysis is performed using CNNs
models. They can be implemented either by deep
or shallow classifiers. In general, these methods have
achieved very good results using popular network ar-
chitectures such as VGG16 [22] and ResNet50 [23]. For
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Table 1: Datasets for Deepfake detection : FF++,
DFDC-p, and Celeb-DF.

Dataset
Real Forged

Video Frame Video Frame
FF++ [3] 1,000 509.9k 4,000 1,830.1k
DFDC-p [4] 1,131 488.4k 4,113 1,783.3k
Celeb-DF [5] 590 225.4k 5,639 2,116.8k

instance, Rossler et al. [3] used the XceptionNet model
that was trained on the FF++ dataset to distinguish
fake videos from the real ones. Zhou et al. proposed a
two-stream neural network for this task [62]. Nguyen et
al. [58] proposed to use the capsule networks that takes
features obtained from the VGG19 network for detect-
ing manipulated videos. The capsule network that can
detect various kinds of deepfakes. In [50], Afchar et al.
proposed MesoNet method that is a relatively shallow
CNN architecture to focus on the mesoscopic prop-
erties of images. Specifically, they started with deep
complex architecture and have gradually simplified it,
up to the one producing the same results but more
efficiently.

3 Proposed deepfake detection method
Motivated by the recent success of ViT in image clas-
sification tasks [29], it is therefore quite natural to at-
tempt applying ViT for the deepfake detection prob-
lem. However, applying a pure ViT architecture re-
quires a vast amount of training data and a high num-
ber of training iterations to achieve comparable perfor-
mance with state-of-the-art CNNs. Transformer-based
models under-perform CNNs and do not generalize
well when trained on insufficient data [70]. In addi-
tion, the features learned by ViT contain less low-level
information [71]. Therefore, in order to exploit the self-
attention mechanism of ViT and at the same time to
avoid the above limitations, the idea behind the pro-
posed method is to consider a hybrid architecture us-
ing the CNN model in conjunction with ViT, named
HCiT. In the HCiT model, a CNN block is introduced
to help learning low-level features (e.g., corners and
edges) combined with the ViT model which establishes
long-range dependencies, i.e., aggregates global infor-
mation from the entire input sequence.
As illustrated in Figure 2, the HCiT deepfake detec-

tion method is composed of three main components:
(i) face cropping, (ii) features extraction backbone
and (iii) ViT-based binary classification. Each com-
ponent of the proposed HCiT method is described in
the following sections.

3.1 Face cropping
Let’s consider a video sequence X that consists of
T frames, denoted as X(t), t = 1, 2, . . . , T . Each

X(t) ∈ RH×W×C is a 2D image, where (H ×W ) is the
image resolution and C is the number of color chan-
nels. Before feeding the sequence to the CNN, each
frame X(t) is first pre-processed. For this we used the
widely known Dlib package [72] to perform face detec-
tion and landmark localization. Then, face alignment
is performed followed by face cropping to a resolu-
tion of 224×224. The cropping step helps to avoid the
contribution of background and other database biases,
which can significantly increase detection accuracy by
focusing only on the location of manipulations instead
of using the full frame [3].
Finally, the T cropped face regions denoted as X ′(t),

t = 1, 2, . . . , T , are passed to the CNN model for fea-
ture extraction.

3.2 Feature extraction backbone
As mentioned previously, instead of using raw image
patches, the ViT input sequence can be formed from
a CNN feature maps [29]. This is to take advantage of
CNNs to extract low-level features and avoid training
ViT with large amounts of data, which is computa-
tionally expensive.
Thus, after obtaining cropped face images, a CNN

network, Xception network architecture [24], is used
as the feature extraction backbone network. To achieve
this goal, we removed the fully-connected (FC) layer
at the top of the Xception network to directly generate
a 2D deep representation of each cropped face image,
i.e., feature maps. The output of the Xception consists
of feature maps f of size 2048× 7× 7, whose the spa-
tial dimensions are flattened and projected to the ViT
dimension.
It is important to note that the Xception network is

initialized with weights pre-trained on ImageNet [73]
and then fine-tuned on deepfake dataset.

3.3 ViT-based deepfake detection
In vision tasks, the locality of CNNs impairs the ability
to capture long-range dependencies [74]. Therefore, to
entirely dispense with the convolutional inductive bias,
we rely on the self-attention mechanism of ViT model.
The self-attention layers of ViT aggregate global in-
formation across the entire input sequence. This allows
the model correctly focuses on more relevant parts, i.e.,
the discriminative features, for deepfake video detec-
tion. Thus, the feature maps resulting from the previ-
ous step, which consist of a sequence of 2048 flattened
2D patches of size 7 × 7, are fed into the transformer
encoder, as illustrated in Figure 1. Similar to the vision
transformer models [29], we append an extra learnable
classification token at the beginning of the input se-
quence of embedded feature. In addition, we added po-
sition embeddings to the feature embedding in order to
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Figure 2: The proposed HCiT method for deepfake video detection. In HCiT (CNN-ViT), the features ex-
tracted by the CNN module are used as inputs by ViT for the binary classification task.

Table 2: The performance of ViT-B/32 model on DeepFake, FaceSwap, Face2Face and NeuralTextures datasets
using different hyperparameters tuning.

Input image Batch size Learning rate Accuracy (%)
size 16 32 1e-3 1e-4 DeepFake FaceSwap Face2Face NeuralTextures

224 × 224 ! ! 93.10 94.97 89.31 78.30

224 × 224 ! ! 95.71 95.64 87.50 77.39

224 × 224 ! ! 89.31 90.55 82.84 69.84

256 × 256 ! ! 92.24 95.61 88.36 76.65

256 × 256 ! ! 95.49 94.62 87.50 77.61

256 × 256 ! ! 81.32 87.64 83.72 63.51

288 × 288 ! ! 94.46 95.76 87.07 79.74

288 × 288 ! ! 94.69 95.56 90.69 79.79

288 × 288 ! ! 88.29 91.42 82.99 65.40

retain positional information. Finally, the resulting se-
quence of feature embedding serves as an input to the
transformer encoder. The latter consists of alternating
layers of Multihead Self-Attention (MSA) and Multi-
Layer Perceptron (MLP) blocks. Each layer consists
of one normalization layer, a multi-attention layer of
four heads, one skip connection, another normalization
layer, MLP head with two linear layers with 64×2 and
64 hidden units, respectively, and other skip connec-
tion. The output from transformer block is normalized
and flatten, then used as input to the MLP. Finally, a
dense layer is used as final classifier with MLP head.
The MLP head has two linear layers and the ReLU
nonlinearity. The first layer has 2048 channels and the

last layer has two channels which represent the class of
fake or real faces. Softmax is applied on the MLP head
output to squash the weight values between 0 and 1 to
predict whether the video is real or manipulated.

4 Experiments
In this section, we discuss experiments carried out
to evaluate the performance of our proposed HCiT
method. First, the used datasets are described. Sec-
ond, the efficiency of the pure-ViT model for deepfake
detection is investigated. Then, the proposed solution
is compared to existing approaches. Finally, an abla-
tion study is conducted.
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Table 3: The performance of ViT-B/32 model on Faceforensics++ dataset (mixed DeepFake, FaceSwap,
Face2Face and NeuralTextures datasets) using different hyperparameters tuning.

ViT Batch size Learning rate Accuracy Precision Recall F1 score
Model 16 32 64 128 256 1e-3 1e-4

ViT-B/32 ! ! 60.49 61.37 55.12 58.08

ViT-B/32 ! ! 67.69 81.33 45.51 58.36

ViT-B/32 ! ! 63.27 67.47 47.37 55.66

ViT-B/32 ! ! 73.50 78.50 64.24 70.66

ViT-B/32 ! ! 64.92 69.57 51.78 59.37

ViT-B/32 ! ! 75.17 80.97 64.70 71.93

ViT-B/32 ! ! 68.63 76.15 52.77 62.34

ViT-B/32 ! ! 71.98 83.49 53.60 65.29

ViT-B/32 ! ! 66.17 86.72 34.99 49.86

ViT-B/32 ! ! 71.34 90.76 44.41 59.64

Table 4: The performance of ViT-B model on DeepFake, FaceSwap, Face2Face and NeuralTextures datasets
using 32× 32 and 16× 16 input patch.

ViT Batch size Learning rate Accuracy (%)
Model 16 32 64 1e-3 1e-4 DeepFakes FaceSwap Face2Face NeuralTextures

ViT-B/16 ! ! 91.59 84.91 75.00 65.94

ViT-B/16 ! ! 97.12 97.91 93.82 82.61

ViT-B/16 ! ! 95.49 96.29 91.42 80.23

ViT-B/16 ! ! 96.14 97.60 90.55 79.86

ViT-B/16 ! ! 95.08 97.39 92.48 80.58

ViT-B/16 ! ! 97.02 95.90 88.09 76.19

ViT-B/32 ! ! 83.33 78.23 73.06 50.79

ViT-B/32 ! ! 93.10 94.97 89.31 78.30

ViT-B/32 ! ! 89.31 90.55 82.84 69.84

ViT-B/32 ! ! 95.71 95.64 87.50 77.39

ViT-B/32 ! ! 90.03 93.67 83.85 73.36

ViT-B/32 ! ! 93.30 94.42 90.62 77.75

Table 5: Performance comparison in classification accuracy on the Faceforensics++ (FF++), DeepFake Detec-
tion Challenge preview (DFDC-p) and Celeb-DF datasets. In FF++ dateset, the four manipulation methods
are: DeepFake (DF), FaceSwap (FS), Face2Face (F2F) and NeuralTextures (NT).

Method
FF++

DFDC-p Celeb-DF
DeepFake FaceSwap Face2Face NeuralTextures

Xcept. (Full) [24] 74.55 70.87 75.91 73.33 61.24 N/A
Xcept. (Face) [24] 94.92 90.29 86.86 80.67 85.50 71.6
MesoNet [50] 87.27 61.17 56.20 40.67 74.46 54.8
Bayer et al. [75] 50.84 50.59 51.13 49.17 50.62 N/A
EfficientNet-b5 [76] 90.94 91.57 89.75 82.15 80.78 N/A
Inception Res.V1 [77] 79.51 78.20 77.89 63.87 59.83 N/A
Conv-LSTM [21] 52.38 61.72 60.63 58.80 57.55 N/A
CViT [30] 93.00 69.00 46.00 60.00 87.25 73.85
HCiT 96.00 97.82 95.85 86.29 89.73 76.03

4.1 Dataset

The experiments were carried out with two com-
monly used datasets, namely the Faceforensics++
(FF++) [3] and the DeepFake Detection Challenge
preview (DFDC-p) [4]. FF++ dataset consists of
1000 original video sequences that have been manip-
ulated with four methods: DeepFake (DF), FaceSwap
(FS), Face2Face (F2F) and NeuralTextures (NT). The
DFDC-p dataset provides more than 5K videos fea-
turing two facial modification algorithms. For both
datasets, we used 70:15:15 ratios for training, valida-

tion, and test. Celeb-DF is comprised of 590 real videos
and 5,639 Deepfake videos, in which 6,011 videos are
used for training and 518 videos are for testing. We
summarize the basic information of these datasets in
Table 1.

4.2 Performance Evaluation Methodology
To evaluate the performance of our model, we employ a
number of classification metrics. We choose the over-
all accuracy, precision, recall and the F1 score [78].
Additionally, a graphical representations,i.e., Receiver
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Operator Characteristic (ROC) curve, The area under
the curve (AUC), and Confusion matrix, are used to
provide a clear visual illustration of the overall perfor-
mance.

4.3 The effectiveness of pure-ViT for deepfake detection
Before assessing our method, in this section, the pure-
ViT model is extensively evaluated for deepfake detec-
tion using different hyperparameters tuning.
Typically, the standard ViT receives a sequence of

token embeddings as input. For a 2D image, ViT re-
shapes the image x ∈ RH×W×C into a sequence of flat-
tened 2D patches xp ∈ RN×(P 2·C), where (H ×W ) is
the resolution of the image, C is the number of chan-
nels, (P, P ) is the resolution of each image patch, and
N = HW/P 2 is the resulting number of patches (i.e.,
the input sequence length). These patches are flattened
and mapped to latent embeddings with a size ofD [29].
In addition, an extra class token and position embed-
dings are added to the sequence.
For this experiment, we consider ViT-B/32, where

B and 32 mean the base variant with an input patch
size of 32×32, pre-trained on the public ImageNet-21k
dataset. The ViT-B/32 is fine-tuned on FF++ dataset.
The number of epochs is fixed to 20 and only the best
model is considered.
Table 2, Table 3 Table 4 summarize the performance

of ViT-B on FF++ dataset using different hyperpa-
rameters tuning. The effect of input image size, batch
size, patch size on the performance of ViT model and
the impact of learning rate will be studied for deep-
fake detection. Input image sizes [224×224, 256×256,
288×288], batch sizes [16, 32, 64, 128, 256], patch sizes
[16, 32] and learning rates [0.001, 0.0001], are used.
TABLE 2 shows the accuracy results on Deepfake,

FaceSwap, Face2Face, and NeuralTextures. As we can
se, using learning rate of 0.001, whatever the dataset,
input image size and batch size used, the lowest per-
formance was achieved. The highest performance was
using the learning rate of 0.0001 with significant im-
provement.
In particular, on DeeFake dataset, for a learning rate

of 0.0001, the ViT model achieves the highest accu-
racy using a batch size of 32, i.e., 224×224 (95.71
%), 256×256 (95.49 %), 288×288 (94.69 %), better
than using a batch size of 16 (+2.61), (+3.25 %) and
(+0,23 %), respectively. The highest performance was
from using an input image size of 224×224, the largest
batch size of 32 and a learning rate of 0.0001 (95.71%).
On FaceSwap dataset, Face2Face, and NeuralTextures
datasets, best performance is obtained using input
image size 288 × 288, batch size of 32, and learning
rate 0.0001, with an accuracy of (95.76 %), (90.69 %),
(79.79 %), respectively.

Table 3 shows the results achieved on all FF++
dataset, i.e., Deepfake, FaceSwap, Face2Face, and
NeuralTextures datasets are mixed, using input image
size of 224× 224. From the results, ViT-B/32 achieves
the best performance, with 75.17% accuracy, 80.97%
precision, 64.70% recall and 71.93% F1 score, using
batch size of 64 and and learning rate 0.0001. Consid-
ering the Precision metric, we can observe that, what-
ever the learning rate, more the batch size increase,
best the performance is.
Table 4 shows the accuracy results on Deepfake,

FaceSwap, Face2Face, and NeuralTextures, using patch
size of 16× 16, i.e., ViT-B/16, and 32× 32, i.e., ViT-
B/32. We perform additional regularization on the pa-
rameters using different batch sizes and learning rates.
Table 4 shows the results. As one can obsrve, the per-
formance is significantly affected by the input patch
choice. In prticular, the ViT-B/16 model outperforms
ViT-B/32 on all datasets. The main reason for this is
that small input patch, i.e., 16 × 16, alows learning
local and long-range features within the input image
more effectively. However, this requires substantially
more memory resources usage to train.

4.4 Evaluation of HCiT
4.4.1 Implementation details
Our HCiT method combines the Xception and ViT
models. First, we have initialized all the layers of Xcep-
tion model with the ImageNet weights, then we re-
trained the Xception model on the considered deepfake
dataset for 20 epochs. Next, we removed the FC layer
at the top of the Xception network to directly obtain
the feature maps. Finally, we combined this Xception
model with ViT to form the HCiT model.
Subsequently, the HCiT model was trained, i.e.,

Xception and ViT were jointly trained in end-to-end
manner, with cross-entropy loss, a learning rate of
0.0001 and a batch size of 32. We used the standard
Adam optimizer [79] for training the HCiT model for
20 epochs.

4.4.2 Baseline methods
We compared the proposed HCiT method with eight
state-of-the-art deepfake detection methods on the
FF++ and DFDC-p datasets, including Xception us-
ing full image resolution (noted as Xcept. (Full)) [24],
MesoNet [50], Xception using cropped face (noted
as Xcept. (Face)) [24], Bayer et al. method [75],
EfficientNet-b5 [76], Inception ResNet V1 [77], Conv-
LSTM [21] and CViT [30]. The results in terms of clas-
sification accuracy are reported in Table 5.

4.4.3 Results
From Table 5, we can see that the proposed method
achieves much better performance than the baseline
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Figure 3: Accuracy (%) for cross-dataset evaluation on FF++ : DeepFake, FaceSwap, Face2Face and Neu-
ralTextures.

Table 6: Ablation study of HCiT method conducted on Faceforensics++ dataset.

Method
Training on Testing on

DF FS F2F NT DFDC-p Celeb

Xception
! 55.01 53.75

! 37.74 14.80

! 16.31 21.39

! 35.52 37.88

ViT
! 39.96 49.23

! 21.71 17.63

! 25.67 19.47

! 53.76 65.10

HCiT
! 57.02 54.03

! 48.45 21.47

! 28.33 24.26

! 55.04 68.81

methods on all datasets. The Xception model using
cropped face outperforms the one using full image res-
olution. This is because the cropping operation allows
the model to focus on the manipulated region and
avoid the contribution of background and other biases.
The EfficientNet-b5 provides an acceptable results on
both databases, with a slight decrease on the DFDC-p
dataset. Some methods work well on some manipu-
lation methods and not on others, demonstrating a
lack of generalization. However, our method performs
well on all types of manipulation, this is particularly
noticeable for FaceSwap and Face2Face sub-datasets,
where the HCiT method greatly outperforms the other
methods.

4.4.4 Cross-dataset evaluations

To evaluate the generalizability of our HCiT method,
we performed cross-data evaluation by using a model
trained on one dataset and testing it on the other
datasets. The goal here is to assess the HCiT’s abil-
ity to predict a new type of face manipulation that
was not used in the training.

In order to give an insight on how the model will
generalize to an independent dataset, the considered
datasets are classified into two sub-categories, accord-
ing to the technique used to produce the fake videos : i)
identity modification (e.g., DeepFake and FaceSwap),
and ii) expression modification (e.g., Face2Face and
NeuralTextures).
As shown in Figure 3, for the prediction accuracy be-

tween different datasets, but on the same sub-category,
there is a significant drop in performance for the
Xception model, in particular, on the methods based
on identity modification. While HCiT outperforms
Xception model, for example FaceSwap (+2%) and
DeepFake (+1.28%). For methods based on expres-
sion modification, our method has the highest predic-
tion accuracy and outperforms Xception model by a
large margin, NeuralTextures (+2.91%) and Face2Face
(+10.62%). On the other hand, when the models are
evaluated on unrelated manipulation methods, which
is more challenging, HCiT show better results, al-
though the performance of both methods appear to
be the same in some cases. For instance, when trained
on NeuralTextures, our model achieves a prediction
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Figure 4: t-SNE for different models using Faceforensics++ (FF++) dataset.

accuracy of 82.71% on DeepFake, which represents
an increase of +15.29% compared to Xception. How-
ever, the performance drop significantly when tested
on FaceSwap dataset. When trained on Face2Face,
both models perform slightly similar on DeepFake and
FaceSwap datasets.
These results demonstrate that the proposed HCiT

method is not limited by the database on which it was
trained and shows a strong capacity for generalization.
Furthermore, we demonstrate the generalization ca-

pabilities of our proposed model on both DFDC and
Celeb datasets. In the experiment setting, we use
videos in each face manipulation method listed in the
FF++ dataset, i.e., DF, FS, F2F, NT, for training

while testing on Celeb-DF, DFDC. We include the re-
sults of Xception and ViT for comparison. The results
are shown in Table 6. We can observe that our pro-
posed method consistently outperforms all compared
opponents on all unseen datasets. In particular, test-
ing on DFDC dataset, the accuracy of our method
exceeds Xception method by +2.01, +10.71, +12.02,
+18.52. Different from Xception which only utilizes the
local feature information, our model combine both lo-
cal and global information for a more comprehensively
feature presentation, so that more kinds of artifacts of
the faked face can be captured. Compared with ViT
which also takes global information into consideration,
our method demonstrates superior performance on all
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unseen datasets. This proves the effectiveness of our
proposed method.
On the other hand, we observe that cross-validating

models trained with both DF and NT features can ob-
tain more generalized results than models trained with
other datasets, i.e., FS and F2F. The main reason for
this is that both DF and NT manipulation methods
produce less forged artifacts which reduces difference
between real and fake video. Training on such datasets,
model will best generalize for unseen datasets with
more distinction between unforged and munipulated
images.

4.4.5 Feature Space Distribution
To gain more insight of the representation learning ca-
pabilities of Xception, ViT-B/32, and the HCiT on
Faceforensics++ dataset, we visualize the top layer
features obtained from each model using t-Distributed
Stochastic Neighbor Embedding (t-SNE). t-SNE is a
relatively new method of dimension reduction par-
ticularly suitable for non-linear and high-dimensional
datasets. It is one of the leading techniques for data
visualization and clustering. This method finds lower
dimensional embeddings of data points while minimiz-
ing distortions in distances between neighboring data
points. By construction, t-SNE discards information
about large scale structure of the data.
The 2D visualization by t-SNE of the feature space

of Xception, ViT-B/32, and HCiT is illustrated in Fig-
ure 4. Each point represents a feature, and its colour is
the corresponding label, i.e., real (dark blue) and fake
(light blue) videos. The four top figures are the visual-
ization of features extracted using the Xception model
from the lobal-average-pooling2d layer, the four mid-
dles figure are the visualization of features extracted
using the ViT-B/32 model from the last dense layer,
while the four bottom figures are the visualization of
features extracted using the HCiT model from the the
last dense layer. These features are fed into t-SNE with
the corresponding labels.
It can be seen that the features generated by our

HCiT exhibits better distinct split distribution be-
tween real and fake videos compared to the Xception
and ViT-B/32. We can see the features distribution
of the HCiT is more concentrated, while the real and
forged images of FF++ dataset can be easily sepa-
rated in the feature space. It shows a clear separa-
tion between real and fake videos from the Faceforen-
sics++ dataset. This observation demonstrates that
the feature vectors from our HCiT model are high level
representations and are able to achieve best detection
performance. It is obvious that real and forged images
are highly distinguishable from each other. This fig-
ure also shows that high level representations features

are obtained given the ViT-B/32. However, the fea-
tures are more scattered in the 2D space compared
to our HCiT. Considering the Xception model, For
both Face2Face and NeuralTextures dataset, features
of both real and fake videos are relatively similar and
are grouped closely. We deduced that the Xception is
not able to extract discriminative features that can
well characterize both real and fake videos, thus con-
siderable amounts of confusion are still present, as seen
by the mixture of point represents both classes.

4.5 Performance Evaluation based on ROC Curve and
AUC Metric

In order to further analyze the performance of different
descriptors, we conduct ROC curve-based evaluation.
ROC analysis is used in this study to quantify how ac-
curately each descriptor can discriminate between two
videos, typically referred to as “fake” and “real”. The
ROC curve shows the trade off between the true posi-
tive fraction (TPF) and false positive fraction (FPF).
Doing this for each descriptor on different datasets,
gives the plots in Fig 5.(a), Fig 5.(b), and Fig 5.(c).
ROC curve corresponding to best descriptor are lo-
cated progressively closer to the upper left hand corner
in “ROC space”. Intermediate ROC curve corresponds
to a moderate discriminative ability of descriptor. An
ROC curve lying on the diagonal line reflects the per-
formance of a detection descriptor is poor, i.e., a de-
scriptor which yields the positive or negative results
unrelated to the true videos classes.
In addition, we used derived summary measure of

accuracy from the ROC curve, the AUC, to determine
more precisely the inherent ability of the descriptor
to discriminate between the fake and real videos. The
AUCs for all of the prediction descriptors is summa-
rized in legend of Figures 5. The higher the AUC, the
better the classification performance of a model. The
maximum AUC=1 means that the descriptor is per-
fect in the differentiation between the fake and real
video. This happens when the distribution of descrip-
tor results for the fake and real do not overlap. AUC
=0.5 means the chance discrimination that curve lo-
cated on diagonal line in ROC space. The minimum
AUC should be considered a chance level, i.e., AUC =
0.5 while AUC = 0 means descriptor incorrectly clas-
sify all videos with fake as negative and all videos with
real as positive. Thus, using this as a measure of a de-
tection performance, one can compare descriptors or
judge whether the use of various combination of image
components can improve their accuracies. The accu-
racy of descriptors with AUCs between 0.50 and 0.70
is low; between 0.70 and 0.90, the accuracy is moder-
ate; and it is high for AUCs over 0.90.
As one can observe from Fig 5.(a), Fig 5.(b), and

Fig 5.(c), HCiT tends to perform the best among all
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Figure 5: Receiver Operating Characteristic(ROC) curves using Faceforensics++ (FF++) dataset.

(a) Fake image (b) Xception (c) ViT (d) HCiT

Figure 6: Sample extracted fake face images from FaceForensics++ dataset with their corresponding Grad-
CAM heatmaps, representing the facial features most useful for Xception, ViT and HCiT model fake detector.

the other models with a healthy ROC curves pushed
towards the top-left side. In particular, on Deepfake,
FaceSwap, Face2Face, and NeuralTextures, the HCiT
achieves an AUC = 0.98 and 0.99, 0.97, and 0.88, re-
spectively. ViT get slightly similar results and achieves
an AUC = 0.97 and 0.98, 0.96, and 0.88, respectively.
On the other hand, Xception have the worst perfor-
mance compared with others models and achieves an
AUC = 0.91 and 0.98, 0.96, and 0.75, respectively.

4.6 Attention Analysis with Activation Maps
In this section, we delve into the activation maps of
the trained Xception, ViT, and HCiT models to find
out their attention when performing the deepfake de-
tection, and verify if the attention mechanizme intro-
duced by the ViT has an influence to it. Specifically, we

chose to visualize the activation maps of the last convo-
lution output before the fully connected layer, so that
the spatial location of the activations are preserved.
The resultant aggregated map will have high values for
locations that are either highly activated or gives high
contribution to the classifier. This map is then resized
to the original image’s dimensions and superimposed
onto the image, whereby we will be able to visualize
the model’s attention on the image that led to the clas-
sification result. Figure 6 shows two examples of the
classified test images and their respective activation re-
gions. Our analysis found that using HCiT, the activa-
tion maps shows that that the main attention is often
drawn to entirely specific facial regions, i.e., the eye
right, the eye left, the nose, and the mouth, highlight-
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Table 7: Ablation study of HCiT method conducted on Faceforensics++ dataset.

Method
Pre-train Accuracy (%)

Xception ViT DeepFake FaceSwap Face2Face NeuralTextures

(1) ViT % % 73.32 65.62 69.62 58.64

(2) ViT % ImageNet 95.71 95.76 90.69 79.79

(3) Xcep.+ViT % % 82.12 77.76 74.70 64.46

(4) Xcep.+ViT ImageNet % 93.60 95.42 94.25 83.06

(5) Xcep.+ViT (HCiT) ImageNet + FF++ % 96.00 97.82 95.85 86.29

ing the importance of this combi-nation on the final
detection performance. For ViT model, the activation
maps shows that the main attention is drawn on some
partially regions of the face. Considering the Xception
model, we can see that the initial layers aren’t concen-
trating exactly on the glasses, but we can also see that
as we reach the final layers, they’re able to focus on
the sunglasses.

4.7 Ablation study
To evaluate the efficiency of our proposed method,
we conducted an ablation study. We therefore evalu-
ated the performance of each component of the HCiT
method using different training strategies. Specifically,
we investigated the performance of five model variants
for deepfake video detection as follows:
(1) Pure-ViT trained from scratch,
(2) Pure-ViT pre-trained on imageNet,
(3) Xception+ViT: hybrid model with both trained

from scratch,
(4) Xception+ViT: hybrid model with Xception pre-

trained on imagenet and ViT from scratch,
(5) Xception+ViT (HCiT): hybrid model with Xcep-

tion fine-tuned on deepfake dataset and ViT from
scratch.

As shown in Table 7, direct application of a pure-ViT
model trained from scratch for deepfake detection can-
not produce a satisfactory result. Indeed, ViT requires
a large amount of training data to obtain high perfor-
mance, which is not the case with the adopted deepfake
datasets. When transfer learning is performed with
pre-trained ViT model on ImageNet, significant im-
provements are achieved. This confirms findings of the
literature, that the use of pre-trained networks has
been an effective strategy to deal with limited data
training. Now the combination of Xception and ViT
models, both trained from scratch, works better than
pure-ViT model trained from scratch. Because, in this
hybrid model, Xception helps to learn local structures.
However, the result is far from satisfactory with this
third model. To remedy this, we used the same model,
except that Xception is pre-trained on ImageNet. This
clearly increases the results. Finally, when using the
hybrid model with the Xception pre-trained on Im-
ageNet and fine-tuned on deepfake dataset, the best
results can be achieved.

5 Conclusion
In this work, an efficient deepfake detection method,
called HCiT, was presented. Instead of using a pure-
ViT model applied directly to sequences of image
patches, we have feed the feature maps into ViT. These
features maps were extracted from Xception fine-tuned
on deepfake dataset. We have thus shown that the
combination of Xception and ViT makes it possible
to exploit the strengths of the two architectures while
avoiding their respective limitations.
The HCiT method has been extensively evaluated

and the obtained results demonstrate clearly the effec-
tiveness of our proposed approach. Regarding the ob-
tained performance, the hybrid model improves upon
pure-ViT and outperforms the state-of-the-art deep-
fake detection methods on all considered databases. In
addition, the model significantly improves the perfor-
mance on cross databases.
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