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ABSTRACT The Consultative Committee for Space Data Systems (CCSDS) recently published a lossless
compression standard for housekeeping and telemetry. These data are critical for the safe and productive
operation of virtually all remote sensing missions, including Earth observation. The new standard,
CCSDS 124.0-B-1 “Robust Compression of Fixed-Length Housekeeping Data,” allows lossless, real-time
telemetry packet transmission with low energy and memory requirements. Furthermore, it offers flexible
resiliency mechanisms to resume decompression after losing one or more data packets. This work provides
an accessible introduction to CCSDS 124.0-B-1, paying special attention to its resiliency features. Two novel
and complementary decoder resynchronization strategies are also presented, which maximize the amount of
correctly decoded data. Comprehensive experiments with real and simulated mission data were conducted
for this work to assess the standard’s performance and the impact of user-defined parameters. Results indicate
competitive coding performance, with average compression ratios between 4 and 16 depending on the
dataset. Smooth trade-offs are also observed between compression performance and the degree of protection
against data loss events, which enhances the usability of CCSDS 124.0-B-1 in multiple mission types and
operational conditions.

INDEX TERMS Data compression, telemetry, space communications.

I. INTRODUCTION

Housekeeping telemetry is defined as the data fraction
produced on board space and remote sensing systems for the
purpose of monitoring their correct functioning. These data
are usually composed of values periodically registered by
different types of sensors, including temperature, pressure,
attitude, and orbit control measurements [1]. Reliable and
timely reception of these data is paramount to guarantee
nominal system behavior, as well as its safety and that of
surrounding spacecraft [2].

The associate editor coordinating the review of this manuscript and

approving it for publication was Gerardo Di Martino

Space transmission links offer limited bandwidths and
are often available only intermittently. Furthermore, ground
station use is traditionally charged by time, and the energy
required to maintain a link can be severely limited in small
satellites such as nanosats and cubesats [3]. Currently, the
produced amount of housekeeping data is experiencing a
steep increment due to the larger number of monitored
variables and the use of higher sampling rates [4]. To com-
pensate for these limitations, data compression enables more
efficient utilization of the available transmission channels,
lower latency and energy usage, allowing a larger channel
bandwidth fraction to be used for payload data, as well
as lowering operational costs. These advantages can be
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particularly significant for missions with long cruise periods,
technology demonstrators, and small satellites [3].

Two key aspects determine the practicality and benefits
of compressing housekeeping data: coding efficiency and
resiliency to data loss. Algorithms that produce smaller
coded data volumes are more advantageous in terms of
bandwidth usage, transmission latency, and operational
costs. Notwithstanding, compression must comply with the
computational and energetic constraints imposed by the
mission [2], [3], [5]. Lossless compression is also considered
a requirement in many remote sensing mission types [6],
[7], [8]. In addition, the system must continue to work even
when part of the compressed data stream is lost, because
automatic repeat/retransmission queries are not always pos-
sible, supported by the spacecraft systems, or feasible in
terms of energy and computational resources [9]. Therefore,
compression algorithms with high coding efficiency, but
which introduce dependencies between successive parts of
the coded data [4], [5], [7], [8], can make them unsuitable in
these scenarios because these dependencies can prevent the
decoder from reliably reconstructing the original data from
the data stream after a single data loss event. This issue needs
to be carefully addressed.

It is worth noting that data loss events may happen even in
the presence of strong forward error correction mechanisms
at the data link layer, e.g., those described in [11], [12],
[13], [14], and [15]. Although most space links are designed
to offer frame error rates between 10~7 and 1073, data
losses do occur in practice due to low elevations, very
bad weather, operator errors and intermittent contact during
contingency situations such as safe mode [1], [13]. Thus, it is
necessary to employ algorithms that allow the decompression
of incomplete compressed data streams.

The Consultative Committee for Space Data Systems
(CCSDS) is a consortium of the most important space
agencies on the planet. Its main goal is the creation of
free, publicly available standards to support space mission
interoperability. Recently, the CCSDS has completed the
definition of the CCSDS 124.0-B-1 standard [16], titled
“Robust Compression of Fixed-Length Housekeeping Data.”
It aims at providing efficient, real-time, lossless compression
of housekeeping telemetry, while incorporating configurable
types and amounts of resiliency to data loss and corruption.

The main contributions herein presented are a compre-
hensive yet accessible description of the CCSDS 124.0-B-1
standard, two novel decoder resynchronization strategies,
and a thorough performance analysis, including optimal
parameter selection and trade-offs between coding efficiency
and resiliency. This paper does not presume any prior
knowledge of this or any other CCSDS standard, and
requires only a minimal understanding of the notions of data
compression.

The remainder of this document is structured as
follows. Section II reviews the most relevant works
related to this standard. Section III describes the key
aspects of CCSDS 124.0-B-1, including the proposed
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resynchronization strategies. Experimental results and an
analysis of the aforementioned trade-offs are presented and
discussed in Section IV. Finally, Section V concludes this
paper with the most important remarks.

Il. PREVIOUS WORK

Spacecraft housekeeping data is usually transmitted in
packets where only the value of the monitored variable
values are written. The ground allocates these values to the
corresponding variables by knowing their positions in the
packet, i.e., each packet has a fixed length and structure. Also,
the monitored values tend to change slowly and sometimes
periodically over time. State-of-the-art works exploit these
characteristics to maximize their coding efficiency. Some
methods divide the input packets into groups, which are
independently coded. This provides some resilience as the
decompression process can continue for other groups after
a data loss event thanks to the lack of coding dependencies
between the groups. In [6], bitwise exclusive-or (XOR)
operations are applied periodically within the group, and
then a modified version of run-length encoding (RLE) is
proposed to encode the resulting data. In [1] and [3], it is
shown that lossless compression methods such as Lempel-
Ziv (LZ) and RLE yield significantly better compression
results when applied to individual bit positions across several
data packets. In [4], groups are dynamically created based
on a similarity metric, and then the differences between
consecutive packets in a group are coded with either RLE
or LZ. An extension to [4] using parallel string search and a
modified LZ algorithm is proposed in [17]. Recently, in [18],
dynamic bit packing is applied to time series after applying
XOR operations to successive data samples from the same
Sensor.

Despite these benefits, the main drawback of packet
grouping is that data packets cannot be sent in real time, i.e.,
as soon as they are produced, because they need to be jointly
processed to yield competitive compression performance.
This shortcoming may not be tolerable in scenarios where
prompt reception of system status data is critical, or when
telemetry packets are transmitted with low frequency.

Several methods have been proposed that allow real-time
packet transmission. A lossless compression algorithm is
proposed in [5] that performs bytewise comparisons between
each packet and the previous one. The encoded data contain
only position-value pairs for those bytes that do change,
but no resiliency mechanism is considered for data loss
events. In [19], a low-complexity method for compressing
individual signals is proposed that computes the differences
between consecutive samples, and then uses 1, 2, 3 or
4 byte codewords depending on their absolute value. This
method, although fast, offers lower compression performance
than other algorithms, and also does not provide data
loss resiliency mechanisms. In [8], an adaptive version of
differential pulse-code modulation (DPCM) is applied to
consecutive packets, and the result is stored using a variable
number of bits. Resiliency is provided by periodically
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FIGURE 1. Structure of a sequence of ¢ uncompressed packets.
lllustrative data are provided for the contents of three packets.

sending reference data not processed with DPCM. The
CCSDS 124.0-B-1 standard, described in detail in the next
section, is directly based on the POCKET and POCKET+
algorithms proposed in [7] and [10]. A summary of other
housekeeping telemetry compression algorithms is provided
in Table 1 for ease of reference.

Other housekeeping telemetry compression algorithms
have been proposed that entail high computational costs [20],
[21], [22], [23], or that provide only lossy compression [24],
[25], [26]. Therefore, these methods lie outside the scope of
this work.

lll. THE CCSDS 124.0-B-1 STANDARD

The CCSDS 124.0-B-1 standard offers lossless, real-time
compression of sequences of housekeeping telemetry packets
of identical length. Lossless compression guarantees perfect
reconstruction of the transmitted packets, which is of
utmost importance for safety-critical telemetry data. Lossy
compression is not supported by the standard, but users may
apply any desired pre-processing to the monitored variables
before inputting them to the compressor, e.g., quantization
of sensor readings. The real-time capabilities of the standard
allow compressing and transmitting each packet as soon as
it is created. This prevents unnecessary delays for safety-
related telemetry, and also for sensor data acquired with low
periodicity.

Packets may include any number of monitored variables,
e.g., temperature, pressure, attitude, etc. The number of vari-
ables, their precision and their binary representation inside
the packets are arbitrarily defined by the user to accommodate
for all types of missions and telemetry data. No specific
information about the included monitored variables or their
representation format needs to be transmitted or known
by the encoder or decoder implementations. A diagram
that illustrates the structure of a sequence of uncompressed
packets is shown in Fig. 1.

Section III-A explains the normal operation of the com-
pression algorithm and the principle upon which its efficiency
is based. Section III-B describes the resiliency mechanisms
provided by the standard to allow decompression after one
or more packets are lost or corrupted during transmission.
Section III-C proposes a novel algorithm that minimizes
the resynchronization latency after a data loss event and
maximizes the amount of correctly decodable data.
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FIGURE 2. Bit extraction (BE) of unpredictable positions.

In what follows, bit vectors are represented in bold font
—e.g., I,—, scalar integer and boolean variables in italics
—e.g., R/—, and individual bit values with 0 and 1. The
vectors containing only zeros and only ones are denoted with
0 and 1, respectively. When applicable, the discrete time
index ¢ of a vector or a scalar value is represented as a
subscript. In the interest of readability, a table of symbols
defined in CCSDS 124.0-B-1 and in the standard is provided
in the Appendix.

A. NORMAL OPERATION
The compression performance of CCSDS 124.0-B-1 is based
on the fact that most telemetry variables change slowly
over time. Under normal operation, the compressor considers
the bitwise differences between consecutive packets —i.e.,
I;—1 and I, interpreted as bit vectors— instead of the full
packet contents. When the slow variable change assumption
is satisfied, these differences are highly compressible. Coding
efficiency is maximized when all packets in a sequence
contain the same monitored variables in the same order and
using the same data format, as previously shown in Fig. 1.
To exploit the similarities among consecutive packets, the
standard keeps track of an auxiliary variable M, called the
mask vector. When the packet I, at index  is received, the
mask is updated as

M[ = M[_l OR (I[_l XOR I[) . (1)

Bit positions set to 1 in the mask are considered unpre-
dictable, while positions set to O are known not to have
changed in I; with respect to previous packets. Based on
this, the compressor applies a bit extraction (BE) operation
to the uncompressed packet and transmits packet bits at
unpredictable positions, as illustrated in Fig. 2. In addition,
accumulated changes in the mask are transmitted using run-
length encoding (RLE), as detailed in Section III-B. These
two pieces of information are sufficient for the decoder
to losslessly reconstruct the original packet in the absence
of packet losses. Under normal conditions, their combined
length is significantly shorter than that of the original packets,
resulting in competitive compression ratios. It is worth
stressing that this design allows both efficient and real-
time transmission of the packets, i.e., packet buffering is
not needed in order to exploit the similarities of consecutive
packets.

When Eq. (1) is applied, mask bit positions can only
transition from predictable to unpredictable. After processing
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TABLE 1. Summary of related works. CCSDS 124.0-B-1 is highlighted in bold font.

Reference Year Coding approach Robustness approach Real time transmission
[6] 2000  XOR, Run-Length Encoding Grouping No
[1] 2010 Lempel-Ziv Grouping No
[4] 2018 Run-Length Encoding, Lempel-Ziv Grouping No

[17] 2022  Run-Length Encoding, Modified Lempel-Ziv Grouping No

[18] 2023  XOR, Dynamic bit packing Grouping No

[5] 2013  Difference calculation, Position-value signaling None Yes

[8] 2016  Differential Pulse-Code Modulation Reference data Yes

[19] 2021 Difference calculation, Variable-length byte words ~ None Yes
XOR Robustness level

[16] 2023 Predictability mask Reference data Yes

Run-Length Encoding

Partial synchronization

enough packets in this fashion, most positions in the mask
are flagged as unpredictable, which can severely diminish
the observed coding efficiency. To avoid this problem, the
standard defines a build mask vector B, and a new mask flag
p:. When the user activates this flag, the mask and build mask
vectors are updated as follows:

M{ - Bl‘—] OR (Il‘—l XOR Il)
B, =0. 2)

Otherwise, the build mask is updated as in (1), i.e.,
B; =B, 1 OR (I,_; XORI,). 3)

As a result, the mask vector only flags those positions as
unpredictable if they changed state in the input vectors
between successive activations of the new mask flag p;.
Activating it periodically allows the encoder to exploit slowly
changing nature of telemetry data. The effect of this flag
on the standard’s compression efficiency is analyzed in
Section IV-B.

B. RESILIENCY MECHANISMS

Resuming decompression of a compressed data stream
after data loss events is critical for the reliable acquisition
of telemetry data in remote sensing. In particular, when
retransmission is not supported or practical for a mission,
decompression must be possible even with incomplete or
partially corrupted data. The CCSDS 124.0-B-1 standard
defines two mechanisms to enhance its resiliency to packet
losses, imposing two requirements on the communication
link transport layer. First, that each transmitted packet is
accompanied by its correct index ¢ within the sequence of
transmitted packets. Second, that corrupted packets whose
errors cannot be corrected are flagged as lost.

1) ROBUSTNESS LEVEL

The first resiliency mechanism is not present in any other
algorithm in the state of the art. For each packet I, the user
selects its minimum required robustness level, 0 < R, < 7.
For R; > 0, the standard guarantees that as long as at least one
of the previous R; packets (I;—g,, It—g,+1. ..., It—1) was
correctly decompressed, I; can be losslessly decompressed
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upon its correct reception. To do so, the change vector D; and
accumulated change vector X; are defined as

D[ - M[ XOR Mt—l

X; =D, ORD,;_;OR --- ORD,_g,, 4)

i.e., X; contains 1 only at those positions where the mask
has changed in any of the last R; packets. Vector X; is
transmitted, along with all bits of the mask M; where X;
is 1. Furthermore, the bit extraction of I;, described in
Section III-A, is performed at all positions where either
M; or X; are 1. This additional information allows the
decoder to reconstruct I;, M;, and to decode any subsequent,
correctly received packet. The impact of the minimum
required robustness level R; on the standard’s compression
performance is analyzed in Section IV-C.

An important observation about X, is the fact that
D; = 0 implies X; = X,_;. In this scenario, if the
user selects a minimum required effective robustness level
R; = 0, the compressed packet contains the same
information as if R, = 1 had been selected, with-
out any compression performance penalty. More gener-
ally, if D;_g,—1 =Dy_g,—2 = --- = D;_g,—c, = 0 for some
C; > 0, then the decoder can reconstruct I; whenever one of
the previous

Vt = Rt + Ct (5)

packets could be correctly deconstructed, instead of one
of the previous R;. Based on this, the CCSDS 124.0-B-1
compressor signals V; in each compressed packet, known as
the effective robustness level, instead of R;. In other words,
the standard analyzes the recent history of changes to the
mask to guarantee the maximum robustness to data loss
events, without affecting the observed compression ratio. The
relation between the minimum requested effective robustness
level, R;, and the actual robustness observed by the decoder,
V4, is also analyzed in Section I'V-C.

2) FULL MASK AND UNCOMPRESSED PACKET FLAGS

The second resiliency mechanism allows the user to encode
the contents of the mask M; and of the uncompressed
packet I; instead of only the mask changes and the packet
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bits at unpredictable positions. This is done, respectively,
by activating the full mask flag f; and the uncompressed flag
ry.

When both are simultaneously activated, hereafter referred
to as transmitting a full reference packet, any dependencies
with previous packets are broken. Thus, the compressed
packet becomes self-contained and can be decoded upon
correct reception regardless of whether previous packets
could be reconstructed. This is analogous to [8], which
interleaves the transmission of packet differences and full
packet contents. In terms of resiliency to data loss events
—but not real-time transmission capabilities—, periodically
transmitting full reference packets is roughly equivalent
to [11, [3], [4], [6], [17], and [18] when packets are divided in
groups and compressed separately. The effect on compression
efficiency of periodically activating both the full mask and
uncompressed flags is analyzed in Section IV-D.

C. PROPOSED RESYNCHRONIZATION STRATEGIES

When one or more packets are lost or flagged as corrupted
by the transport layer, the decoder loses synchronization
with the encoder. Packets successfully transmitted after the
data loss events can only be correctly decompressed after
resynchronization takes place. As described in Section III-B,
this can occur automatically thanks to the effective robustness
level V; and the use of full reference packets where f; and
ry are simultaneously activated. Notwithstanding, thanks to
the flexibility of user-defined parameters and the compressed
packet structure in CCSDS 124.0-B-1, these are not the only
ways to attain resynchronization. Two novel, complementary
resynchronization strategies are hereafter proposed, that can
be implemented within a standard-compliant decoder.

1) PARTIAL RESYNCHRONIZATION

Instead of simply using an all-or-nothing approach to
synchronization, the decoder defines two status flags for each
index in the packet sequence: the synchronized mask flag s¥
and the synchronized packet flag s!. Flag sM is enabled if
and only if the decoder knows the value of all bit positions
of the mask vector M,. Conversely, flag s{ is enabled if and
only if the decoder could guarantee lossless reconstruction
of the input packet /;. Synchronization with the encoder is
then defined as the state in which both s/ and s are enabled,
while partial synchronization occurs when only one of these
two flags is enabled.

The proposed strategy attempts to restore synchronization
of the mask and the reconstructed packet separately, and
as soon as enough information is available. This allows the
decoder to reach full resynchronization sooner and more
often than the naive decompression algorithm. In particular,
resynchronization becomes possible even if the needed
required information is distributed across more than one
compressed packet, e.g., when the full mask flag f; and
uncompressed flag r, are activated for different packets.
An analysis of the impact of using different periodicities for
/7 and r; is included in Section IV-D.
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To implement the partial synchronization strategy, the
decoder defines two additional integer counters, the unsyn-
chronized mask counter Lf” and the unsynchronized packet
counter L!. When s is enabled, LM = 0. Similarly, when s/
is enabled, LII = 0. Otherwise, they are equal to, respectively,
the number of consecutive, previous packets for which sﬁ” and
s/ where disabled. For instance, LM = 2 indicates that M,_3
was known to the decoder (s?’i 5 was enabled), but not M;_»,
M;_; nor M; (sM,, M|, s¥ were disabled).

Using this notation, the proposed approach can be
completely described with the set of rules that enable sﬁ"’ ,
and the set of rules that enable s/. Mask synchronization
(sM enabled and LY = 0) takes place whenever the -
th compressed packet is correctly received and any of the
following conditions is met:

« AV, > LM,

o A-2)f; is enabled.

« A-3)sM, is enabled.

¢« A-H)V;>0and X; = 1.

In turn, packet synchronization (s{ enabled and L,I = 0)
occurs whenever the 7-th compressed packet is received and
any of the following is true:

« B-1)V, > L

e B-2) r; is enabled.

« B-3) Both sf’il and sf_l are enabled.

Conditions A-1) and B-1) can be applied thanks to the
robustness level mechanism described in Section III-B1. Con-
ditions A-2) and B-2) are applicable due to the transmission
of reference information, as described in Section III-B2.
Condition A-3) means that once the mask is synchronized,
it remains synchronized until the next data loss event.
However, condition B-3) is asymmetrical and requires both
the previous mask and reconstructed vector to be known.
This is because the bits extraction operation described in
Section III-A can only be reverted if the values of M, are
known. Finally, condition A-4) applies because, although
rare, it results in a compressed packet containing the full
contents of M;.

2) BACKWARDS DECODING

The resiliency and resynchronization mechanisms described
in Sections III-B and IT1I-C1 determine whether a compressed
packet can be correctly decoded the moment it is successfully
received. Under certain circumstances, packets that are
undecodable at the time of reception become decodable after
the correct reception of subsequent packets. A strategy called
backwards decoding is herein proposed that exploits this fact
and maximizes the number of packets in a sequence that can
be correctly reconstructed.

After receiving the ¢-th packet whose corresponding mask
M, is synchronized —i.e., sM is enabled—, meeting any of
the following conditions makes it possible to deduce M;_
from it:

o If V; =0, then Egs. (4) and (5) imply that

Mtfl == Ml‘ XOR X[. (6)
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o Similarly, if X; = 0, then (4) implies that

M;—1 =M;. (N
The proposed strategy repeats this inference for ¢+ — 1,
t —2, ..., t', until none of these conditions are satisfied for

t' — 1, packet at ' — 1 was lost or corrupted, all packets
between ¢’ — 1 and the previous data loss event were correctly
decoded, or backwards decoding was already applied for the
packet at time 7’ — 1. Once the mask is propagated backwards
in this fashion, synchronized mask flags sﬁ"f 1 sf’i 2r e sﬁ\,'
are all enabled. After that, decompression of packets ', 1’ +
1, ..., t — lis attempted sequentially using all mechanisms
described in Sections III-A, III-B and IT1I-C1, updating LM
and L' as necessary.

IV. EXPERIMENTAL RESULTS

The following experiments analyze the coding efficiency of
CCSDS 124.0-B-1, as well as the impact of all user-defined
parameters, when this algorithm is applied to different
telemetry corpora. The compression ratio for each sequence
of housekeeping telemetry packets is used as the figure of
merit for coding efficiency. It is defined as

Original sequence size

Compression ratio = (8)

Compressed sequence size’
with larger values indicating better compression. All results
are produced using a prototype developed for the French
space agency (CNES), which has been cross-validated for
compliance against another implementation by the European
Space Agency (ESA). A list of publicly available reference
implementations of the standard can be found in [27].

A. TEST CORPORA

Experiments are conducted on four corpora of housekeeping
telemetry data. These were defined by the CCSDS Data
Compression working group as a part of the standardization
process of CCSDS 124.0-B-1.

e The IceCube corpus contains samples generated by a
NASA cubesat using a commercial cloud radiometer for
ice detection [28].

e The Jason2 corpus consists of data produced by a
NASA/CNES earth-observation satellite used for sea
surface height measurements [29].

o The PUS corpus comprises synthetic packets simulated
by the SimuPUS software developed by CNES to
experiment new technologies.

e The Venus corpus contains samples from the Venus
Express mission of ESA [30].

The corpus name, number of packet sequences, total size
in bytes, average entropy in bits per sample and the range
of housekeeping packet lengths in bits are summarized in
Table 2. The dataset can be obtained in [31].

B. IMPACT OF THE NEW MASK FLAG Py
The impact on coding efficiency of the new mask flag p;
is analyzed first to find optimal values for this user-defined
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TABLE 2. Properties of the test corpora.

Corpus Count Totalsize Entropy Packetlengths
IceCube 1 8089676 2.867 1376 -1376
Jason2 11 5738213 5.376 232 -3416
PUS 12 8225250 1.941 1384-8192
Venus 11 65691090 5.336 432-4016
@— |ceCube All Jason2
PUS #— Venus
18 ¢
16

14 F
12F
10 F

Compression ratio

10 20 30 40 50

o N B~ O
T T

New mask period Thew mask

FIGURE 3. Average compression ratios for each corpus and for all test
sequences as a function of the new mask period.

parameter. Recall that this parameter does not affect the
resiliency to packet loss events.

The CCSDS 124.0-B-1 encoder is applied activating the
new mask flag p, once every Tpewmask packets, where
Thewmask € {1, 2, ..., 50} is the new mask period. The
minimum required effective robustness level R; is set to O for
all packets. The full mask flag f; and the uncompressed flag r;
are not activated except for the first packet of each sequence,
as mandated by the standard. Sequences are independently
compressed and their compression ratio is calculated via (8).
The average compression ratios for each corpus and each new
mask period are shown in Fig. 3.

In all cases, the highest coding performance is obtained
for relative small new mask periods ranging between 5 and
10, depending on the corpus. Smaller values of Thew masks
i.e., more frequent activations of the p, flag, cause steep
performance penalties. This is explained by the fact that the
build vector is reset very frequently, and the mask vector
is replaced by it only a few packets later according to (2).
As a result, relatively few bit positions of the mask vector
are set to 1, limiting the ability of the mask vector to predict
what positions change in consecutive packets. Therefore, the
change vector D; defined in (4) contains a relatively large
number of positions set to 1, which increases its encoding
cost. The main exception to this trend is found with the
IceCube corpus, in which activation of the new mask flag p,
in every packet yields compression ratios similar to those of
the best value of Thew mask- This is explained by the higher
prevalence of bits set to 0 in this corpus, which reduces the
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FIGURE 4. Distribution of average effective robustness level V; for all test
sequences as a function of the minimum required effective robustness
level.

cost of coding D;. On the other hand, increasing Thew mask
beyond the optimum causes a slow coding performance
deterioration. This is due to the build vector being reset to
0 and used to replace the mask vector only occasionally.
In this case, the mask vector tends to flag most bit positions
as unpredictable, which in turn increases the cost of encoding
the bits at these positions.

C. IMPACT OF THE MINIMUM REQUIRED EFFECTIVE
ROBUSTNESS LEVEL Ry

The following tests address the impact of the minimum
required effective robustness level R; in both resiliency
against packet loss events and coding efficiency.

As discussed in Section III, decompression of a received
packet is guaranteed to be successful as long as any of the
previous V; > R, packets was successfully decoded, where V;
is the effective robustness level. The value of V; is not directly
chosen by the user, and must be evaluated experimentally.
To do so, CCSDS 124.0-B-1 is configured to activate the
new mask flag p, periodically every Thew mask = 10 packets,
while the full mask flag f; and uncompressed flag r; are only
activated for the first packet of each sequence. The average
distribution of V; for all packet sequences is computed for
all possible values of R; and depicted in Fig. 4. In all cases,
between 51.4% and 51.5% of the packets satisfy V; = Ry,
while additional resiliency is added to the remaining packets.
More specifically, V; exceeds R; by 1, 2 or 3 respectively in
about 19%, 11% and 6% of the packets. Larger resiliency
increments are less frequent, but the maximum effective
robustness value V; = 15 is attained in 0.2%-0.3% of the
packets for all values of R;.

The effect of R; on coding efficiency is also analyzed. To do
s0, the same configuration of CCSDS 124.0-B-1 is employed.
Fig. 5 shows the average compression ratios obtained for
each corpus and each possible value of R;. Larger values of
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FIGURE 5. Average compression ratios for each corpus and for all
sequences as a function of the minimum required effective robustness
level.

R; produce lower compression ratios, due to the additional
information included by the encoder. Compared to R; = 0,
average reductions between 8% and 21% are observed for
R; = 1, and between 33% and 62% for R, = 7. It can also
be observed that increasing R, by 1 yields smaller penalties
for larger values of R;. This is due to the slowly changing
nature of housekeeping telemetry data, which results in
comparatively fewer bits changed to 1 in X; as per (4). Also
note that given a value of R;, coding efficiency is not affected
by V;.

D. IMPACT OF THE FULL MASK FLAG Fy AND
UNCOMPRESSED FLAG Ry

The effect of the full mask flag f; and the uncompressed flag
ry is evaluated next when they are activated with identical and
different periodicities.

When these two flags are simultaneously activated and the
packet is successfully received, the decoder can decompress
the packet even if the synchronization with the encoder was
broken due to a previous data loss event. Furthermore, this
synchronization is restored, i.e., successive packets may be
decoded until the next data loss, event if f; and r, are not
activated in successive packets. The simultaneous activation
of f; and r; comes at the cost of reduced coding efficiency, due
to the additional information sent to the decoder. To quantify
this penalty, CCSDS 124.0-B-1 is applied by activating both
fr and r; once every Tryirer packets, where Tryiref €
{1, 2, ..., 30} is the full reference period. To maximize
coding efficiency, the new mask flag p, is periodically
activated with period Thewmask = 10, and the minimum
required effective robustness level R; is set to O for all
packets. Results for this experiment are shown in Fig. 6.
When f; and r, are activated every packet, i.e., Tty ref = 1,
compression ratios drop below 1 for all corpora, that is,
data expansion is produced. For all other values of Tty ref,
average compression ratios above 1 are observed. As the
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FIGURE 6. Average compression ratios for each corpus and for all
sequences as a function of the full-reference period.

value of Tfy rer 1S increased, the coding efficiency penalties
are reduced proportionally to the inverse of Tyyrer- Note
that in some cases, Trref = 7 yields better results than
Tranret = T + 1, due to the cost variability of encoding the
result of sending the full mask for different packets.

With the proposed strategies discussed in Section III-C,
resynchronization can take place even when the full mask
flag f; and uncompressed flag r, are not enabled for the
same packets. In the next experiment, the impact on the
compression ratio is evaluated when f; and r; are activated
with periods Ttull mask and Tuncompressed. Tespectively. Other
parameters are unchanged, i.e., R, = 0 and Thew mask =
10. In Fig. 7, results are shown for Trpmask = K7,
Tuncompressed = T, where k € {2,3,4} and T €
{1, 2, ..., 30}, i.e., the full mask flag is activated k times
less often (period k times larger) than the uncompressed
mask flag. In Fig. 7b, results are shown for Tpyj mask = 7,
Tuncompressed = kT for the same values of k and T, i.e.,
the full mask flag is activated k times more often than the
uncompressed flag. In both cases, results are expressed as the
difference with Tty mask = 7T, Tuncompressed’ i.e., Trullref =
T. Data suggest that reducing the activation frequency
of either flag results in non-negligible compression ratio
increments. Observed increments are particularly striking
when Tyncompressed 18 activated less frequently, which stem
from the fact that transmitting an uncompressed packet is
more expensive than signaling the full mask. This can be
explained by the fact that, due to the slowly changing rate of
remote sensing telemetry variables, the mask contains a low
fraction of bits set to 1 and the applied run-length encoding
is highly efficient.

E. COMPARISON TO OTHER METHODS
The coding efficiency and compression time of CCSDS

124.0-B-1 is compared to a selection of lossless compression
algorithms. CCSDS 124.0-B-1 is configured to use R; = 0,
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respect to the full-reference approach shown in Fig. 6, when

(a) transmitting full masks less frequently; and (b) when transmitting
uncompressed packets less frequently.

CCSDS 121.0-B-3 CCSDS 124.0-B-1

XOR CCSDS 121.0-B-3 Zstandard
bzip2 Arithmetic coder
Huffman LZMA
18
16 F
o l4r
C 12
C
o 10f
&
o 8
o
E ©6f
o
@) 4F
2_
8.00 0.05 0.10 0.15 0.20 0.25 0.30

Average compression time per sample (us)

FIGURE 8. Average compression ratios and encoding times per sample
for all test sequences.

to activate the new mask flag p, every 10 packets, and to
activate the full mask and uncompressed flags only in the first
packet of each sequence. The ““Lossless Data Compression”
standard [32], based on Golomb-Rice coding and RLE,
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is applied directly (labeled CCSDS 121.0-B-3) and after the
XOR of consecutive packets (labeled XOR CCSDS 121.0-
B-3). In both cases, a block size of 64 samples and a
reference period of 4096 blocks are employed. Two LZ-
based algorithms, LZMA and Zstandard are also included, as
well as the bzip2 algorithm, based on the Burrows-Wheeler
transform. These three algorithms are configured to obtain
the best compression ratios. For completeness, results for an
arithmetic coder and a Huffman coder are included in the
comparison.

The average compression ratio for all packets sequences
is computed for all the aforementioned algorithms. Com-
pression time for each algorithm and packet sequence is
measured as the minimum over 10 single-thread repetitions
on a dedicated 3.20 GHz Intel Core i7-8700 CPU with
2667 MT/s DDR4 memory. The average compression ratio
and compression time per input byte are shown in Fig. 8.
The CCSDS 124.0-B-1 algorithm produces compression
ratios only surpassed by bzip2, LZMA and Zstandard.
Of these, only bzip2 exhibits competitive compression
speeds that improve upon CCSDS 124.0-B-1. However,
note that bzip2 compresses all packets in each sequence
together, which prevents real-time packet transmission and
significantly increases memory requirements. Furthermore,
CCSDS 124.0-B-1 is the only approach providing resiliency
mechanisms against data loss events.

V. CONCLUSION

The CCSDS 124.0-B-1 standard is designed to achieve
competitive coding efficiency for housekeeping telemetry
data, while offering resiliency to data loss events and
real-time transmission capabilities. Thanks to the proposed
resynchronization strategies, the probability of being able
to reconstruct a packet after a data loss event is increased,
both immediately upon reception, and after having received
subsequent packets. Users may adjust the desired degree of
resiliency based on the expected error rates and reliability
constraints of each mission phase. The proposed resyn-
chronization strategies enhance the flexibility with which
resiliency capabilities can be selected. Empirical evaluation
using real and simulated data suggests that periodic activation
of the new mask flag p; every 5 to 10 packets yields the
best coding performance, depending on the test corpus.
Moreover, very smooth trade-offs between coding efficiency
and resiliency can be used to assist selection. Upon joint
analysis of coding efficiency and speed, CCSDS 124.0-B-1
yields the best trade-off, delivering highly competitive results
compared to other algorithms. Results are only improved
upon by bzip2, but bzip2 does not provide either data loss
resiliency, or real-time compression, or a very small memory
footprint, all of which are critical for processing remote
sensing housekeeping telemetry.

APPENDIX. TABLE OF SYMBOLS
Symbols defined in the CCSDS 124.0-B-1 standard, the
proposed resynchronization strategies and the experimental
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TABLE 3. Table of symbols.

Symbol Name Section

t  Time index III-A
I; Input packet II-A
M;: Mask vector III-A
B;: Build mask vector III-A

D; Change vector II-B1

X¢  Accumulated change vector 1I-B1

R ?gll)lllllsl.tliﬂe?s rlee%léllred effective ML-B1

Vi Effective robustness level 11I-B1

C: Additional robustness level II1-B1

p:  New mask flag II-A

ft  Full mask flag 1I-B2

r¢+  Uncompressed flag I11-B2

sM  Synchronized mask flag I-C1

s Synchronized packet flag 1I-C1

M Unsynchronized mask counter II-Cl1

LI Unsynchronized packet counter  III-C1
Thewmask ~ New mask period IV-B
Tt reference ~ Full reference period IV-D
Tuncompressed  Uncompressed period IV-D
Thuimask  Full mask period IV-D

evaluation are listed in Table 3. The section of this document
where they are introduced is also provided for each of them.
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