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Abstract

A large-scale volunteer computing system is a type of distributed system in which contributors volunteer their computing
resources, such as personal computers or mobile devices, to contribute to a larger computing effort. Volunteer resources are
connected over the Internet and together form a powerful computing system capable of providing a service without depending on
a service provider. Volunteer network resource allocation is the process of assigning computing tasks or services to a network
of volunteer resources. The allocation process includes identifying the needed resources, selecting appropriate volunteers, and
assigning tasks or services based on their capabilities. Volunteer computing systems consist of a large number of heterogeneous
resources - in terms of processing power, storage, and availability - belonging to different authorities - users or organizations - and
exhibiting uncertain behavior in terms of connection, disconnection, capacity, and failure. All of this makes resource allocation
a challenging task in terms of ensuring a minimum quality of service, requiring complex algorithms and optimization techniques
to ensure that services are efficiently allocated while respecting the constraints of the available resource. This paper introduces
the Network-Aware Resource Allocation mechanism, which leverages the location, connectivity, and network latency of volunteer
nodes to minimize the time a service runs with degraded quality of service and aims to deal with the energy consumption resulting
from data replication requirements. This resource allocation mechanism applies to both the initial deployment of the service in the
network and to the reallocation of nodes in the event that one of the allocated nodes fails or becomes unavailable. Our method has
been validated in a simulation environment of a realistic volunteer system. The analysis of the results shows how our mechanism
meets the quality requirements of users while minimizing the synchronization and replication times of service data replicas, as well
as the time that services run with degraded quality of service, reducing the times by more than 70% in the service deployment phase
and by more than 60% in the service execution phase. It also helps to reduce overall energy consumption.

Keywords: Resource Allocation Methods, Volunteer Computing System, Network-aware Service Deployment, QoS Impact
Minimization, Energy Consumption Reduction

1. Introduction CLARA mechanism, which leverages most of the low-available
nodes (traditionally discarded or used at high cost) as part of the
resource pool for service provisioning, thus increasing the over-
all capacity of the network. The main goal of this mechanism
is to ensure the minimum Quality of Service (QoS) required by
a User Service (US) deployed on volunteer nodes while mini-
mizing the number of replica reallocations and maximizing the
utilization of volunteer resources. The mechanism uses node
availability and occupancy as resource selection criteria. How-
ever, other relevant network-related criteria that may affect the
QoS degradation time in the US are not considered.

In this context, our motivation is to explore how network
properties can be utilized to allocate resources more efficiently
in large-scale VCSs. We hypothesized that 1) Network aware-
ness and node capabilities may be considered in RA algorithms
to minimize the US QoS degradation time, and 2) the network

A large-scale Volunteer Computing System (VCS) [1] refers
to a distributed computing infrastructure that relies on the col-
lective computational power of volunteers who donate their spare
computing resources to host services, process data, or perform
computational tasks. These resources typically have high het-
erogeneity and uncertain behavior regarding availability, con-
nectivity, and failure. Because networks provide access to a
large pool of computing resources without investing in expen-
sive hardware or commercial computing resources, they can
be used by individuals, organizations, research groups, or aca-
demic institutions to provide services or perform complex tasks
that require significant computing resources.

In this regard, Resource Allocation (RA) mechanisms play
a crucial role, as they must balance the availability, scarcity, and
reliability of the underlying resources. In [2], we introduced the
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latency between nodes can be estimated based on the Euclidean
distance between network coordinates, considering a Network
Coordinate System (NCS) that allows to group nodes by latency
levels. Hence, this paper introduces the Network-Aware Re-
source Allocation (NARA) mechanism, an advanced and pow-
erful mechanism that extends the CLARA mechanism, integrat-
ing additional criteria into the RA process. The NARA mech-
anism uses network and node parameters to minimize the US
QoS degradation time, i.e., when the US runs with a QoS be-
low a threshold due to the unavailability or failure of the nodes
currently assigned to it. Incorporating these network character-
istics into the RA mechanism can reduce overall energy con-
sumption and support deploying USs sensitive to latency be-
tween US replicas distributed in the network.

To the best of our knowledge, this paper is the first to ad-
dress the combination of network awareness and node capa-
bilities for RA with consideration of objectives and constraints
specific to voluntarily contributed resources. The main contri-
butions of this study are:

e A novel clustering-based RA mechanism that uses net-
work and node capabilities to select resources smarter
and more energy-efficiently, reducing QoS degradation
time and network latency. This enables the management
of various QoS levels and the deployment of USs sensi-
tive to latency between replicas.

e A process for estimating the network latency between any
pair of network nodes and incorporating it into the sorting
and selection criteria of the RA mechanism. This process
relies on an NCS that groups nodes by latency levels, esti-
mating the latency between nodes based on the Euclidean
distance between their network coordinates. In addition,
a cache map and a lazy estimation process for network
latency are defined to prevent performance degradation
as the number of network nodes increases, without com-
promising the scalability of the RA mechanism.

o A discussion on the relationship between network latency
and energy consumption in replication and periodic syn-
chronization between data replicas. It presents an anal-
ysis of the rationale that supports the idea that energy
consumption is reduced by minimizing aggregated net-
work latency in data replication between geographically
distributed replicas and, consequently, how NARA leads
to a more responsible use of energy.

e A comparison with the CLARA mechanism regarding
replication and QoS degradation times in the initial de-
ployment and reassignment phases. It was conducted
through simulation using a Twitter-like decentralized im-
plementation of a microblogging social network. The
simulation scenarios aim to evaluate the addition of var-
ious network characteristics into the nodes selection cri-
teria and their impact on the QoS degradation time.

The remainder of this paper is organized as follows. Section
[2] presents a literature review on how the network’s properties

and energy consumption are related to different types of dis-
tributed networks. The context of the CLARA mechanism is
described in Section 3] The formal problem description is de-
scribed in Section 4} Section [5] describes the approach of the
NARA mechanism to estimate the latency between any pair of
nodes in the network. Section [6] describes the NARA mecha-
nism and the RA phases. The simulation environment and the
complete set of experiments and analyses are described in Sec-
tions [7] and [§] respectively. Finally, the main conclusions are
drawn, and future research lines are identified in Section 9}

2. Related Work

Quality of Service (QoS) is crucial in large-scale VCSs to
ensure a good user experience, efficient communication, and
resource utilization. However, QoS may be affected by net-
work distance, congestion, and device processing capabilities.
On the other hand, energy consumption in transit refers to the
energy consumed by network devices to transmit and process
data packets. This energy consumption varies depending on
network efficiency, workload, topology, routing, and environ-
mental factors that affect network latency. Therefore, a strong
relationship exists between network device capabilities, node
capabilities, network latency, and energy consumption in tran-
sit that can impact QoS. Thus, efforts must balance low latency
and high throughput to reduce energy consumption during tran-
sit. Network devices are optimized to reduce power consump-
tion using energy-efficient processors or dynamic power man-
agement techniques. At the same time, routing and congestion
control algorithms are also used to improve network energy ef-
ficiency. Several studies have proposed different approaches
for QoS management in RA processes and the balance between
power reduction and low latency requirements.

2.1. Approaches for QoS Management in Resource Allocation
Processes

Many authors propose innovative approaches in various net-
work environments and collectively emphasize the importance
of improving system performance and user experience.[3] fo-
cuses on efficient RA in dynamic mobile communication net-
works, introducing stochastic learning automata and continuous-
time optimization techniques. In [4], the authors introduce a
QoS-based successive interference cancellation (SIC) order in
uplink non-orthogonal multiple access systems and RA to max-
imize the rate. Energy efficiency is achieved in multi-tier Het-
erogeneous Networks by employing a systematic methodology
in [5] using a model that considers the spatial distribution of
network elements. In this regard, [6] discusses the importance
of increasing energy efficiency and reducing the packet loss
rate in wireless communications. The authors survey schedul-
ing and RA algorithms, proposing a new framework and user
priority metrics. The RA in energy harvesting systems for In-
ternet of Things (IoT) systems, focused on real-time periodic
task allocation with QoS, is deeply analyzed in [7]]. [8] intro-
duces a novel QoS ant colony optimization metaheuristic al-
gorithm for task scheduling in cloud computing environments.



A RA algorithm is proposed in [9] to address the challenge of
channel access and completing offloading computation within
specified timeframes for Mobile Edge Computing (MEC). [10]
work introduces a distributed power control algorithm for the
Industrial IoT. By formulating a long-term time-averaged op-
timization problem and presenting a real-time decomposition-
based approximation algorithm, the solution ensures adaptive
RA, queue stability, and meeting QoS constraints with high en-
ergy efficiency. A novel machine learning-based algorithm for
traffic priority prediction, resource partitioning and user alloca-
tion to meet QoS specifications in network slicing in 5G net-
works is proposed in [11]]. Finally, [[12]] analyzes a resource
segmentation mechanism for 5G networks that relies on the ac-
curacy of position coordinates for input parameters such as sig-
nal interference and noise ratio.

2.2. Approaches to Reduce Energy Consumption and Low La-
tency

[13] explores the integration of intelligent reflecting sur-

face (IRS)-assisted unmanned aerial vehicle communications to

minimize power consumption while maximizing network through-

put and reliability through joint optimization of RA. Mean-
while, [14] introduces an energy-aware approach to reduce net-
work latency in network slicing-enabled edge computing en-
vironments by dynamically allocating network resources. [15]]
proposes cooperative activation and caching strategies to im-
prove the latency and energy efficiency of small cell networks.
Other approaches focus on packet processing to minimize net-
work energy consumption and latency, as proposed in [16]. In
[[L7], the authors investigate optimizing energy-efficient com-
puting environments through dynamic RA in EC, aiming to
enhance system efficiency and energy economic performance.
[18]] investigates the impact of network latency on user perfor-
mance, focusing on using navigation aids under different net-
work latency conditions. On the other hand, [19] proposes a
geographically distributed placement model that considers lo-
cation, energy, carbon, and cost awareness to minimize energy
consumption, carbon emissions, and costs while ensuring per-
formance requirements. [20] focused on designing a nation-
wide edge infrastructure and its behavior under different electri-
cal configurations, including techniques for allocating resources
in edge data centers and reducing environmental impact. [21]]
shows how caching solutions can reduce network traffic, im-
prove energy efficiency, and enhance user experience in MEC
networks. Finally, [22] uses neural networks to optimize trans-
mission parameters, ensuring energy-efficient transmission and
minimizing energy consumption while maintaining QoS.

2.3. Insights and Strategies to Minimize Network Latency and
Energy Consumption

[23] presents joint QoS-aware RA and MEC in multi-access
heterogeneous networks to maximize total system energy effi-
ciency and ensure users’ QoS requirements, while [24] evalu-
ates effective energy efficiency and proposes delay-outage aware
RA strategies for energy-limited IoT devices under the finite
blocklength regime. [25] addresses the need for efficient com-
munication in the IoT by proposing the optimal energy-efficient

RA algorithm aiming to improve task offloading and network
performance. [26]] proposes a RA algorithm to maximize EE in
optical intelligent reflecting surfaces (IRS) and radio frequency
IRS-assisted systems. [27] focuses on energy-efficient and de-
pendable RA and task offloading in satellite-assisted IoT net-
works, proposing an algorithm to optimize resource distribu-
tion among IoT devices, addressing the challenge of concave
optimization through a transformative approach. [28] proposes
a task allocation scheme for energy optimization in FC net-
works that minimizes energy consumption while maintaining a
latency constraint. In addition, [29] presents a compelling argu-
ment for new network architectures that offer lower latency and
deterministic performance in data centres, while [30] presents
a thorough taxonomy of latency compensation techniques for
networked computer games. Finally, [31] focuses on energy-
efficient heterogeneous cellular networks, formulating the opti-
mization problem as a hybrid joint RA of integer programming
and continuous optimization to improve total system energy ef-
ficiency while ensuring QoS, while [32] focuses on MEC trade-
offs between energy and latency and proposes a reinforcement
learning-based approach for edge server selection and RA.

The literature review shows that QoS, network latency, and
energy consumption in RA mechanisms are mostly limited to
environments highly dependent on computing and connectivity
capabilities. Therefore, to the authors’ knowledge, comprehen-
sive work has yet to be devoted to studying the combination of
network awareness and node capabilities in RA methods that
consider specific energy consumption goals and constraints re-
lated to the use of heterogeneous and voluntary resources.

Our research aims to provide a novel RA mechanism that
considers network-related properties to perform smarter node
selection regarding network proximity. This approach effec-
tively reduces periodic synchronization updates and data repli-
cation, minimizing the time services can run with degraded
QoS. The network proximity of selected nodes results in lower
energy consumption derived from data synchronization between
nodes, enabling the deployment of services sensitive to latency
between replicas while increasing data transmission efficiency.

3. Context of the CLARA Mechanism

The CLARA mechanism [2] is an RA mechanism that uses
a near-optimal method of grouping low-available nodes in com-
plementary relationships to provide combined availability equiv-
alent to a high-available node. The new relationships enable
these low-available resources for US deployment, minimizing
replica reallocations, reducing the load on high-available nodes,
and maximizing the utilization of all nodes in the VCS.

The mechanism categorizes nodes into High-Quality (HQ)
nodes and Complementary Nodes (CN). [2] describes how CN
nodes are created. Low-Quality (LQ) nodes are grouped into
disjoint clusters according to the availability profile exhibited
during the Availability Predictor (AP) interval. Thus, LQ nodes
in a CN node have complementary availability. The AP interval
is based on the availability of nodes exhibited during the last
prediction weeks, that is, the number of previous weeks used to
predict the nodes’ availability in the following weeks.



The required quality of a US is divided between the HQ
and CN nodes according to a previously defined distribution.
The US QoS (Qus) is the sum of the QoS of the HQ (Quswo)
and CN (Quscy) nodes over which the US is deployed. We
consider a US to be operating in degraded mode if its QoS is
below a specific QoS threshold (7"). This threshold indicates
the minimum acceptable QoS level for the US.

The mechanism is based on the Multi-Criteria Biased Ran-
domized (MCBR) method [33] to select nodes (Fig[I). From
the complete list of active nodes and a set of criteria param-
eters ranked in importance order, the MCBR method applies
an iterative procedure based on ideas of the Lexicographic Or-
dering (LO) multi-criteria optimization strategy [34] to obtain
a reduced set of the best nodes according to each criterion.
This method potentially avoids weight factors by incorporat-
ing priorities of the individual planning criteria (objective func-
tions) in the optimization process. The LO method assumes
that the objectives can be ranked in order of importance (from
best to worst). The optimal value is then obtained by mini-
mizing/maximizing the objective functions sequentially, start-
ing with the most important one and proceeding according to
the order of importance of the objectives. This multi-objective
optimization technique can be represented as an objective func-
tion F(x) = [fi(x), /2(x),..., fxv(x)] which contains a vector
of N individualized functions (f;(x)) ordered by importance, so
that f(x) is the most important and fy(x) the least important.
The optimal value found for each objective is added as a con-
straint for subsequent optimizations. Thus, the optimal value
of the most important objectives is preserved. Mathematically,
this method can be modeled as an ordered sequence of real ob-
jective functions with a set of constraints as follows [33]]:

Min/Maxf;(x) (D

subject to:
£ < £;()) ©)

where i = {1,2,...,N}and j ={1,2,...,i— 1}.

Thus, as the method progresses down from level 1 to level
N, the preceding objective functions are converted to new con-
straints with boundary values f;, set by the a priori attained
solutions min max f;(x) subject to the constraints from the up-
per level. Accordingly, the number of constraints increases with
each level up to N — 1, gradually reducing the feasible search
space in each new level. At each iteration of the procedure, the
list of nodes is sorted by one criterion. Next, a biased random-
ization (BR) [35] mechanism is applied to select a set of the
best nodes for that criterion, discarding the remaining nodes.
This subset of nodes is provided as input for the next iteration
of the procedure, repeating the process for each criterion until
a reduced sublist of the best nodes is obtained. Finally, a BR
mechanism is applied to the final list to select the nodes to use.

The selection criteria for the HQ and CN nodes are based
on node availability. The CLARA mechanism defines an AP
to characterize the nodes’ availability in the VCS following the

insights from [36]. This study showed how their AP methods
can reliably guarantee the availability of collections of VCS re-
sources, and how this predictor is particularly useful for service
placement in VCSs. The AP interval is based on the availabil-
ity exhibited by the nodes during the last four weeks, i.e., the
number of previous weeks to use to predict the node availabil-
ity in the following weeks. The NARA mechanism leverages
the node behavior and availability characterization performed
in the CLARA mechanism. The AP exhibited by a node dur-
ing the AP interval is converted into a normalized quality value,
used to categorize nodes into HQ nodes and LQ nodes. Thus,
the node selection process does not consider criteria related to
the US QoS degradation. As a result, the cost of node realloca-
tions due to node unavailability or the time the US operates in
degraded mode is proportional to the availability of the selected
nodes and the time required to replace the failed nodes.

4. Problem Analysis and Description

Large-scale community-owned VCSs [[1] use voluntary con-
tributions from participants to host data and services distributed
over the Internet without a central authority, resulting in a di-
verse collection of inexpensive and off-the-shelf equipment.

In this context, a specific application type that can be de-
ployed over volunteer resources is an application centred around
distributed storage-related functions. The fluctuating nature of
volunteer resources necessitates the maintenance of numerous
replicas of the application data to guarantee its accessibility. As
a result, the application must be able to oversee multiple data
replicas across various nodes and ensure the availability of all
replicas. If a data replica becomes inaccessible due to node fail-
ure or unavailability, the application data should be replicated
to a newly selected node from the surviving nodes.

The balance of cost and availability is a critical goal of these
systems. To achieve this, a Centralized Control System (CCS)
is integrated. The CCS is a crucial component in managing
information systems’ deployment and replication processes. It
determines which US should be managed by each node and pro-
vides relevant information upon request. The CCS also main-
tains a record of available nodes and decides which US needs
to be replicated on which nodes to ensure accessibility. In case
of a node failure causing a degraded US QoS, the missing QoS
is restored in the following order: 1) the node becomes unavail-
able, 2) the CCS reports the unavailability during the next avail-
ability check, and 3) the CCS updates the US QoS and checks
for any impact. If the US QoS is degraded, the CCS selects a
new node to replace the failed node and reassigns the US data
hosted on the failed node. The synchronization of the US data
with the new node is initiated, and the US QoS is updated.

4.1. Problem Formulation and Objectives

Our research aims to propose a new mechanism that out-
performs CLARA capabilities by performing a more intelligent
RA to minimize the time in which the US operates with de-
graded QoS. This time can depend on node-specific capabilities
and factors related to US characteristics, such as US data. De-
pending on the US requirements, variable user information may
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Figure 1: MCBR method overview.

need to be stored. Periodic replication between US-assigned
nodes is performed to synchronize updates (data variations with
respect to the last synchronization performed) between all repli-
cas. However, if the US is reassigned to a new node, it is neces-
sary to replicate all the data from the nodes previously assigned
to the US. Therefore, it can be assumed that the volume of in-
formation varies within a specific range. Additionally, network
characteristics (e.g., network location and latency) may also af-
fect this time. Each node has a latency (Round Trip Time, RTT)
to every other node in the network, which depends on the inter-
mediate network elements, the network communication rout-
ing, and the network status, among others.

The US degradation time (Tpg¢) is defined as the time dur-
ing which the US QoS falls below the threshold 7. This dura-
tion covers the time between the unavailability of one or more
nodes following a failure and the restoration of US QoS in new
nodes. The volatility of nodes and the typical absence of up-
to-date information about the network status lead us to limit
the scope of analysis to a reduced list of parameters: 1) The
network latency between the source node, from which the US
reallocation is started, and the destination node (7L), 2) The
upload speed (VU) of the source node (O) from which the US
reallocation is initiated (VUy), 3) The download speed (VD) of
the destination node (D) on which the US reallocation is per-
formed (VDp), and 4) the US data size that is transferred be-
tween the source and destination nodes (USdata). To minimize
the US QoS degradation time (Tpgg), we consider the sum of
two factors: 1) the latency between the source and destination
nodes of the reassignment (TL), and 2) the transfer time of the
US data, which depends on the USdata size and the minimum
upload (VUy) and download (VDp) speeds of the source and
destination nodes of the reassignment, respectively.

Finally, the RA has two deployment phases: 1) the initial
deployment phase, which allocates resources to ensure QoS re-
quirements for the new US, and 2) the node reassignment phase,
which involves reassigning new nodes to the US to restore miss-
ing QoS due to unavailability or failures, requiring synchro-
nization of US data from currently available nodes. In this con-
text, the goal is to minimize the impact of node reassignments
on the US Qos by intelligently selecting resources, consider-
ing not only the node availability but also network capabilities
and US-specific characteristics, to improve overall US quality.
Therefore, the problem can be formulated as follows.

Determine the minor set of nodes, N C C, that:

N = arg min Z Z (TLi,j + L) 3)
NcC ‘N jeM mm(VUj, VDI)
subject to:
Qus 2T )
Z D, = USdata )
JjeM
Symbol Significance
Parameters
C Set of candidate nodes.
M Set of nodes currently assigned to the user service.
USdata | Volume of user service data.
Dj; Slice of data to replicate from node j to node i (D;; €
[0, US datal)
TL;; Network latency time between nodes i and j.
VU; Upload speed of node j.
VD; Download speed of node i.
T Minimum required quality for the user service.
Qus Quality of user service.
Variables
N ‘ Selected user service nodes

Table 1: Notations used in the problem description.

Table [T]shows the notation used in the problem description.
Equation (1) represents the objective function of the optimiza-
tion problem that minimizes the degradation time. It consid-
ers the nodes currently assigned to the US, their capabilities,
the size of the data to be replicated, the network location, and
the latency between the selected and currently assigned nodes.
Equation (2) is a constraint that guarantees that the US QoS
equals or exceeds the minimum QoS required for the US. Equa-
tion (3) limits the parallel replication of the US data from all the
nodes currently assigned to the US. The US data is divided into
slices and sent from the source nodes to the destination node
(reassigned node) to minimize the reassignment time.

The definition of the problem would require modelling the
set of interconnected networks (i.e., Internet — that itself is a
network of networks — and private networks of each donator
of computational resources) involved in the communication be-
tween the nodes that form the large-scale VCS to define a bet-



ter optimization mechanism and do a better validation. Un-
fortunately, this is currently unfeasible for many diverse rea-
sons: each network involved in the communication between
the nodes of the VCS is administrated by a different author-
ity with different policies that do not provide detailed informa-
tion about the insights of the network (such as network routing,
congestion, equipment efficiency, bandwidth, and performance,
among many others); traffic evolves dynamically depending on
the overall traffic load (not only the traffic generated by the
large-scale VCS); network evolves continuously; different tech-
nologies are used (electronic, wireless and optical); many dif-
ferent devices are used; etc.

In this context, we have opted for a simple yet effective
model that allows us to quickly select nodes that minimize the
objective function (QoS degradation time) in a sub-optimal way
without requiring much information about the set of underly-
ing networks involved in the communication between replicas.
More in detail, our model uses latency — the extra time intro-
duced by the set of networks involved in the transmission of a
piece of data when this data travels from the origin node to the
destination node — as the estimator that summarizes all the com-
plexities of each network that participates in the communica-
tion between two replicas. The network latency is estimated by
measuring the latency between the node and a set of predefined
nodes (called landmarks). The balance (trade-off) between the
update frequency of the latency metrics performed from nodes
to landmarks and the overhead generated over the Centralized
Control System (CCS) from the bins update to make better de-
cisions during the MCBR process for selecting the sub-optimal
candidate nodes, is a system design parameter strongly depen-
dent on the requirements of the type of application to be de-
ployed over the network.

5. Network Nodes Latency Estimation

The NARA mechanism uses a NCS to estimate the latency
between any pair of network nodes.

5.1. Network Coordinate Systems

As stated in [37]], an NCS can predict the delay between
nodes in a network. The nodes can be represented in a coordi-
nate system, and the delay can be calculated by measuring the
distance between them.

NCS research started in 2001 by defining several centralized
alternatives, such as Global Network Positioning (GNP), virtual
landmarks, and Internet coordinate systems. In these systems,
some nodes are defined as reference nodes. The delays each
node produces are measured with each reference node, thereby
determining their coordinates. Since 2004, various distributed
NCSs have emerged, such as Vivaldi, Practical Internet Coor-
dinates, Network Positioning System, and Weight-Based Dis-
tributed Coordinate System. These systems have a distributed
implementation that does not require reference nodes. NCS
systems based on matrix decomposition have also been devel-
oped since 2006. These systems predict the distance between
nodes by decomposing the latency matrix, avoiding the viola-
tion of the triangle inequality problem that occurs in Euclidean

distance-based coordinate systems. In summary, NCS systems
can be divided into two categories: those based on Euclidean
distance and those based on matrix decomposition. The first
category, represented by GNP and Vivaldi, maps nodes to a
geometric space where each node has its own coordinates and
the distance between them is calculated. The second category,
represented by the Internet distance estimation service, enables
the acquisition of an input vector and an output vector for each
node. This is achieved by decomposing the delay matrix and
calculating the distance between two nodes based on a specific
calculation rule applied to the input and output vectors.

5.2. NARA Network Latency Estimation Approach

The NARA mechanism uses a GNP solution to group nodes
based on their proximity using a binning scheme. This solution
is based on an estimation model was already used and validated
in [38]] and it is supported on the classical binning model pro-
posed by [39]. In this scheme, nodes are divided into bins so
that nodes within the same bin are relatively close to each other
regarding latency. As a result, server selection and overlay con-
struction show significant performance improvements with only
approximate topological information through this scheme.

This estimation scheme is based on a set of reference nodes,
known as landmarks, that are distributed throughout the net-
work. Each node measures its RTT to each of these reference
nodes and selects a container (bin) based on the results of its
measurements. The scheme is simple, as it requires only mini-
mal infrastructure support and a few servers that respond to ping
requests from other nodes. They are reactive nodes that do not
measure or distribute any information. Therefore, the system
is scalable because each node independently discovers its bin
without interacting with other nodes. However, nodes would
need to periodically send this information to the CCS so that it
can allocate or reallocate US among nodes. This information is
small in volume and is updated periodically.

The node binning is determined on the basis of the relative
distances (latencies) between each node and the set of refer-
ence nodes (landmarks). Each node measures its RTT with each
landmark and sorts the sequence of landmarks in ascending or-
der by their RTT. Specifically, if L = {ly, [, ..., [,,-1} is the set of
“m” landmark nodes, then each node A will create an order in
L4 in L such that i appears before jin Ly if rtt(A, [;) < rtt(A, ;).
Thus, based on the delay measures obtained with each land-
mark, each node has an ordered sequence of landmarks that
represent the bin to which the node belongs. Neighboring nodes
are topologically likely to have the same ordered sequence and
therefore belong to the same bin.

The nodes latency measurements (RTT) result in two types
of node classification. First, nodes are classified according to
their relative distance from different landmarks, sorted by prox-
imity, identifying the bin to which they belong. Second, nodes
are grouped according to their absolute distance from each land-
mark. Thus, the bin sublevel is determined by translating the
latency measured by the nodes to each landmark metric to a
predefined set of ranges. By incorporating this second-order
metric (sublevel), we can create tighter groups of nodes inside



the bin. Fig[2]shows a scenario with three landmarks and how
the bin and sublevel for nodes A and B are calculated.

Node A Latency Levels Node B Latency Levels
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Figure 2: Latency estimation example based on three landmark nodes.

The GNP solution for the NARA mechanism reduces la-
tency times between nodes within the same bin and bin sub-
level, making them reliable indicators of node clustering. These
latency times are directly proportional to the Euclidean distance
between their respective bin sublevels, which is defined by the
upper bounds of latency ranges. As the Euclidean distance in-
creases, so does the latency between nodes. Therefore, nodes
in bins and sublevels with smaller Euclidean distances should
be given priority in node selection criteria.

Although this latency estimation model is a coarse-grained
estimation model respecting other more precise or reliable mod-
els based on matrix decomposition, it is kept simple yet ef-
fective for our purpose for several reasons: 1) It requires less
complexity for the CCS managing the network, delegating the
measuring and binning tasks to the nodes themselves, 2) the
volatility of nodes in terms of availability requires a simple
and flexible model that quickly adapts to the network variabil-
ity, 3) the absence of network status information enforces to
infer this information from the network latency measured by
each nodes respecting the landmark nodes, and 4) the applica-
tion type for which the NARA mechanism is designed for does
not require precise information about network latency, being a
coarse-grained estimation enough for the nodes sorting and se-
lection process.

6. Network-Aware Resource Allocation (NARA) Mechanism

This section introduces the NARA mechanism, outlining its
basis, scope, and network capabilities. It addresses the phases
of US lifecycle management that require RA and how it ad-
dresses them. The mechanism also discusses how network aware-
ness, specifically minimizing aggregate latency between repli-
cas, may reduce energy consumption.

6.1. Description of the NARA Mechanism

Fig[3] shows the components of the NARA mechanism and
their relationship to each other. In the first stage, the mecha-
nism includes a process for estimating the latency between any
pair of nodes in the system. Thus, each node evaluates the RTT
with respect to a set of landmark nodes and returns the met-
rics to the CCS. The CCS uses these metrics to group the nodes
into bins. The nodes are grouped into sublevels for each bin
according to the latency ranges defined for the latency metrics.

A process later uses this node binning scheme to estimate net-
work latency between any pair of nodes in the network when re-
quired. Later, in the second step, additional network-related ca-
pabilities are included in the RA process (based on the MCBR
method). These capabilities can be divided into node capabili-
ties, network characteristics, and US characteristics.

Regarding node capabilities, each volunteer node has its
own capabilities in terms of processing, storage, and connec-
tivity. The connectivity of the nodes depends on the access net-
work technology and bandwidth. Thus, the NARA mechanism
considers the download and upload speeds of the nodes as part
of the MCBR selection criteria. Regarding network character-
istics, nodes can be connected anywhere using different access
network technologies. This means that the proximity of nodes
in terms of networking can have a relevant impact on data repli-
cation and synchronization. Network latency between replicas
of the same US has high relevance, so the proper selection of
resources that are close in terms of connectivity is imperative.
Thus, the NARA mechanism also considers network latency to
be part of the MCBR selection criteria. Finally, regarding the
US characteristics, the US typologies that can be deployed may
have different requirements regarding QoS, availability, con-
nectivity, latency sensitivity, data replication, and performance.
USs require a minimum QoS, and each US must maintain up-
dated replicas of the US data on all assigned nodes. Conse-
quently, the NARA mechanism considers all these requirements
when selecting the right resources.

In this context, the size of US data significantly impacts
both QoS and data replication. The data replication time is di-
rectly related to the QoS degradation time for new nodes reas-
signed to the US. In contrast, the periodic data refresh to keep
all nodes synced depends on the data size to replicate and the
refresh frequency. In both cases, there is a direct dependency
on the data transfer rates and latencies between the source and
destination nodes and, thus, on the nodes network location and
the node characteristics in terms of connectivity and bandwidth.

6.2. Node Latencies Cache Map

The node latencies cache map is a latencies cache that aims
to reduce the computational effort in calculating latency be-
tween nodes during RA phases. It transforms the network into
an L-dimensional geometric space, where L is the number of
landmark nodes used as the coordinate system. Each node is
identified by a set of L coordinates representing its network po-
sition. This allows for classifying nodes by location and esti-
mating latency between any two nodes based on the Euclidean
distance between their respective network coordinates.

To avoid scalability or performance impact as the network
nodes increase, the node latencies cache generation and refresh
uses a lazy approach, calculating latencies as long as needed for
a subset of nodes. The analysis of the scalability of the network
latency cache map is performed in Section [6.3}

6.3. Network Latency as MCBR Selection Criterion

The NARA mechanism uses the MCBR method to priori-
tize suitable nodes for US deployment. As described in Section
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Figure 3: NARA mechanism overview.

[} intrinsic node properties are categorized into different prior-
ity levels, and sub-optimization problems are solved according
to the priority order. Finally, a reduced list of suitable nodes
with the highest quality is obtained for US deployment. The
NARA mechanism considers node intrinsic properties and net-
work latency between communicating nodes. Therefore, a pro-
cedure is needed to integrate network latency into the MCBR
sorting and selection method.

As shown in Fig[3] the latency criterion sorting process is
a method that incorporates network latency into the MCBR
method. It sorts the list "X by latency for a randomly selected
node, using a less skewed distribution to avoid overloading the
best nodes. The algorithm uses the lazy latency calculation pro-
cess of the node latency cache map to speed up the ordering pro-
cess. A BR method [35] is applied to select the best nodes for
the network latency criterion, discarding the remaining nodes.
This method uses a non-uniform and biased distribution, such
as the geometric distribution, which depends on a 8 parameter.
Using a geometric distribution combined with BR has proven
to be a good combination in the literature [40]. The higher the
B value, the more often the first values of the sorted list are se-
lected. This process ensures that nodes are selected at the top
of the sorted list, diversifying the node selection.

6.4. Algorithms

This section describes the main algorithms developed as
part of the NARA mechanism.

6.4.1. Active Nodes Selection Algorithm

The Active Nodes Selection algorithm (Algorithm [I)) ex-
tends the MCBR method by incorporating new selection crite-
ria for nodes’ networking capabilities and network latency. The
algorithm receives the list of active nodes (activeNodesList),
the nodes selection criteria (selectionCriteria) and the num-
ber of nodes to select (numberNodes) as inputs, and returns
the list of selected nodes (selectedNodesList). It selects active
nodes based on specific criteria, starting with discarding non-
compliant nodes. The remaining nodes are sorted and filtered,
followed by a biased random selection process, resulting in a
list of nodes that best fit the defined criteria. The algorithm’s
complexity depends on the selection criteria and the number of
nodes in the network. The algorithm [T] has a linear time com-
plexity depending on the number of candidate nodes (|C|) and
the number of criteria (|S|). Concretely, O(|C| - |S ).

6.4.2. Lazy Network Latency Estimation Algorithm
As described in Section [5.2] nodes measure their latency
to landmarks, sending this information to the CCS. Each node



Algorithm 1: Active Nodes Selection Algorithm

Input: activeNodesList, selectionCriteria, numberNodes
Output: selectedNodesList

Function activeNodesS election () :
selectableActiveNodeList «— activeNodesList

for criterion in selectionCriteria do

if criterion = NetworkLatency then

for activeNode in selectableActiveNodeList do
nodecvalue < activeNode.criterion.value

end

end

end

end

for criterion in selectionCriteria do

ctype, celite « criterion.type, criterion.elite

if criterion == NetworkLatency then

node < selectableNodeList.randomNode()

else

end

end

return selectedNodesList

ctype, cthreshold « criterion.type, criterion.threshold

if ((ctype == maximize AND nodecvalue < cthreshold)) OR (ctype == minimize AND nodecvalue > cthreshold)) then
‘ selectableActiveNodeList.remove(activeNode)

nodeLatencies «— nodeLatenciesCacheMap.getLatenciesByNode(node)
selectableActiveNodelList.sortByLatencies(nodeLatencies, ascendent)

selectableActiveNodeList.sortByCriterion(criterion, ctype)
selectableActiveNodeList « selectableActiveNodeList.biasedRandomsS election(celite)

selectedNodesList «— selectableActiveNodesList.biasedRandomsS election(numberNodes)

is assigned a vector that combines the bin (landmarks proxim-
ity) and sub-bin (latencies to landmarks), estimating the nodes
proximity degree using the Euclidean distance of their vectors.
The Lazy Network Latency Estimation algorithm (Algo-
rithm [2)) is used to sort nodes by proximity during the selection
process. The algorithm receives the nodes latency cache map
(netLatencyEstimationMap), the list of active nodes (activeN-
odesList), and the nodes for which calculate the latency (node-
Set) as inputs, and it returns the cache map with the updated
latencies for the nodes in nodeSet (netLatencyEstimationMap).
It efficiently updates network latency estimations for only the
nodes required on the selection process. The algorithm cate-
gorizes nodes into bins and sub-bins based on landmark met-
rics, computes network latency, and creates a new tuple in the
latencies cache map if a latency metric does not exist. The la-
tency information is only updated for a limited subset of nodes
following a lazy process. Thus, the algorithm’s complexity de-
pends on the list of candidate nodes (|C|) and the size of this
subset of nodes (|[R[). However, given that the latency sorting
process in MCBR use a randomly selected node, this subset of
nodes is reduced to 1, concluding a linear complexity of O(|C]).
The accuracy and efficiency of the latency estimation method
were assessed using cross-validation (CV) techniques, which
are valid for evaluating the stability and generalization of the es-
timation method even when only estimated values are present.
CV partitions the dataset into multiple subsets, training the es-

timation model on a subset of the data, getting insights as re-
sult about how well the estimation method generalizes to dif-
ferent subsets of the data, providing an indication of its effi-
ciency and accuracy in absence of true values. Two types of CV
strategies were evaluated: 1) k-fold CV, and 2) leave-one-out
CV. Regarding the regression model applied over the latency
metrics dataset, we considered a Gaussian Process Regression
(GPR). The GPR model is a non-parametric, kernel-based ap-
proach that can capture complex, non-linear relationships be-
tween variables, modelling the relationship between variables
as a distribution over functions, allowing for flexible and adap-
tive data modelling. This model is suitable for problems where
the relationship between variables is non-linear or may not be
well-captured by a predefined parametric model, providing un-
certainty estimates for predictions and allowing for a proba-
bilistic interpretation of the output of the model. Thus, it allows
for capturing complex and non-linear patterns in the latency
data and providing uncertainty estimates for the predictions.
We have created sets of one hundred randomly selected nodes.

For every node in the set, we have performed a network latency
estimation respecting each of the rest of the nodes of the set.
Then, using the resulting latency estimation matrixes, we run
both cross-validation strategies. FigH]exhibits the Root Mean
Squared Error (RMSE) for each set, providing a measure of the
error relative to the latency scale of the data set. As result, we
have a latency estimation error between 15% and 20% depend-



ing on the CV strategy. Though apparently not good, this es-
timation requires analysis under the specific evaluation context
and the nature of the data being analyzed. The inherent variabil-
ity in the data (latencies), the scale and noise of the data, and
the lack of actual data to be used in the predictive model lead
to thinking that the performance of the predictive model should
be considered as a promising model. Thus, it is expected that as
the model could be fed with actual data in a real scenario, the
accuracy of the estimation model could be increased.

22% Network Latency Estimation Accuracy

21%
20%
19%
18%

17%

RMSE (%)

16%

17.40%
16.53%
16.33% 15.80%

15% 15.71%

14%

Setl Set2 Set3 Setd Set5

—K-Fold CV GPR Leave-One-Out CV GPR

Figure 4: Network Latency Estimation Method Accuracy.

6.5. Scalability Analysis

This section aims to analyze the scalability of the NARA
mechanism in all the critical design aspects.

Firstly, regarding the binning scheme strategy, the model is
designed to operate with minimal support from any measure-
ment infrastructure. This simplicity contributes to its scalabil-
ity, as it does not necessitate global knowledge about the net-
work. Each node only needs to know about a small set of well-
known landmark nodes, underscoring its efficiency. The strat-
egy is entirely distributed, as it does not require communication
or cooperation between the nodes being binned, further enhanc-
ing its ease of implementation and effectiveness. The binning
scheme only requires very little support from the infrastruc-
ture, i.e., a small number of relatively stable landmark machines
which only need to echo “ping” messages. Thus, regarding
scalability and performance, landmarks nodes do not actively
initiate measurements nor gather or disseminate measurement
information. These nodes independently discover their bins
without communicating or coordinating with other nodes.

Secondly, regarding the generation and refresh of the node
latencies cache, the process follows a lazy approach in which
node latencies are calculated as required (i.e., only for a small
subset of nodes) instead of the total number of nodes. Thus,
leveraging the binning scheme, the network latency cache map
is partially updated when required. Several reasons justify this
decision: 1) From the service point of view, there is no need
to have a filled latency cache for all the nodes in the network.
Adding the network latency as part of the node selection cri-
teria is crucial. The node selection algorithm, which selects
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a random node for sorting the nodes by network latency, re-
quires only the network latency from this node to the rest of
the nodes, estimated from the node partitioning in the binning
scheme and stored only for this subset in the cache until their
value expires, and 2) the lazy latency estimation process lever-
ages the binning classification of nodes by network proximity,
reducing the scope of nodes for sorting and selection. Even
in the worst case, the node selection process will require N la-
tency calculations, with N the total number of nodes in the net-
work. This time is negligible compared with the required time
for updating the whole latencies cache. Additionally, 3) the re-
quired memory storage using the lazy calculation approach is
minimized because only the latencies required by the selection
process are calculated and stored for a maximum period (valid-
ity period). Finally, 4) the lazy latency calculation prioritizes
candidate nodes in the same bin as the failed node, limiting cal-
culations to the number of nodes in the bin, only extended for
the next closest bin if no nodes are available.

About the computational overhead of the Lazy Latency Es-
timation Algorithm, Fig[5] shows an analysis of the computing
time of the lazy latency calculation process for different num-
bers of nodes. This process significantly reduces the total exe-
cution time for nodes, allowing the CCS to reduce its comput-
ing needs. The simulation shows total execution times around
400 ms for a scenario of 10,000 nodes. Given that the num-
ber of calculations performed in the lazy process is reduced to
the number of nodes in the MCBR sorted list of the previous
criteria or the nodes in the same bin in case of node reassign-
ments, the total number of network nodes supported by these
figures would be much higher. Additionally, as the number of
criteria in the MCBR selection criteria reduces the list of candi-
date nodes, the latency calculations are consequently reduced.
However, this may lead to additional costs from managing the
binning scheme, requiring a trade-off between bin granularity
and binning scheme management in the initial system design.
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Figure 5: Cache computing time metrics.

Finally, about the computational overhead of the Active Nodes
Sorting and Selection Algorithm, Fig[] exhibit the computing
behavior of the active nodes sorting and selection (MCBR) al-
gorithm for different workloads and different selection crite-
ria. The evaluation considered workloads ranging from 500 to
10,000 nodes, and the selection criteria used in all the evalu-



Algorithm 2: Lazy Network Latency Estimation Algorithm

Input: netLatencyE stimationMap, activeNodesList, nodeS et
Output: netLatencyE stimationMap

Function lazyNodesNetworkLatenciesCacheMap () :
binningS chema «— empty

for activeNode in activeNodesList do

binningS chema.update(activeNode, bin, subBin)
end

for nodeA in nodeS et do

for activeNodeB in activeNodesList do

if tupleAB not exist then

netLatencyE stimationMap.add(tuple)
else
tupleAB.addLatency(fromAtoB.latency)
netLatencyE stimationMap.update(tupleAB)

end

end

end
return netLatencyE stimationMap

landmarkMetrics < activeNode.getLandmarksMetrics()
binLevel, subBinLevel «— getBinLevelFromLandmarkMetrics(landmarkMetrics)
bin, subBin « binningS chema.createBinLevell f NotExist(binLevel, subBinLevel)

binA, subBinA « binningS chema.getBinAndS ubBin(nodeA)

binB, subBinB « binningS chema.getBinAndS ubBin(activeNodeB)
fromAtoB.latency « euclideanDistance(BinA, subBinA, binB, subBinB)
tupleAB « networkLatencyE stimationMap.getTuple(nodeA, activeNodeB)

‘ tupleAB « createTuple(nodeA, activeNodeB, fromAtoB.latency)

ated scenarios considered both node and networking capabil-
ities. The results show how, as the number of nodes and the
selection criteria increase, the average CPU consumption time
also increases, with values lower than 60 ms for 10,000 network
nodes. In this case, the average CPU consumption time added
by the NARA mechanism respecting the CLARA mechanism
is equal to 20.04 ms, which can be considered negligible and a
good indicator of the scalability of the NARA mechanism.
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Figure 6: Analysis of CPU consumption scalability for the MCBR process.

6.6. Resource Allocation Phases

The NARA mechanism is crucial in two stages of the US
life cycle. The setup phase ensures that deploying a new US
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in the network meets all US requirements. In the reallocation
phase, it selects replacement resources, assigns them to the US,
and replicates US data to them. This section outlines the phases,
actions taken, and criteria used to select suitable resources.

6.6.1. US Initial Deployment (Setup Phase)

The initial deployment of a US in a network involves se-
lecting nodes based on the MCBR node sorting process. The
first node is randomly selected from the ordered list, while the
remaining nodes are selected as the closest nodes in terms of
network latency, distinguishing between HQ and CN nodes.

The initial selection of HQ nodes (characterized by their
upload (VU,) and download (VD,) rates) is made according
to the quality of the nodes and the node sorting criteria. The
criteria for HQ nodes are based on node availability, upload
and download speed, and network latency. The replication time
to the remaining nodes depends on the data size (US data), the
upload and download speeds, and the network latency between
nodes involved in data replication. Thus, the initial deployment
of a US involves an offload data process to one node, followed
by replication to the rest of the nodes assigned to the US.

The initial selection of CN nodes is similar to the process
for HQ nodes, with some differences. First, the replication pro-
cess is unique from the initial random node to the CN nodes.
Second, node selection is based on the same criteria as HQ
nodes, except for node availability. However, CN nodes must
efficiently combine candidate nodes based on their complemen-
tary availability with the minimum number of LQ nodes while



minimizing latency. A two-stage selection mechanism is ap-
plied to achieve both goals. First, the complementarity degree
for the remaining CN nodes is computed, and the nodes are or-
dered in decreasing order by their Euclidean distance. Then,
the aggregated latency with respect to the rest of CN nodes is
computed, selecting the node with lowest accumulated latency.

6.6.2. US Nodes Reallocation (Reassignment Phase)

The US reassignment phase involves assigning new nodes
to restore the US QoS after degradation. The selection process
considers network latency and upload and download speeds to
minimize degradation time. Prioritizing nodes based on latency
and upload and download speeds allows the selection of nodes
with better performance and shorter replication times. The con-
nection between any pair of nodes is defined by the download
rate of the destination node (Vp,, ), the upload rate of the source
node (Vy,,), and the network latency (Lgc.q4esr)- The link speed
will be the minimum value of both rates.

On the other hand, we assume that the data are split and sent
from the currently active nodes assigned to the US to the new
node. The data each node sends depends on the network charac-
teristics and the bandwidth between the source and destination
nodes. Therefore, we can consider the following assumptions:
1) each active node of the US contributes at least some data
to the destination node, 2) the bandwidth is not shared (multi-
plexed) between several source nodes and the destination node,
and 3) only nodes assigned to the same US and in “active” (US-
assigned and available) state are considered for user data repli-
cation. The total user data required for replication to the new
destination node is D. Each currently assigned node contributes
a portion of D based on the link bandwidth between the source
and destination nodes. Then, we can distinguish two alterna-
tives regarding the data slice to be replicated:

e D1 or data slice when the link speed between the source
and destination nodes is limited by the download speed
of the destination node (Vp,,,).

_ D i VDduz
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where N is the set of nodes currently assigned to the US
from which replication is performed, and V;_p is the min-
imum value between the upload speed of the source node
i and the download speed of the destination node. Then,
the data slice download time (7'p;) will be equal to:

D1 (6)
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where L;_p represents the latency between the source node
i and the destination node D.

e D2 or data slice when the link between the source and
destination nodes is limited by the upload speed of the
source node (Vy_ ).
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where N is the set of nodes currently assigned to the US

from which replication is performed, and V;_p is the min-

imum value between the upload speed of the source node

i and the download speed of the destination node. Then,

the data slice download time (7p;) will be equal to:
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where L;_p represents the latency between the source node
i and the destination node D.

Thus, the user data D to be replicated in the data slices from
the source nodes to the destination node will be equal to:
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Where:

e N is the set of active nodes currently assigned to the US
whose link speed to the destination node is limited by the
download speed of the destination node (Vp,, ).

e N, is the set of active nodes currently assigned to the US
whose link speed to the destination node is limited by the
upload speed of the source node (Vi ).

sre

e D1;and D2; are the D1 and D2 data slices to be replicated
from nodes i and j, respectively.

Therefore, the total replication time of US data from source
nodes to a new destination node is calculated by adding the la-
tency times of each pair of source and destination nodes and the
download times of the data slices D1 (Tp;) and D2 (Tp»).

DI, D2,
Treplication = Z (LiD + ) + Z (LjD + V_j) (1D
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Finally, regarding the potential impact of simultaneous node
failures, the node reassignment process will start sequentially
replacing each failed node one by one, replicating the service
data from the surviving (active) nodes. As nodes are being re-
placed, they will be incorporated into the scheme to restore the
user service data in the following failed nodes to be replaced. In
this case, the total replication time will be the sum of replication
times for all the replaced nodes.

6.7. Energy Consumption Reduction by Aggregated Latency Min-
imization on Data Replication for Node Reassignments

To ensure availability, US data replicas must be kept on sev-
eral nodes in both the setup and reallocation phases. Network
latency can have a significant and non-negligible impact on en-
ergy consumption. A new node is selected when a node fails,



and US data is synchronized from the current nodes. This pro-
cess involves splitting US data into fragments from active nodes
to the new node. The size of these fragments depends on the
source and destination nodes’ rates and the network latency be-
tween them. Likewise, regular updates between US data repli-
cas are necessary to sync the data shift since the last update.

Although the size of the US data updates to periodically
synchronize between replicas is much smaller than the full syn-
chronization performed on node reassignments, the update fre-
quency, the number of changes, and the latency can also have a
relevant impact on performance and energy consumption. There-
fore, we can assume the existence of a correlation between
aggregated latency among replicas and energy consumption.
However, the type of correlation between both concepts mostly
depends on the efficiency and energy saving strategies used by
the nodes and network devices involved in the data transmis-
sion. Latency can be affected by several factors, such as net-
work bandwidth, network congestion, and network distance be-
tween devices. Energy consumption, on the other hand, de-
pends on several factors, including the size of the data to be
transmitted, network technology, network routing, and the ef-
ficiency of the network devices. Therefore, it is important to
analyze the relationship between aggregate latency and energy
consumption by considering different aspects of the study.

Quantitative information from network operators on energy
consumption is not publicly available or only provided to esti-
mate the entire Internet backbone. The lack of low-level infor-
mation about energy consumption (e.g., network device, com-
munication hop, network path), jointly with the lack of informa-
tion about the internal routing and the network devices involved
in the communication, makes it impossible to estimate the im-
pact on the energy consumption reduction quantitatively. Thus,
our research does not aim to provide a quantitative analysis of
the reduction of energy consumption when the aggregated net-
work latency is minimized. Rather, we aim to provide a com-
prehensive reflection on this topic to elucidate the reasons that
allow us to presume that when the aggregated network latency
on data replication processes is minimized, the overall energy
consumption is reduced. While we cannot yet provide quantita-
tive evidence for this reduction, our diverse analysis and com-
pelling arguments lead us to believe that minimizing the aggre-
gated network latency could reduce energy consumption.

In this sense, data transmission between geographically dis-
tributed replicas depends on network throughput, congestion,
and routing factors. These factors can lead to network latency,
resulting in longer transmission times and higher power con-
sumption. Higher network throughput can reduce latency but
increases power consumption for network devices involved in
data transfer. Higher network latency may lower power con-
sumption but not meet the US requirements. In our case, we
cannot influence network routing selection, throughput, or con-
gestion, so we cannot estimate total energy consumption. How-
ever, replicating data to multiple replicas over heterogeneous
network links with higher latency and lower bandwidth may re-
sult in longer active connections, leading to higher power con-
sumption as devices remain active for longer periods. Thus,
selecting a node pair with lower latency could make sessions
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active for less time, resulting in lower power consumption.

Concerning transmission retries, transmission errors are more
likely to occur on inter-node links where latency is higher, re-
sulting in a higher number of transmission retries and, thus,
higher energy consumption (positive correlation).

In terms of network infrastructure, it is necessary to main-
tain an active network infrastructure in all locations where there
is a replica to ensure that all US replicas are up-to-date. Con-
sequently, the higher the latency, the longer this infrastructure
must remain active and consume power. Power-saving algo-
rithms used in network devices can reduce power consump-
tion by reducing transmission rates or putting certain network
parts in standby mode. However, this can increase network
latency when reactivated, impacting replication times and US
QoS degradation time, especially in USs sensitive to latency.

Regarding new replicas, data replication to a new replica
requires long-distance transfers from geographically dispersed
sources to ensure availability. This data replication can result in
significant aggregate latencies, increasing power consumption
during the transfer phase. The energy consumption from data
replication is positively correlated with the carbon footprint and
energy-inefficient network infrastructure can increase energy
consumption and greenhouse gas emissions (GHG). Besides,
network latency can also affect energy consumption, as longer
devices must be active to transmit data, resulting in higher en-
ergy consumption and carbon emissions. Therefore, given the
positive correlation between the energy consumption derived
from data replication and the carbon footprint, we can add some
additional considerations. About the replication network dis-
tance, the distance between data replicas can increase GHG
emissions due to increased time, energy, and network resources
required for data transfer. Concerning hardware and software
efficiency, selecting energy-efficient hardware and software can
significantly reduce energy consumption during data synchro-
nization, particularly in volunteer networks where participating
nodes (most likely with low-energy efficiency) and access net-
works are considered. Finally, about periodic synchronization,
lower latencies between US nodes and a fine-tuned synchro-
nization strategy can minimize computational needs and net-
work load, reducing energy consumption and carbon footprint.

In summary, higher aggregate latency in data replication or
synchronization processes can lead to increased energy con-
sumption due to longer data transmission and the need to main-
tain active communication infrastructure. If energy-efficient
strategies are not adopted, the carbon footprint is also increased.
Thus, minimizing aggregate network latency and maximizing
node networking capabilities as part of the selection criteria can
reduce energy consumption and carbon footprint.

6.8. Special Conditions and Considerations

The NARA mechanism is designed for specific large-scale
applications requiring distributed data replicas across network
nodes. The fluctuating nature of volunteer resources requires
the maintenance of numerous replicas of the application data
to guarantee its accessibility. The application must be able to



oversee multiple data replicas across various nodes and ensure
that they are synchronized. If a data replica becomes inacces-
sible due to node unavailability, the application data should be
replicated to a newly selected node from the surviving nodes.
This means the mechanism’s utility is constrained to this spe-
cific domain, limiting its adaptability to other application types.

In this regard, fault tolerance, throughput, and load balanc-
ing are application characteristics and, therefore, decision pa-
rameters of the system designers during service deployment.
System designers may implement different strategies for in-
creasing the fault tolerance and redundancy of the network (e.g.,
use more HQ nodes, increase the used nodes for service deploy-
ment incorporating a tolerance margin for eventual failures).
However, these decisions negatively impact the network due to
an inefficient use of the available resources. In our context,
the QoS degradation time will depend on a smart selection of
the nodes that minimize this time while making fair use of the
network. Thus, it is not the purpose of the model to study or
discuss any of the strategies that could be implemented on top
of this node selection to optimize the degradation time from the
fault tolerance and load balancing perspective.

Finally, the mechanism presents challenges in the geograph-
ical distribution of landmark nodes. Ensuring an effective ge-
ographical spread of them can be a complex task, especially
when considering factors such as network coverage and acces-
sibility. Maintaining these landmark nodes adds another man-
agement layer, requiring ongoing oversight to ensure contin-
ued functionality. The mechanism depends on these landmark
nodes’ availability, introducing an element of uncertainty and
potential disruption to the system. The distribution of landmark
information as the nodes join the network requires careful or-
chestration to seamlessly integrate new nodes while ensuring
they have access to the necessary landmark data.

7. Computational Experiments

This section details the simulation environment and experi-
ments for evaluating the performance of the NARA mechanism.

7.1. Simulation Environment

The simulation model is based on Garlanet [41], a realistic
large-scale VCS of a microblogging (Twitter-like) application
that stores and replicates US data across nodes to ensure avail-
ability. This model, presented and validated in [2] and [33]], fol-
lows a discrete-event model in which real-time is simulated as
a series of events (e.g., nodes status changes) that occur at spe-
cific times, and how these events change the state of the whole
system at that specific times. Thus, as availability events occur,
nodes are connected and disconnected during the simulation.
In this way, the model considers dynamic changes in the node
availability and the impact of varying workloads during simula-
tion. As result, the changes occurred in the nodes’ availability
and the varying service and reassignment workloads allow us to
study the interactions between the system components, observ-
ing how affect the overall behavior of the mechanism. Garlanet
has a CCS component that decides which US should be man-
aged by each node. It also informs which nodes are managing
each US when queried, monitors nodes status, detects available
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nodes and assigns the most suitable ones to clients. Addition-
ally, it ensures all USs meet minimum replica number and QoS
constraints, ensuring a smooth operation and efficient RA.

The node availability characterization is based on histori-
cal availability traces from the Failure Trace Archive (FTA) B
a public repository of distributed system traces. This informa-
tion, spanning 230,000 nodes, is used to validate fault-tolerant
models and algorithms. This historical data allows simulating
nodes based on real user behavior, enabling the validation and
verification of the NARA mechanism and evaluating expected
results in a similar real network. The simulator, developed us-
ing Java 11 Standard Edition, aims to accurately reproduce a
real scenario, using an Intel quad-core 2.7 GHz processor and
16 GB RAM on a workstation running Ubuntu 22.04.

7.2. Simulation Assumptions

The simulation assumptions can be summarized as follows:
1) The CLARA mechanism simulation in [2] revealed a 50%
distribution of US QoS between HQ and CN nodes, 2) The
nodes upload and download rates distribution is based on monthly
information published by the tool Speedtest ﬂ Ookla, the com-
pany behind Speedtest, is currently the global leader in fixed
broadband and mobile network testing applications and anal-
ysis. This considers symmetric (fiber) and asymmetric (adsl,
cable, fiber) links with upload and download rates between 5
Mbps and 1 Gbps; 3) the distribution of the latency into bins and
the number of landmarks has been selected to create a represen-
tative number of bins and nodes on each. This combination en-
ables the evaluation of the goodness of the NARA algorithm in
classifying nodes by latency, updating the cache using the lazy
process for estimating the latency between nodes as required by
the MCBR process; 4) The US QoS required, and the US node
distribution (HQ and CN) have not been altered, respecting the
analysis and simulation performed on the CLARA mechanism
[2]. This enables the comparison between both mechanisms re-
sults, 5) The microblogging application uses a constant value
of US data based on a number of conversations, the average
number of messages per conversation, and the average size per
message to ensure US QoS degradation time metrics are only
dependent on network location and node capabilities, and 6)
node capacities to host US range from 200 to 300.

7.3. Simulation Scenarios

The simulation aims to quantitatively compare and evaluate
the NARA mechanism with the CLARA mechanism, focusing
on the impact of node bandwidth parameters and internode net-
work latency as part of the NARA mechanism’s selection cri-
teria. The goal is to minimize the time a US can operate with
degraded QoS, ensuring the minimum QoS required by the US.

The selection criteria are an application-driven decision that
must be aligned with the purposes and objectives of the appli-
cation. As stated in Section the NARA mechanism is de-
signed for a type of application based on distributed storage

Uhttps://fta.scem.westernsydney.edu.au/
Zhttps://www.speedtest.net/global-index



among several replicas in different network nodes. It requires
to prioritize nodes according to the following selection criteria
and priority order: 1) By availability (AV) exhibited during the
node AP interval, as a parameter to maximize; 2) By node per-
centage of occupation (PO) concerning the maximum number
of USs it can host, as a parameter to minimize, 3) By network
latency (NLT) of the node to a previously randomly selected
node., as a parameter to minimize, and 4) By upload speed
(UPS) and download speed (DWS) of the node, as parameters to
maximize. The NARA mechanism is evaluated using simula-
tion scenarios that combine different selection criteria and node
selection modes. The scenario I (CLARA) uses node sorting
criteria only, while scenario Il and scenario 11l extend this cri-
teria to network characteristics and latency. Table[2]summarizes
the selection criteria used for each scenario. The upload and
download speeds are simulated following a distribution of net-
work access technologies randomly assigned to the nodes when
created, regardless of whether they are HQ or CN nodes. In
addition, the simulation considers several network workloads,
ranging from 500 to 4,000, with the aim to assess its scalability
and performance.

Selection Criteria
AV [ PO [ NLT [ UPS | DWS
Scenario I (CLARA)
- HQ nodes v v
- CN nodes v
Scenario IT (NARA - Network Properties)

- HQ nodes v v v v

- CN nodes v v v
Scenario III (NARA - Network Properties & Latency)
- HQ nodes v v v v v

- CN nodes v v v v

Table 2: Selection criteria used for simulation scenarios.

8. Analysis of the Results

This section presents the results of each simulation scenario
followed by a discussion of the findings.

8.1. Experiment Results

The experimental results can be categorized into various
analysis areas, including QoS, US data replication, execution
and processing, and US reassignment metrics.

The QoS metrics results show a significant reduction in the
average time for initial US replication in the assigned reposito-
ries and the average time that USs are in degraded mode. Fig[7]
shows how this reduction is significant for the NARA scenarios
that consider node download and upload speeds as part of the
sorting criteria, compared to scenario I. The time required to
complete the initial deployment of a US in all replicas shows a
significant reduction with the NARA node selection mode. The
setup times for both NARA scenarios remain stable below 2
seconds as the number of network nodes increases, resulting in
a reduction of 70.61% (for 500 nodes) and 86.18% (for 4,000
nodes) compared to scenario I (CLARA). Besides, the time
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that the US is in degraded mode is remarkably reduced when
network parameters are part of the sorting and selection crite-
ria, with a reduction in times between 60.90% (for 500 nodes)
and 80.97% (for 3,000 nodes) compared to scenario I. Addi-
tionally, we have evaluated the latency variability in scenario
IIT around the estimated value, aiming to assess how sensitive
the Qos degradation time is to variations in the latency estima-
tion. [42] supports the latency variability used for the simula-
tion, which analyzes two complementary datasets to quantify
the latency variation experienced by Internet end-users. These
metrics remain relevant for our purpose, as supported by the in-
sights exhibited in [43]] where authors reveal that Internet delays
can be characterized as constant on timescales of 15 minutes to
several hours after re-examining the constancy of end-to-end la-
tency on Internet paths. The new simulation scenario considers
the latency recalculation on every node communication as an
increase over the estimated value by a random value in the vari-
ability range. Thus, we evaluated the pessimistic case where
the estimated value represents the minimum latency, and the
random latency value symbolizes the variability on the repli-
cation link. The results showed a slight increase respecting
scenario III, where only the estimated latency derived from the
binning scheme was considered. This increase ranges between
100 and 350 ms, representing a percentual increase between
5% and 23%, respecting the estimated latency. Compared to
scenario II, the results are slightly worse while reducing the ag-
gregate latency between replicas. However, the results are still
outstanding compared to the CLARA scenario.

The US data replication metrics show a significant reduc-
tion in the average time spent replicating US data to nodes dur-
ing the reassignment process. Compared to scenario I, Fig[§|
shows how this reduction is remarkable in both NARA scenar-
ios II and III. The average US data replication time for node
reallocations remains stable below 42 seconds as the number of
network nodes increases, with a reduction of 70.06% (for 500
nodes) and 77.68% (for 4,000 nodes) compared to scenario I.

About the execution and processing metrics, the study fo-
cuses on: 1) the US node reassignment and 2) the MCBR node
sorting processes. Regarding the US node reassignment pro-
cess, Fig[9)shows that most of the execution time is processing
time. The average reassignment time remains stable below 660
ms for all evaluated network nodes, reducing execution times
between 67.94% and 73.60%. Processing times decrease be-
tween 68.09% and 73.69% compared to scenario I. Regarding
the MCBR node sorting process, Fig[I0] shows an increase in
execution and processing times for NARA scenarios compared
to scenario I. The inclusion of network criteria in scenario II in-
creases the average execution and processing times by 26.84%
compared to scenario I. Adding network latency as a selection
criterion increases the average by 22.38% over scenario II.

Finally, regarding US reassignment metrics, Fig. [IT| shows
how the number of USs affected by node unavailability is sim-
ilar across all scenarios, with equivalent QoS recovery levels
achieved in almost all cases. The US recovery efficiency of sce-
narios I and II is almost identical, slightly higher than scenario
III. This is due to the node selection performed in scenario I re-
specting the NARA scenarios. In scenario III, latency addition
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allows for the selection of closer nodes, not prioritizing nodes
that would otherwise be the best nodes. This results in a minor
improvement in the efficiency of node reassignments.

8.2. Statistical Hypothesis Testing

Validation is based on the Wilcoxon signed rank test. This
test is a non-parametric statistical hypothesis test commonly
used to compare two related samples. In particular, this test
aims to assess whether their population mean ranks differ. A
confidence level of 95% is used. The R programming language
(version 4.3.2) (R Core Team, 20234) was used to perform the
hypothesis tests. The tests performed cover the main metrics
used to validate the goodness of the NARA mechanism: 1) the
average time for US replicas to be available at US setup, 2)
the average time for US to run with degraded QoS, and 3) the
average time to replicate US data from the currently assigned
replicas to a new replica at reassignment.

Table [3] shows the results of the Wilcoxon signed-rank test,
considering a single scenario of 1,000 nodes and all the scala-
bility scenarios, ranging the simulated nodes from 500 to 4,000.
These results exhibit that for the average time for US replicas to
be available at US setup and average time to replicate US data
on reassignment metrics, we cannot reject Hy, and therefore,
we have no statistically significant evidence that the difference
between the mean ranks is not zero. On the other hand, for the
average time for the US to run with degraded QoS metric, we
reject Hy. Consequently, we have statistically significant evi-
dence that the difference between the mean ranks is not zero.
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8.3. Discussion

This section discusses the results detailed in subsection [8.1]
about considering network latency as MCBR selection criteria.

The results show that the differences between scenarios 11
and III are not statistically significant except for the average
time a US runs with degraded QoS, with a minimal difference
between both scenarios. However, scenario III improves the
energy efficiency while allowing the deployment of USs sen-
sitive to latency between replicas, reducing the time required
for data replication and sync updates. This allows us to con-
sider the choice of one scenario or the other as a trade-off be-
tween the average time that USs run with degraded QoS or an
overall improvement in energy consumption while enabling the
deployment of USs sensitive to latency between data replicas.

The NARA mechanism enables the use of both behaviors:
1) based on node capabilities only and 2) based on node capabil-
ities and network latency. The CCS is responsible for determin-
ing the most appropriate mode for selecting nodes according to
the US and network requirements. These requirements may in-
clude US deployment requirements, USs sensitivity to latency
between replicas, power consumption constraints, replica up-
date requirements, and the volume of US data updates.

9. Conclusions and Future Research

This paper presents the NARA mechanism as a response to
two research hypotheses: 1) network awareness and node prop-
erties can be considered in RA algorithms to minimize the US
QoS degradation time, and 2) the inter-node network latency
can be estimated using a network coordinate system that groups
nodes by latency bins. The NARA mechanism is an RA method
that exploits network properties and node capabilities to mini-
mize the QoS impact of the USs deployed in the network. As
a result, the network-aware selection of nodes satisfies US QoS
requirements while minimizing periodic updates and replica-
tion times of US data replicas. The NARA mechanism reduces
USs QoS degradation time and energy consumption, enabling
the deployment of USs sensitive to latency between replicas.

The simulation results shows how the NARA mechanism
minimizes the time that USs operate with degraded QoS in the
case of unavailability of the currently assigned nodes. This
time is drastically reduced (between 67.82% and 81.93%) by
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Scenario Scalability Scenarios
1,000 nodes (500 to 4,000 nodes)

W | p-value | RejectHp? | W | p-value | Reject Hy?
Average time for US replicas to be available at US setup | 67 0.7197 No 7 0.1484 No
Average time for US to run with degraded QoS 22 | 0.03015 Yes 25 | 0.00828 Yes
Average time to replicate US data on reassignment 54 0.7615 No 16 0.8438 No

Table 3: Wilcoxon signed-rank analysis.
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adding network characteristics to the sorting and selection cri-
teria of nodes. Moreover, considering network latency as part of
the selection criteria shows a remarkable improvement concern-
ing the CLARA mechanism [2] and a negligible deviation con-
cerning the scenario considering only the download and upload
speeds of the nodes as part of the selection criteria (between
60.90% and 80.97%). This allows the selection of groups of
nodes that are very close to each other in terms of connectivity,
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reducing the time and energy consumed by periodic replica up-
dates and data replication in the event of node reassignment. In
addition, the proximity of selected nodes allows deploying USs
with high sensitivity to network latency between US replicas.

Future lines of research will focus on extending and refining
the node selection criteria by incorporating customized network
and node properties depending on the nature, sensitivity, and
requirements of USs deployed in the network. Incorporating
properties that aim to improve overall energy efficiency will be
of particular importance, enabling the selection of nodes with
better performance in terms of QoS, energy consumption, and
environmental commitment.
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