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Abstract
In this article, collective action is analysed as a suitable mechanism to protect fundamental 
rights in the digital environment. Our hypothesis is that collective actions to protect diffuse 
interests and public interest can be of relevance to enable private but particularly public 
bodies to (indirectly) protect people’s fundamental rights (e.g., data protection, privacy, 
non-discrimination and freedom of expression and information). To this end, Directive 
2020/1828, that specifically addresses representative actions, Article 80 of the GDPR and 
Article 86 of the Digital Services Act are studied. These last two articles address alterna-
tive mechanisms to individual representation to exercise the rights conferred to individuals 
by the Regulations. Finally, some conclusions are presented.

Highlights 

•	 Some characteristics of the digital sphere guide us into exploring collective action as a 
mechanism that should be further developed to protect people’s fundamental rights.

•	 Collective action leaded by public bodies for the defense of diffuse interests or public 
interest can be of significant importance in the digital environment to (indirectly) pro-
tect fundamental rights.

•	 Harm and compensation of certain violations of fundamental rights in the digital envi-
ronment should be reconceptualised.
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Introduction

In the legal culture of continental Europe, following the individualist principles of Roman 
law and private law, the subjective interest of the owner is taken as the starting point. In 
terms of fundamental rights, this essentially subjective nature of rights has become increas-
ingly difficult to maintain due to the technological and social transformations of the twen-
tieth and twenty-first centuries. Consumer law and environmental law have resulted in the 
development of concepts, instruments, and techniques to ensure “diffuse,” “supra-individ-
ual,” “collective,” “trans-personal,” “group,” rights, etc. (Cotino Hueso, 2022). In recent 
years, the EU has experienced an increase in collective actions for consumer protection, as 
well as in other areas such as data privacy and digital services (Erixon et al., 2025).

However, legal systems are still far behind social and economic reality, and any attempt 
to establish rights that do not identify with individual and private structure and instrumen-
talization encounters a significant amount of resistance (García Alvarez, 2020). Most Euro-
pean Union (EU) Member States have low rates of collective actions, including regulatory 
redress and consumer ombudsman cases, compared to individual litigation cases (Hodges 
& Voet, 2024).

The EU has acknowledged this gap and is attempting to promote collective action as 
a mechanism to empower consumers, creating an EU level playing field for traders and 
consumers. In this regard, Directive (EU) 2020/1828 on representative actions for the pro-
tection of the collective interests of consumers (hereinafter Directive (EU) 2020/1828) has 
the aim to ensure that at EU and national level at least one effective and efficient procedural 
mechanism for representative actions for injunctive measures and for redress measures is 
available to consumers (Recital 7). Specifically, Recital 1 of Directive (EU) 2020/1828 
highlights how “globalization and digitalization have increased the risk of a large num-
ber of consumers being harmed by the same unlawful practice.” In addition, the General 
Data Protection Regulation (hereinafter GDPR), in its Article 80, and the Regulation (EU) 
2022/2065 on a Single Market for Digital Services (hereinafter DSA), in its Article 86, 
stipulate that individuals have the right to mandate a body, organization, or association 
to exercise their rights conferred by the Regulations. Particularly regarding Article 80 
GDPR, the doctrine established by the CJEU in the case Meta Platforms Ireland Limited 
(C-319/20) is of special interest as it allows associations to take legal action in the absence 
of a mandate conferred for this purpose and regardless of the violation of specific rights 
of the persons concerned (Section 83). Later on, this approach was confirmed in the case 
Meta Platforms Ireland Ltd (C-757/22). This doctrine can reduce the burden on people to 
protect their rights in the digital environment. In addition, it is argued that de-individu-
alizing the protection of rights must lead to public bodies1 taking on more responsibility 

1  For example, concerning discrimination in the digital environment, Directive (UE) 2024/1499 of 7th May 
2024 and Directive (UE) 2024/1500 of 14th May 2024 on standards applicable to equality bodies, oblige in 
Article 10 of both Directives that Member States to ensure that equality bodies have the right to act in court 
proceedings in civil and administrative matters concerning the implementation of the principle of equal 
treatment. The right of the equality body to act in legal proceedings must include either the right to bring 
legal proceedings on behalf of one or more victims, or the right to participate in legal proceedings in sup-
port of one or more victims, or the right to bring legal proceedings in its own name, in order to defend the 
public interest. This article legitimizes equality bodies to bring collective actions in cases of algorithmic 
discrimination. It should also be taken into account that Member States may not grant the body the right to 
initiate legal proceedings in its own name, in order to defend the public interest (according to Article 10.3). 
Even if equality bodies are legitimate to bring group actions in cases of algorithmic discrimination, group 
actions to defend diffuse interests or the public interest (without an identified victim) are not guaranteed in 
all Member States.
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regarding the protection of diffuse interests or the public interest2 (without an identified 
victim), especially relevant in the online sphere.

Public bodies can access information; their actions are guided by a presumption of pub-
lic interest; they have expertise in protecting fundamental rights; it is possible for them to 
coordinate and collaborate with other authorities; and they can play a key role in interrelat-
ing harmed people (that can be indeterminate or not easily identifiable). These factors, in 
our view, make them well-suited to propose collective actions in these fields.3

There is a necessity of new regulatory skills and techniques to safeguard those harmed 
by unlawful practices in the online sphere. As Cohen (2019) points out, digitalization 
presses for operational accountability that moves beyond subject-centred conceptions.

Moreover, it’s important to emphasize that consumer law collective redress procedures 
are typically associated with economic compensation rather than the discontinuation of 
illegal practices. On the contrary, this article aims to highlight the importance of using 
these mechanisms in the digital sphere to prevent and stop illegal practices. The effective-
ness of addressing an illegal practice by a large technology company that can affect mil-
lions of people from an individual perspective appears to be diminished when compared 
to addressing it from a collective perspective (in the article are particularly considered 
infringements that have an impact on the subject’s privacy, data protection, non-discrimi-
nation and freedom of expression and information rights).

Reasons Why Collective Action Is a Suitable Mechanism for the Protection of Peo-
ple’s Fundamental Rights in the Digital Environment

Collective action is a mechanism taken by a group of people to enhance their condition 
and achieve a common objective. One of its aims is to simplify the litigation process by 
resolving individual claims that share common legal and factual issues in a single court, 
preventing therefore multiple lawsuits from being filed (Hornkohl & Ribera Martínez, 
2025, p.15).

The first reason why in the digital sphere there is a need to focus on collective action 
is that harms are dispersed among millions of people4 who experience different “small” 
harms, of which the overall societal impact is significant (Citron & Solove, 2022). As 
Mišćenić and Širola (2025, p. 40) highlight, “a single unlawful practice can cause large-
scale consumer detriment.” Citron and Solove (2022) describe that these types of injuries 
do not fit well into judicial conceptions of harm, which have an individualistic focus and 
heavily favour tangible physical and financial injuries that occur immediately. Moreover, 
data breach harms (as well as privacy, non-discrimination, and freedom of expression and 

2  It should be noted that legal proceedings protection diffuse interests or the public interest are not possible 
before the European Court of Human Rights. Article 34 of the European Convention on Human Rights 
(ECHR) provides that the Court may only receive an application from any natural person, non-governmen-
tal organization, or group of individuals claiming to be a victim of a violation.
3  In France, the LOI n° 2025-391 du 30 avril 2025 portant diverses dispositions d’adaptation au droit de 
l’Union européenne en matière économique, financière, environnementale, énergétique, de transport, de 
santé et de circulation des personnes (JORF n°0103 du 2 mai 2025), that transposes the Directive (EU) 
2020/1828 in Article 16.C.4 states that the prosecutor’s office can bring an action for cessation of the 
breach as the main claimant: “Le ministère public peut exercer, en qualité de partie principale, l’action de 
groupe en cessation du manquement. Il peut également intervenir, en qualité de partie jointe, dans toute 
action de groupe”.
4  To exemplify their arguments, the authors reference a data breach in T-Mobile, a credit company, that 
affected 7.8 million postpaid subscribers, 850.000 prepaid customers and 40 million past or prospective 
customers.
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information harms) are futuristic (in the sense their impact cannot be foreseen) and hard-
to-quantify (Muhawe & Bashir, 2021). Harris (2024) points in this direction as well, argu-
ing that infringements of law in the digital sphere commonly are diffuse, opaque, and occur 
at scale across millions of people. Whereas in the past, a consumer offense only affected 
people from a delimitated territory, today it is more plausible that the offense affects many 
people in the same or different EU Member States. All persons affected won’t be able to 
plead with the traders, but some of them may realize that an infringement has occurred in 
their particular case, and the search for justice through collective action, can also benefit 
other people in a similar situation.

Specifically in the field of non-discrimination, digital infringements can be the conse-
quence of massive processing of data that results in prejudicial treatment of a group as 
a collective, not of any particular person. The collective is therefore affected as a whole. 
Also, privacy infringements or data protection violations in the digital sphere rarely will be 
related to particular persons but will have a collective affectation.

Due to the dispersion and amplification of the effects, the difficulty to identify the vic-
tims and the fact that they will rarely have a prior relationship to promote a representative 
action, diffuse interests emerge as suitable to be protected. In this article, diffuse inter-
ests in the context of collective action are understood as those collective interests that (i) 
have a common factual circumstance, (ii) an indivisible object, and (iii) the members of the 
affected group are undetermined or cannot be easily identified (Souza da Silva Nascimento, 
2025). Collective actions aimed at protecting this type of interest have already been used 
in the EU and Member States. For example, before the Court of Justice of the European 
Union (CJEU) in discrimination cases Feryn (C-54/07) and Associatia Accept (C-81/12) 
or in data protection cases Meta Platforms Ireland Limited (C-319/20) or Meta Platforms 
Ireland Ltd (C-757/22).

Diffuse interests must be differentiated from collective interests, where there is a legal 
relationship before the occurrence of the damage (for example, in  situations where the 
interests of the persons who make up an association or a union are harmed).5

In the digital environment, not only collective actions for the protection of diffuse inter-
ests can be useful but also collective actions for the protection of the public interest,6 in 
other words, the defense of what is beneficial to all members of a community (those values 
and objectives that go beyond the concrete interests of persons or groups). In this sense, 
when developing the digital environment (for instance, through artificial intelligence), it 
is necessary to take into account not only the individual, but also the protection of pre-
sent and future generations (Cotino Hueso, 2022). Moreover, collective rights should be as 
important as individual rights, as they shape our current and future society. Therefore, the 

5  Also, interests of an individual nature and exclusive property but with a common factual origin (for 
example, the case of a mercury spill that causes various health effects on people living at the site of the 
spill—cancer, dermatological diseases) can be protected with a collective action. In a recruitment proce-
dure, all persons who have been discriminated against by an algorithmic system, that is to say who have 
been affected by common factual and causal elements, could unite and exercise a group action in order to 
receive compensation for damages suffered individually.
6  Examples of public interest in the digital sphere include the prevention of gender or ethnic origin ste-
reotypes, of discourses that promote the exclusion or subordination of certain population, of biased work 
advertising, or the avoidance of massive privacy violations. While it can be argued that collective action 
violates individual rights by erasing an individual’s cause of action in favour of the collective (Redish, 
2009), by acknowledging the slim likelihood of individuals winning a lawsuit against a large technology 
company, this approach can be rebutted.
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public interest is invested in these digital collective actions. Public policies should focus 
on promoting a collective perspective of problems that inherently affect millions of people.

From our point of view, diffuse interests or public interests are the interests more plau-
sible to be harmed collectively in the digital sphere. This is because groups harmed prob-
ably will be indeterminate or not easily identified, and generalized conducts that violate 
fundamental rights such as privacy, data protection, non-discrimination and freedom of 
expression will probably have an impact on the shared values and objectives of society as 
a whole.

Secondly, online marketplaces and transactions are growing exponentially. As a result, 
digital consumers are exposed not only to more risks (or different risks than the ones in the 
physical word) but to more potential mass damage situations (Mišćenić & Širola, 2025). 
The fact that these marketplaces have grown exponentially and have intricated markets 
from different countries in real time has made it particularly difficult to establish regulation 
to protect persons from the risks to which they are exposed. This augmented playing field 
justifies the growing responsibility that public bodies must acquire to protect people (see 
next Section).

Thirdly, there is a more pervasive power imbalance between consumers and the large 
technological companies than there was before the explosion and sophistication of the digi-
tal environment. Nowadays, you can rarely find a physical store where you can make a 
complaint or interact with a company’s worker. The existing relationship between trader 
and consumer is more distant, if not non-existent. This digital asymmetry makes con-
sumers more vulnerable in the digital environment, without bargaining power. This lack 
of power is aggravated by insufficient digital literacy and consumer awareness, cognitive 
biases, information overload, manipulative designs and practices, the targeting of vulner-
able consumers, problems with cancellation and renewal of digital subscriptions, the forced 
acceptance of terms and conditions, and influencer marketing, among other factors7 (Digi-
tal Fairness Fitness Check, 2024).

Besides, this asymmetry of power has its consequences: affected people can encounter 
difficulties in asserting their rights, namely impediments to plead because the legal costs 
are excessive or obstacles for obtaining evidence of the infringement given the opacity of 
the algorithm or the system that has caused it (that can, in the worst case scenario, imply 
that persons are unaware that there has been an infringement of their rights). In this regard, 
Harris (2024) has pointed out that in the digital environment infringements do not produce 
an easily recognizable consumer harm.

This difficulty in pleading implies that the infringement is not ceased nor sanctioned and 
that the damages are not repaired. Additionally, it has been highlighted that harms caused 
by algorithmic systems provoke less moral outrage than those caused by human, resulting 
in people being less likely to consider the organizations using these systems as responsible 
for the harm caused, which makes it easier for these harms to go unnoticed or unopposed 
(Bigman et al., 2023). This lack of pleading also implies that there is not a deterrent effect 
with regard to the supplier or the deployer of the system that has breached the law. A good 
mechanism of collective action could (i) pressure traders to change their practices; (ii) raise 

7  In this regard, the European Commission stated that “the next Commission will propose specific meas-
ures, with reflections towards a Digital Fairness Act to tackle unsolved unethical techniques and commer-
cial practices related to dark patterns, marketing by social media influencers, the addictive design of digital 
products and online profiling especially when consumer vulnerabilities are exploited for commercial pur-
poses”. See European Commission (2024).
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awareness; (iii) help seek remedies for many users in a mass claim; and (iv) oblige compa-
nies to cease the unlawful practice benefiting many unaware users.

Lastly, affected groups by digital infringements can be diverse, needing a system that 
interrelates them and brings them together or more plausibly protects them without the 
need for them to articulate a group for defending their rights (the electronic database cre-
ated by the Directive (EU) 2020/1828 can be an interesting tool, as it will be explained in 
the following lines). In this regard, for example, if a system in the digital sphere causes 
intersectional discrimination8 (e.g., discriminates people for multiple intertwined factors: 
disabled gypsy women or lesbian women over 60 years old), a collective mechanism is 
more suitable to demonstrate a systemic impact.

Comparative Promises and Challenges of Collective Actions Leaded by Public Bod-
ies in the Digital Context

On the one hand, public enforcement, in general terms, refers to state authorities vested 
with special powers and procedures to investigate an infringement and make decisions 
regarding this infringement (that are subject to judicial review). On the other hand, private 
enforcement9 refers to individually initiated litigation, either as stand-alone or follow-on 
action, before a court to remedy an infringement (Hüschelrath, 2013).

Collective action has been placed commonly in the private enforcement sphere, as it has 
been mainly promoted by civil society organizations. However, in the digital context where 
access to information can be difficult for individuals or civil entities, and affected people 
can be very isolated, public bodies invested in the protection of fundamental rights should 
have a leading role in collective action mechanisms. In this sense, the difficulty of gather-
ing together people harmed in the digital context is a meaningful obstacle to the creation of 
collective action (Katsabian, 2021), taking into account that people cannot meet regularly 
to share their common difficulties and unite. Mantelero (2017, p. 150) highlights that algo-
rithmically linked individual interests have an atomistic and fragmented dimension that 
demands a collective representation. In our view, this atomistic and fragmented dimension 
demands a public body that facilitates the link between all these isolated people and leads 
the way for the protection of their interests. This links with the doubts van der Sloot (2017) 
pointed out regarding what should a collective do to challenge the wrongs suffered before 
court: The whole community submits a complaint? Each member joins as an individual 
claimant? A legal organization in order to protect community rights? These issues would 
be simplified if a public body took responsibility for the protection in court of this commu-
nity and one clear mechanism was identified.

Public bodies are the guardians of public interests, and a main goal of their task should 
be to protect people’s rights in the digital environment, including (or mostly) those rights 
of minorities or people that do not know that their rights have been infringed. A critic 
given to current data protection legal mobilization is that it is primarily focused on “the 
data protection rights of the (more privileged) majority as opposed to minoritized data 

8  Intersectional discrimination is defined as one that occurs when a person is discriminated against at the 
same time on different grounds that interact and together produce a specific disadvantage (see Bribosia 
et al., 2021).
9  Despite this article focuses on the leading role public bodies should take in collective action to protect 
fundamental rights, public bodies could additionally help the private enforcement of digital rights by sen-
sibilization and information activities on user rights’ protection in the digital sphere or the guidance on the 
mechanisms to obtain information from big technological companies.
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subjects” (Tzanou & Vogiatzoglou, 2025, p. 120). This could be addressed by public bod-
ies that should focus on digital violations of fundamental rights of minoritized people.

It could be argued that this can be done through public enforcement, and not specifically 
through collective action. It is true that data protection authorities, consumer authorities, 
equality bodies, or market surveillance authorities have specific powers to request infor-
mation from businesses in public enforcement actions that may resolve some of the issues 
regarding power imbalances and disclosure of evidence. However, collective action pro-
vides for a collaborative dimension of the protection of rights, and it is possible for more 
people to be included. Furthermore, while some authorities possess the ability to make 
decisions on the cessation of illegal practices, others do not have it in accordance with 
EU law, for example, Member States’ equality bodies. The EU Directives 1499/2024 and 
1500/2024 on standards for equality bodies do not grant equality bodies the competence to 
make binding decisions or to sanction when there is a violation of the fundamental right 
to non-discrimination, and therefore collective action can be their only mechanism to stop 
illegal practices. However, equality bodies have not been granted either the possibility to 
act in court proceedings in their own name. It could be argued then that some public bod-
ies have the means but not the enforcement to make illegal practices stop—as they are not 
granted the competence to deliver binding decisions, sanction, or act in their own names in 
court proceedings.

Lastly, as it has already been highlighted in the environmental field, “the low value 
of environmental damage suffered individually by each person discourages victims from 
going to court alone” (Aragão & Celeste Carvalho, 2017, p. 42). This low value is socially 
constructed. If society gave more value to the environment, privacy, etc., the damage would 
also be more considered. The low value should not be disregarded by public bodies who 
aim to protect the public interest. Nonetheless, civil society organizations are the ones 
responding to the “international neoliberal consensus on the commodification of data” 
(de Souza & Taylor, 2025, p. 1) and its detrimental effects. From our point of view, even 
though this is true, it should not hinder the fight and the demand for public bodies entitled 
with the defense of fundamental rights to find ways to protect people’s rights in the digital 
environment as they should, and collective action is a valuable alternative to explore.

Nonetheless, there are impediments to the inclusion of public bodies as leading actors in 
collective actions. Firstly, it must be noted that public bodies have limited resources. How-
ever, people with no resources will not be able to engage either in private enforcement. 
Public bodies then should focus on fundamental rights violations that affect those people 
who do not have resources to engage in a private action. Moreover, the current availabilities 
for collective actions leave ample room for improvement (Hornkohl & Ribera Martínez, 
2025, p. 59). From our point of view, in order to improve collective action, it is important 
to consider better mechanisms to incorporate public bodies into collective action processes.

After presenting the reasons why collective action is a suitable mechanism for the pro-
tection of people’s fundamental rights in the digital sphere and why public bodies have a 
good position to lead collective actions, the current EU legal mechanisms established for 
this purpose must be examined.

Collective Action for Fundamental Rights Violations Occurred Online in the EU

Particularly regarding the ability for public bodies to engage in collective action (or lead 
a collective action), it must be taken into account that there is no obligation in EU law 
for member states to ensure that public bodies are able to engage in collective action. It 
is a possibility in the RGPD and the DSA, but not an obligation: article 80 and article 86 
refer respectively to the following: “not-for-profit body, organization or association,” and 
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“body, organization or association,” not specifically public bodies. Article 10 of Directives 
1499/2024 and 1500/2024 on standards applicable to equality bodies gives the possibility 
that equality bodies of member states have the right to act in court proceedings in civil 
and administrative law matters, but it is not an obligation either. However, Directive (EU) 
2020/1828 includes public bodies as possible qualified entities.

Although these bodies are not expressly considered in the EU legal instruments that will 
be analysed in the following section, Directive (EU) 2020/1828 (3.1), the GDPR (3.2), and 
the DSA (3.3), they can contribute to users’ fundamental rights’ protection.

Directive (EU) 2020/1828 on representative actions

Representative actions are mainly addressed by Directive (EU) 2020/1828, which sets out 
rules to ensure that a representative action mechanism to protect the collective interests of 
consumers is available in all Member States. Despite a representative action mechanism to 
protect collective interests being available in all Member States (will, because the Direc-
tive has not yet been transposed to all Member States10), its flexibility permits that non-
harmonized national rules persist, remaining the potential for forum shopping, as some EU 
countries adopt a more permissive approach than others (Erixon et al., 2025).

The Directive applies to representative actions brought against unlawful practices by 
traders as provided in the EU instruments listed in the Annex of the Directive, such as the 
GDPR (Annex I, point 56 from Directive (UE) 2020/1828), the DSA (Article 90), the Digi-
tal Markets Act (Article 42), and the Artificial Intelligence (AI) Act (Article 110). This 
means that violations of these regulations, which in turn undermine the collective inter-
ests of consumers, can be challenged by the representative action provided for in Directive 
(EU) 2020/1828.

While it covers a wide sphere of consumer law, going beyond the abrogated Injunctions 
Directive 2009/22/EC, it does not cover all instances of collective redress concerning the 
entirety of EU law,11 meaning that if the infringement falls outside the consumer domain, a 
collective action mechanism is not ensured. EU law has followed most EU Member States’ 
collective redress regimes where it only can be utilized in certain areas (e.g., consumer law, 
competition law). An exception is the Netherlands where the 2020 Collective Damages Act 
establish no restrictions regarding the subject matter of claims that can be brought or set-
tled collectively (Fairgrieve & Salim, 2022). It would have been interesting for the EU to 
broaden the areas where collective action can be utilized and oblige all Member States to 
develop mechanisms suitable for all matters of claims.12

Moreover, the concept “collective interests” must be specifically addressed for clar-
ity purposes because it can be diversely interpreted. Injunctions Directive 98/27/EC 

10  For example, the Directive has not yet been transposed in Spain. In France, the law transposing the 
Directive was approved on the 30th of April 2025.
11  This is specified in the Commission Recommendation of 11 June 2013 on common principles for injunc-
tive and compensatory collective redress mechanisms in the Member States concerning violations of rights 
granted under Union Law (OJ L201/60, 26.7.2013).
12  As Stöhr (2020) points out, this might be because of the limited legislative power of the EU. Article 
4.1 of the Treaty on the Functioning of the European Union (TFEU) states that the EU has full legislative 
power in the field of consumer protection. On the contrary, in the field of civil procedure, its legislative 
power is limited to the access to justice (through the principle of mutual recognition of judicial and extra-
judicial decisions in civil matters (Article 67.4 TFEU) and of judicial cooperation in civil matters having 
cross-border implications (Article 81 TFEU).
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(abrogated by Directive 2020/1828) defined them as “interests which do not include the 
cumulation of interests of individuals who have been harmed by an infringement.13” Direc-
tive (EU) 2020/1828 defines them as “the general interest of consumers and, in particular 
for the purposes of redress measures, the interests of a group of consumers.” In this regard, 
the general interest of consumers can be identified as the protection of their privacy rights, 
data protection rights, non-discrimination rights, or freedom of expression and information 
rights. If only cessation measures are demanded in the representative action, the general 
interests of consumers are sufficient to initiate the action; however, if there is a need for 
redress measures, the interests of an identified group of consumers must be recognized. 
The Directive (EU) 2020/1828 protects the interests of consumers regardless of whether 
those consumers are referred to as consumers, travellers, users, customers, retail investors, 
retail clients, data subjects, or something else.14

The Directive and its potential to address digital environment infringements will be ana-
lysed in the following sections, addressing particularly the role of qualified entities, the 
public and information mechanisms, the injunctive and redress measures, and the disclo-
sure of evidence.

Qualified Entities

Qualified entities are the ones that can intend representative actions according to Directive 
(UE) 2020/1828. These entities are defined in the Directive as any organization or pub-
lic body representing consumers’ interests which has been designated by a Member State 
(Article 3.4). Individual identification of every consumer concerned by the representative 
action is not needed (Recital 49). This is particularly interesting because in the digital envi-
ronment, as previously stated, it cannot be expected to identify all affected or potentially 
affected consumers.

The qualification of the entity by the Member State can be to bring domestic repre-
sentative actions, cross-border representative actions, or both (Article 4.2). The Directive 
does not establish the criteria that must comply qualified entities for domestic representa-
tive actions. Alternatively, for cross-border representative actions, qualified entities must 
comply with a set of obligations listed in Article 4.3 (e.g., the entity has 12 months of 
actual public activity in the protection of consumer interests prior to its request for des-
ignation, has a non-profit-making character, or is not the subject of insolvency proceed-
ings). The non-profit-making character of the qualified entity aims to avoid what has been 
warned about the United States of Northen America’s class action: “the lack of compensa-
tion for consumers, even in cases that are settled, contrasts sharply with the benefits reaped 
by plaintiffs’ lawyers” (Pincus & Brown, 2017, p. 6). The Directive has been criticised 
because as a result of its transposition in Member States’ law, there is “a kaleidoscope 
of different procedural requirements for the designation of qualified entities, standing and 
financing” (Mišćenić & Širola, 2025). Regulation regarding the funding of qualified enti-
ties is left to Member States (Article 10). This is a controverted matter because, as previ-
ously referred to, collective action has benefited legal professionals and third-party funders 
rather than consumers (Erixon et al., 2025). Also, this question is related to the fact that 

13  This is specified in the Recital 2 of Directive (EU) 2020/1828.
14  The definition leaves margin of appreciation. For example, “something else” includes persons integrating 
a collective that has been discriminated against in the digital environment.
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collective action can be seen as a revenue generator instead of a means of defending rights. 
If public bodies would have a leading role in collective action, financing wouldn’t be an 
issue, given that the public body would not have any particular [economic] interest, beyond 
protecting a fundamental right.

In addition, the existence of qualified entities aims to prevent litigation abuse15 even 
though it is implausible in Member States with dysfunctional collective redress systems, 
where the number of initiated collective actions is very low or non-existent (Mišćenić & 
Širola, 2025). Moreover, the argument of litigation abuse hinders people from more flex-
ible, easy, and efficient collective redress mechanisms necessary in the digital environment. 
In addition, certain authors affirm that the loser pays principle (that Recital 13.c of the 
Directive (EU) 2020/2024 recommends being implemented) has contributed to prevent 
abusive actions (Stöhr, 2020, p.1621; Coffee, 2025). Some authors (Amaro et  al., 2018) 
defend, however, that this principle can be problematic in an opt-out system where all 
members can be liable for a counterparty’s expenses if they lose the case. On the contrary, 
in an opt-in system, only those opting in are responsible. In the digital sphere, where a 
majority of people are affected, due to the fact that the effects of an infringement can be 
experienced by millions of people, it is not plausible to consider liable all those persons 
that could have participated in the collective action. In this regard, it should be the entity 
that initiated the action that is responsible for paying the counterparty’s expenses.

Article 4.7 of Directive (EU) 2020/1828 states that Member States may designate public 
bodies as qualified entities for the purpose of bringing representative actions. This Article 
is especially relevant in online infringements where public bodies (that can access more 
information than individuals16) can initiate representative actions (such as EU equality 
bodies in regards of discrimination occurring in the digital environment or data protection 
authorities for data breaches).

Lastly, Recital 23 of the Directive (EU) 2020/1828 explains how domestic and cross-
border representative actions are classified, placing as the deciding criterion the Member 
State in which the representative action is brought, being as a result impossible to change 
the classification during the course of the proceedings. Where a qualified entity brings a 
representative action in a Member State other than the one in which it is designated, that 
representative action should be considered cross-border. Alternately, where a qualified 
entity brings a representative action in the Member State in which it is designated, that 
representative action should be considered domestic, even if that representative action is 
brought against a trader domiciled in another Member State and even if consumers from 
several Member States are represented within that representative action. For cross-border 
representative actions, a leading role of a public body in the collective action could benefit 
from the coordination (already in place) with public bodies of other EU countries to gather 
information and establish mechanisms to raise awareness among people from other coun-
tries of the existence of the collective action.

15  Article 3.a of the EU Commission’s 2013 Recommendation on common principles for injunctive and 
compensatory collective redress mechanisms in the Member States granted the right or capacity to bring an 
action to two or more natural or legal persons or an entity entitled to bring a representative action. In this 
respect, a more open legitimation regime was envisaged in the Recommendation.
16  For instance, through article 77 AI Act, national public authorities or bodies which supervise or enforce 
the respect of obligations under Union law protecting fundamental rights shall have the power to request 
and access any documentation created or maintained under this Regulation in accessible language and for-
mat when access to that documentation is necessary for effectively fulfilling their mandates within the lim-
its of their jurisdiction.
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Publicity and Information Mechanisms

For a group action to be effective, it is necessary to have a good publicity and information 
mechanism (Chocrón Giráldez, 2022) with the aim of reaching as many people as possible 
who are interested in the litigation and who may wish to join the collective action (García 
Alvarez, 2020). For instance, in algorithmic discrimination cases, Wachter (2020) argues 
that notification to individuals whose data is used in profiling or automated decision-mak-
ing could facilitate the creation of a harmed group and representative action.

In this regard, Article 14 of Directive (EU) 2020/1828 obliges Member States to set up 
national publicly accessible through websites electronic databases with the aim to provide 
information on qualified entities and general information on ongoing and concluded rep-
resentative actions17 (in order to avoid representative actions having the same object and 
the same cause brought against the same trader). In addition, information could include, in 
plain and understandable language, the purpose, possible legal consequences, description 
of the group, and issues regarding the preservation of evidence (García Alvarez, 2020). 
With the proper dissemination, this tool can be very useful for those people harmed by 
companies in the digital environment. However, time will tell if it proves to be useful. Peo-
ple must first acknowledge its existence and be more aware of collective redress measures 
and representative actions’ operationality.

In addition, the European Commission (EC) has set up an information technology tool 
“EC-REACT.” This tool is an electronic database (Article 14.3) with the aim to central-
ize all communications regarding information and monitoring of qualified entities between 
Member States and the Commission and promoting the cooperation between the qualified 
entities for the exchange and dissemination of their best practices and experience. In addi-
tion, the tool aims to increase the cooperation between judges and administrative authori-
ties dealing with actions (European Commission, 2022). In a digital environment, where 
there are no territorial borders, this is a positive initiative to establish cooperation and 
coordination mechanisms between Member States and the EC.18

Injunctive Measures and Redress Measures

The Directive (EU) 2020/1828 envisages that qualified entities are at least entitled to seek 
injunctive measures and redress measures.

Injunctive measures can be provisional or definitive and aim to cease a practice or, when 
appropriate, to prohibit a practice, where that practice has been deemed to constitute an 
infringement. These measures are relevant in the digital sphere where a lot of people can 
be affected by the same unlawful practice without noticing (e.g., data protection breach, 
privacy violation, algorithmic discrimination). In this regard, the measure to cease a prac-
tice can benefit both those that are aware their rights are being vulnerated and those that 
are unaware. Injunctions may be aimed at stopping an ongoing practice or at prohibiting a 

18  The EC-REACT tool has the purpose to promote and facilitate the cooperation and coordination among 
Member States. However, it seems necessary the development of an organism with more powers and com-
petences in the digital environment where affected people can be in many different EU Member States. In 
this regard the European Public Prosecutor’s Office (EPPO), that has the power to investigate, prosecute and 
bring to judgment crimes against the EU budget, could be a good scheme to emulate concerning the viola-
tion of rights enshrined in the EUCFR in the EU digital environment.

17  National and cross-border.
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practice in the event that it has not been implemented yet but risks causing serious harm 
(e.g., if an AI system tested in an AI regulatory sandbox (Article 57 AI Act) shows risks to 
privacy and measures to mitigate the risks are not applied).

Directive (EU) 2020/1828 states that injunctive measures may include a measure estab-
lishing that the practice constitutes an infringement or an obligation to publish the deci-
sion on the measure in full or in part, in such form as the court or administrative author-
ity considers appropriate, or an obligation to publish a corrective statement (Article 8). In 
this sense, for example, the Court of Bologna, in judgment no. 2949/2020, of 31 Decem-
ber, after ordering Deliveroo to pay 50,000 euros in damages to the applicant trade union, 
ordered the publication of the text of the judgment in a national newspaper in order to 
guarantee its visibility (Fernández Sánchez, 2021). Currently, where companies’ reputation 
is highly important in online markets, dissuasive measures should be given a more central 
role in legal proceedings where there’s a violation of a fundamental right, always being 
especially protective of the victim.

Article 19 Directive (EU) 2020/1828 obliges Member States to lay down the rules on 
penalties applicable to the failure or refusal to comply with an injunctive measure of pro-
visional or definitive cessation of a practice or an obligation to publish the decision on the 
measure in full or in part. In addition, penalties must be imposed also if the trader, required 
by the court or the administrative authority, does not inform the consumers concerned by 
the representative action of any final decisions providing for injunctive or redress measures 
or any approved settlement (Article 13). Lastly, penalties must be imposed if the qualified 
entity or the defendant refuses to disclose evidence requested by the other party according 
to Article 18.

The failure or refusal to comply with redress measures is not envisaged in Article 19. 
Turning our attention to redress measures, they require a trader to provide consumers con-
cerned with remedies such as compensation, repair, replacement, price reduction, contract 
termination, or reimbursement of the price paid. In representative actions with the aim to 
obtain redress measures, Member States must provide for an opt-in mechanism, or an opt-
out mechanism,19 or a combination of the two (Recital 47 Directive (EU) 2020/1828).

In the digital environment, due to the lack of contact between harmed people, the dif-
ferent places where they might be and the difficulty of creating a consistent group, the opt-
out mechanism seems to be the more suitable. In addition, the opt-out principle permits 
that damaged parties exert stronger pressure on the tortfeasor (Stöhr, 2020), in our view, 
one of the more relevant functions of collective action in the digital environment. Also, as 
Amaro et al. (2018) highlight, the opt-out principle could be appropriate in cases where 
there are potential claimants who because of to the inconsequential amount of individual 
damages are not interested in pursuing their claims. Inconsequential amounts of individual 
damages can be those produced regarding the rights to non-discrimination, privacy, data 
protection, or freedom of expression and information. Taking as an example privacy dam-
ages, as Citron and Solove (2022) point out, the injury may appear small when viewed 
in isolation, but it becomes bigger when experienced by millions of persons and done by 
thousands of companies. In this sense, some damages to fundamental rights in the digital 
sphere are not easily economically quantifiable. This is an issue that should be addressed in 
further research because, as Wörle and Gstrein (2024, p. 308) point out, “the compensation 

19  Opt-out mechanisms mean that people benefit from the litigation if it is successful unless they opt-out of 
participating. Opt-in mechanism requires that people actively opt-in to benefit.
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of non-material damages remains a major roadblock for data protection [and other funda-
mental rights] litigation.”

Furthermore, as it is stated in the CJEU case Baathens Regional Aviation AB (C-30/19), 
although the judicial system gravitates mainly around the idea of economic compensation, 
in many cases, perhaps, it is not the most appropriate mechanism as a measure of redress. 
In cases where their impact cannot be foreseen or restored by economic compensation 
(e.g., racial profiling in online housing services or the promotion of gender stereotypes 
online), maybe the primary interest of that person is “to obtain a ruling on the reality of 
the facts alleged against the defendant and their legal classification” (Section 47). A sum 
of money cannot ensure a satisfactory remedial function and a truly dissuasive effect. The 
defendant generally considers it more advantageous in terms of costs and image to pay the 
compensation requested by the applicant, while thus avoiding the court studying the case in 
depth (Section 49). Redress and dissuasive requirements would be met if there were a link 
between the payment of compensation and a prior declaration of violation of a fundamental 
right (Maneiro Vazquez, 2022).

Going beyond, González Cazorla (2021) hypothesizes about the possible existence of 
a collective moral damage (which can be applied in cases where there are determinable 
persons), affecting the people who are part of the collective and harming their condi-
tions and quality of life (for example, if they suffer discrimination in the digital sphere 
because of their pertinence to a specific social collective), regardless of the damage suf-
fered individually.

Muhawe and Bashir (2021) argue that it cannot be demanded of people to traduce the 
privacy (or data protection, discrimination, or freedom of expression and information) 
harms suffered in the digital sphere in economically quantifiable injuries in order to have 
access to justice. They propose the recognition of a legal duty of private and public entities 
(that stand in a privileged position of technical know-how and have available vast resources 
for collecting, storing, and processing data) to adequately secure and process the data sub-
jects’ information. Therefore, the failure to accomplish this duty should translate into a 
violation of the data subjects’ privacy (or data protection or non-discrimination right). 
They justify the recognition of this duty considering that entities have access to the most 
personal and private information, and it can be expected that it is processed in a socially 
responsible manner (see, regarding the expectation of privacy, Roig Batalla, 2024).

Power Imbalance and Disclosure of Evidence

Article 18 of Directive (EU) 2020/1828 is particularly relevant because in the digital 
universe, there is a clear power asymmetry between traders and consumers and there are 
obstacles that hinder consumers to access relevant information that, without this article 
regarding the disclosure of evidence, would be impossible to obtain. However, the dis-
closure of evidence is subject to the applicable Union and national rules on confidenti-
ality and proportionality and requires that the qualified entity has provided reasonably 
available evidence sufficient to support a representative action. In most cases, without 
digital companies’ information, it is impossible to construct a representative action 
because the consumer has almost no information. It remains to be seen how strictly the 
sentence “reasonably available evidence sufficient to support a representative action” is 
interpreted. As Fairgrieve and Salim (2022) point out, this article seems to be limited to 
the acquisition of additional evidence. Public bodies that have the prerogative to access 
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more evidence should be in a better position to provide reasonably available evidence 
sufficient to support a representative action.

In a field where it is evident that there is an asymmetry of power, this article is not 
enough to outweigh the privileged and vulnerable position of the actors. From our per-
spective, the approach proposed by Fairgrieve and Salim (2022) to impose an obligation 
on both parties to declare evidence which has a bearing on the issues in the claim seems 
more plausible given that consumers can benefit more from this scheme.

Consumers should have a beneficial scheme to plead due to the power imbalance, 
as in other areas of law where an unequal power relationship has been recognized. For 
instance, in Spanish labour law, despite the Spanish Constitution requires the principle 
of equality to be applied, the original inequality between workers and employers (based 
on the different economic conditions and the special legal relationship that binds them) 
has led to certain disparities being incorporated into the judicial proceedings (Garrido 
Pérez, 2019). This has the objective of removing procedural obstacles that the worker 
may encounter due to their condition. Consumers, particularly in the digital environ-
ment, could face similar challenges.

Digital consumer law cases should be treated according to the power imbalance that 
exists between the parties, based on the different economic conditions, risk bearing of 
the outcome of the judicial process, special knowledge, and process experience (in these 
last two cases, it can be argued that due to the fact that large technological companies 
deal with many judicial cases, they have more knowledge and experience of the judicial 
process’ idiosyncrasies). As Stöhr (2020, p. 1609) points out, “collective redress can 
be a way of levelling the playing field for economically less powerful individuals.” The 
referred power imbalance can also justify more thorough attention by public bodies to 
cases of violation of fundamental rights in the digital environment and a clear position-
ing in favour of the disadvantaged party.

However, as Bessa e Venda (2025) highlights, Article 18 of Directive (EU) 
2020/1828 implies that the main evidence to build the case must be obtained by the 
collective action representatives on their own, signifying in practice that consumers 
will have to be identified because they will presumably be in possession of most of the 
evidence needed for this purpose. Taking collective actions to defend diffuse or public 
interests can be more challenging due to this.

Article 80 GDPR
The GDPR establishes in its Article 80.1 the right of the data subject to mandate 

a non-profit body, organization, or association (…) to assert their rights. These rights 
include the submission of a complaint on their behalf, the exercise of the rights referred 
to in Articles 77, 78, and 79 GDPR, and the exercise of the right to obtain compensation 
referred to in Article 82 where the law of a Member State so provides. In addition, its 
Article 80.2 establishes that Member States may provide that any body, organization, or 
association (…) independently of any mandate given by a data subject, has, in the Mem-
ber State in question, the right to submit a complaint with the supervisory authority (…) 
and to exercise the rights referred to in Articles 78 and 79 of the Regulation.

It is relevant to highlight the judgment of the CJEU of 28 April 2022 Meta Platforms 
Ireland (C-319/20). In the case, Meta Platforms Ireland made available to users free 
games provided by third parties. Users were informed that by using some of those appli-
cations, they allowed them to collect various personal data, gave them permission to 
publish on their behalf some of those data, and accepted the general conditions of those 
applications and their data protection policy. The Federal Union (a German entity) con-
sidered that the information provided by the games applications was unfair, in particular 
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in terms of the failure to comply with the legal requirements to obtain valid consent 
from the user.

The CJEU ruled in the case Meta Platforms Ireland Limited (case 319/20) that “arti-
cle 80(2) of the GDPR must be interpreted as precluding national legislation which allows 
a consumer protection association to bring legal proceedings, in the absence of a mandate 
conferred on it for that purpose and independently of the infringement of specific rights 
of a data subject” (Section 83). The entity can bring the representative action when “con-
siders” that the rights of a data subject laid down in that regulation have been infringed 
(Section 71).

Additionally, the CJEU stated in the subsequent case Meta Platforms Ireland Ltd (case 
757/22) that the consideration is circumscribed to the fact that the violation cannot be 
merely hypothetical, and the entity must have reasonable grounds to believe an infringe-
ment occurred (Section 44). Concerning the possibility for an entity to bring a representa-
tive action in the absence of a mandate conferred on it for that purpose, the CJEU specified 
in the same case that the condition for the entity to bring a case when the infringement is 
caused “as a result of the processing,” is satisfied where that entity asserts that the infringe-
ment of the data subject’s rights occurs in the course of the processing of personal data and 
results from the controller’s infringement of its obligation to provide the data subject, in a 
concise, transparent, intelligible, and easily accessible form, in clear and plain language, 
with information relating to the purposes of that data processing and to the recipients of 
such data, at the latest when they are collected (Section 65).

These judgments are specially relevant regarding the defense through collective action 
of diffuse interests and the public interest, as they establish that Article 80 enables entities 
that pursue a public interest objective consisting of safeguarding the rights and freedoms of 
data subjects in their capacity as consumers to bring legal action when they consider that 
an infringement of the GDPR has occurred with the absence of a mandate conferred on it 
for that purpose and independently of the infringement of specific rights of a data subject. 
This is particularly interesting because this entity has protected data protection rights of all 
users of these free games made available from Meta Platforms Ireland, a lot of them, surely 
unaware that their data protection rights were violated.

According to Vrbljanac (2024), these cases demonstrate the CJEU’s commitment to 
strengthening private enforcement of collective redress mechanisms, crucial for the pro-
tection of consumer’s right to privacy and personal data (and non-discrimination or free-
dom of expression or information) in the digital environment. From our point of view, it is 
not only private enforcement to collective redress mechanisms but also public enforcement 
collective redress mechanisms that can be influenced by these judgements. Public bod-
ies that have the objectives to protect fundamental rights can access more information on 
digital services than private entities or particulars. Additionally, the case law of the CJEU 
concedes a deeper understanding of the significance of collective redress and the proce-
dural aspects of collective access to justice for the enforcement of substantive consumer 
rights. In this respect, the CJEU judgements should be extrapolated to all cases of collec-
tive redress in the digital environment—not only data protection ones.

Article 86 DSA
The Digital Services Regulation establishes harmonised rules for a safe, predictable, 

and reliable online environment that facilitates innovation and in which fundamental rights 
are effectively protected. In its Article 86, it is established that the recipients of intermedi-
ary services have the right to mandate a body, an organization, or an association which 
operates on a non-profit basis, which has been duly constituted in accordance with the law 
of a Member State and with statutory objectives including a legitimate interest in ensuring 
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compliance with the Regulation, to exercise the rights conferred by regulation on their 
behalf.20 These rights include the possibility for users to lodge complaints against the deci-
sion taken by the provider of the online platform upon the receipt of a notice or against the 
following decisions taken by the provider of the online platform on the grounds that the 
information provided by the recipients constitutes illegal content or is incompatible with 
its terms and conditions (Article 20 DSA); the possibility to select any out-of-court dispute 
settlement certified body in order to resolve disputes relating to those decisions or initiate, 
at any stage, proceedings to contest those decisions by the providers of online platforms 
before a court (Article 21 DSA).

Additionally, users have the right to be informed that an illegal product or service has 
been offered by a trader through the provider’s online platform (Article 32 DSA). Also, 
users have the right to lodge a complaint against providers of intermediary services alleg-
ing an infringement of the Regulation with the Digital Services Coordinator (DSC) of the 
Member State where the recipient of the service is located or established (Article 53 DSA), 
including rights to be heard and receive information on the complaint’s status. The DSA 
does not include a right to judicial review of DSC decisions (a right that is included in the 
GDPR). Moreover, recipients have also the right to seek compensation from providers of 
intermediary services in respect of any damage or loss suffered due to an infringement by 
those providers of their obligations under the Regulation (Article 54 DSA).

In the article, it is specified that “recipients of intermediary services shall have the right 
to mandate (…).” At first sight, this redaction excludes the possibility for entities to stand 
when diffuse interest or public interest are at stake (in the scoop of the DSA, mainly regard-
ing people’s right to freedom of expression and of information). Additionally, the article 
does not give the possibility for stand without the mandate of the recipient of the inter-
mediary service (as it is done in Article 80.2 GDPR). Nevertheless, the CJEU jurispru-
dence on Meta Platforms Limited (C-319/20) and Meta Platforms Ltd (C-757/22) should 
be extrapolated to this field due to its significance for the (indirect) protection of recipients’ 
fundamental rights.

Lastly, Article 80 of the DSA is interesting (concerning the dissuasive effect in relation 
to Article 8 of Directive (EU) 2020/1828), because it establishes that the Commission shall 
publish the decisions regarding the following: interim measures against the provider of the 
very large platform or the very large online search engines on the basis of a prima facie 
finding of an infringement (Article 70.1 DSA); the fact that there are no further grounds 
for action when the platforms or search engines commit to the compliance of the regulation 
(Article 71.1 DSA); the non-compliance of the provider (Article 73 DSA); or the periodic 
penalty payments (Article 76 DSA). Article 80 DSA exemplifies the intention of the EU 
to give more importance to the deterrent effect as relevant for companies interacting in the 
digital environment.

20  With regard to the control of intermediary services that may produce algorithmic discrimination, Article 
34 of the Digital Services Regulation states that providers of very large online platforms and very large 
online search engines must assess risks arising from the design or operation of their services and related 
systems, including algorithmic systems, including (b) any actual or foreseeable adverse effects on the exer-
cise of fundamental rights (including the right to non-discrimination).
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Conclusions

So far, the digital environment is being addressed by regulators as the real environment, 
when in fact, it has its own characteristics. Among other elements, there is the difficulty in 
obtaining evidence of infringement of rights, the obstacles to plead (for instance, due to the 
ignorance of rights infringement, the multiplicity (millions) of people harmed by the same 
practice), or the absence of territorial delimitations.

The digital environment is currently regulated by multiple overlapping yet distinct 
pieces of EU legislation causing a variation in legal opportunity structures within their 
enforcement architecture (Harris, 2024). When referring to collective action, fragmenta-
tion is a two-fold problem. Firstly, the collective mechanisms are previewed in different 
norms with different applicability in the Member States. While the GDPR and the DSA are 
Regulations, in the consumer field, the regulatory mechanism is a Directive. As a result, 
in this last case, collective redress mechanisms adopted (or maintained) by the Member 
States are different.21 Secondly, each legal instrument is issued to address different harms. 
Directive (EU) 2020/1828 only addresses consumer issues. The GDPR addresses harms 
regarding data protection (that collaterally can have an impact on subject privacy and non-
discrimination rights), and the DSA only addresses harms in the context of the relationship 
between consumers and intermediary services (mainly regarding users’ rights to freedom 
of expression and information).

A particular drawback for collective action is that it has not been properly explored what 
leading role public bodies invested in the protection of fundamental rights could have to 
address violations in the digital environment. Particularly, there is not any EU legislation 
that specifically addresses the potential for public bodies to engage in [or lead] collective 
actions.

Concerning the measures that can be achieved with collective action, our main focus 
has been injunctive measures in the defense of diffuse interests or public interests that can 
ensure that the ban on performing a practice extends to all present and future people who 
may be affected. None of the regulations studied in this article refers specifically to collec-
tive action for the defense of diffuse interests or public interest which can be paramount 
in the digital environment where all victims harmed by the same practice rarely can be 
identified. In contrast, the CJEU in its jurisprudence has affirmed the possibility for entities 
to bring cases where there was no mandate of an identified victim or a violation of a per-
son’s specific rights (the CJEU cases Meta Platforms Limited (C-319/20) and Meta Plat-
forms Ltd (C-757/22)). Golunova and Eliantonio (2024, p. 186) have highlighted that these 
CJEU rulings promote that civil society actors engage in transnational mobilization efforts 
to advance a greater protection of personal data [or other fundamental rights] and contrib-
ute to the appropriate implementation of the GDPR [or other legislation] across the EU. 
From our point of view, it is plausible to expect not only civil society actors but also public 
bodies—that have a more advantageous position—to engage in efforts to provide greater 

21  This fragmentation has been seen before, for example with the obligation for Member States in non-dis-
crimination EU law to ensure that associations, organizations, or other legal entities can engage, either on 
behalf or in support of the complainant, with his or her approval, in any judicial and/or administrative pro-
cedure provided for the enforcement of the Directive’s obligations (Article 7.2 Directive 2000/43/CE; 9.2 
Directive 2000/78/CE; 8.3 Directive 2004/113/CE; 17.2 Directive 2006/54/CE and 9.2 Directive 2010/41/
UE). It was highlighted then that each Member State has adopted a different set of processes and safeguards 
for collective redress, based on national political debates (Hodges, 2019) creating more or less protective 
regimes (Farkas, 2010).
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protection. This jurisprudential doctrine can have a direct impact in the (indirect) protec-
tion of fundamental rights in the digital environment. From our point of view, EU policies 
should encourage and facilitate public collective action in defense of diffuse interests with 
the aim to oblige big technological companies to cease illegal practices attempting people’s 
right to privacy, data protection, equality and non-discrimination, or freedom of expression 
and information. The purpose would be to find effective mechanisms that can prevent or 
stop some illegal practices from happening and, eventually, seek compensation without the 
need to coordinate all the people affected and articulate an arduous mechanism.

This, however, is narrowly related to people’s conceptualization of harm and compen-
sation. Currently, remedial measures are largely focused on individual compensation, but 
in our opinion, when it comes to mass damages related to privacy, data protection, non-
discrimination, or freedom of expression and information in the digital environment, more 
attention should be given to the public declaration of violation of a fundamental right in 
order to ensure that there is a deterrent effect.

Author Contribution  A.C.R wrote all the manuscript text.

Funding  Open Access Funding provided by Universitat Autonoma de Barcelona.

Data Availability  No datasets were generated or analysed during the current studyCompet-
ing Interests  The authors declare no competing interests.

Open Access  This article is licensed under a Creative Commons Attribution 4.0 International License, 
which permits use, sharing, adaptation, distribution and reproduction in any medium or format, as long 
as you give appropriate credit to the original author(s) and the source, provide a link to the Creative Com-
mons licence, and indicate if changes were made. The images or other third party material in this article 
are included in the article’s Creative Commons licence, unless indicated otherwise in a credit line to the 
material. If material is not included in the article’s Creative Commons licence and your intended use is not 
permitted by statutory regulation or exceeds the permitted use, you will need to obtain permission directly 
from the copyright holder. To view a copy of this licence, visit http://creativecommons.org/licenses/by/4.0/.

References

OJ, C.  Council Directive 2000/78/EC of 27 November 2000 establishing a general framework for equal 
treatment in employment and occupation1.

 Regulation (EU) 2022/1925 of the European Parliament and of the Council of 14 September 2022 on 
contestable and fair markets in the digital sector and amending Directives (EU) 2019/1937 and (EU) 
2020/1828 (Digital Markets Act) (2022) OJ L 265.

 LOI n° 2025–391 du 30 avril 2025 portant diverses dispositions d’adaptation au droit de l’Union europée-
nne en matière économique, financière, environnementale, énergétique, de transport, de santé et de 
circulation des personnes (JORF n°0103 du 2 mai 2025).

 Asociația Accept v/ Consiliul Naţional pentru Combaterea Discriminării (case 81/12) 
ECLI:EU:C:2013:275.

 Amaro R., Azar-Baud, M. J., Corneloup, S., Fauvarque-Cosson, B., & Jault-Seseke, F. (2018). Collective 
redress in the Member States of the European Union. European Parliament.

 Aragão, A., & Celeste Carvalho, A. (2017). Taking access to justice seriously: Diffuse interests and actio 
popularis. Why not? Environmental Law Network International, 2/2017, 42–48.

 Bessa e Venda, S. (2025). Access to evidence: A matter of life and death for competition law class actions? 
Market and Competition Law Review, 9(1), 121–144. https://​doi.​org/​10.​34632/​mclaw​review.​2025.​
17738

http://creativecommons.org/licenses/by/4.0/
https://doi.org/10.34632/mclawreview.2025.17738
https://doi.org/10.34632/mclawreview.2025.17738


Fundamental Rights’ Protection in the Digital Environment:…

Bigman, Y. E., Wilson, D., Arnestad, M. N., Waytz, A., & Gray, K. (2023). Algorithmic discrimination 
causes less moral outrage than human discrimination. Journal of Experimental Psychology: General, 
152(1), 4–27. https://​doi.​org/​10.​1037/​xge00​01250

Bribosia, E., et al. (2021). Discrimination intersectionnelle en droit : Mode d’emploi. Revue Trimestrielle 
des Droits De L’homme, 126, 241–274. https://​doi.​org/​10.​3917/​rtdh.​126.​0241

 Centrum voor gelijkheid van kansen en voor racismebestrijding v Firma Feryn NV (case 54/07) 
ECLI:EU:C:2008:397.

Chocrón Giráldez, A. M. (2022). El marco jurídico de la Directiva 2020/1828 en relación con la tutela 
judicial de los intereses colectivos de los consumidores. Cuadernos de Derecho Transnacional, 14(2), 
275–293. https://​doi.​org/​10.​20318/​cdt.​2022.​7184

Citron, D. K., & Solove, D. (2022). Privacy harms. Boston University Law Review, 102, 793–864.
Coffee, J. C., Jr. (2015). Entrepreneurial litigation: Its rise, fall, and future. Harvard University Press.
Cohen, J. E. (2019). Turning privacy inside out. Theoretical Inquiries in Law, 20(1), 1–31.
 Cotino Hueso, L. (2022). Nuevo paradigma en las garantías de los derechos fundamentales y una nueva 

protección de datos frente al impacto social y colectivo de la inteligencia artificial. In M. Bauzá Reilly 
(coord.) & L. Cotino Hueso (dir.), Derechos y garantías ante la inteligencia artificial y las decisiones 
automatizadas (pp. 69–105), Cizur Menor, Thomson Reuters.

 Souza da Silva Nascimento, E. C. (2025). Protection of transindividual rights in the face of the consumer 
protection code. Revista de Gestão Social e Ambiental, 19(1), 1–21. https://​doi.​org/​10.​24857/​rgsa.​
v19n1-​058

de Souza, S. P., & Taylor, L. (2025). Rebooting the global consensus: Norm entrepreneurship, data govern-
ance and the inalienability of digital bodies. Big Data & Society, 12(2), 1–13. https://​doi.​org/​10.​1177/​
20539​51725​13301​91

 Directive (EU) 2020/1828 of the European Parliament and of the Council of 25 November 2020 on rep-
resentative actions for the protection of the collective interests of consumers and repealing Directive 
2009/22/EC (2020) OJ L 409.

 Directive (EU) 2024/1500 of the European Parliament and of the Council of 14 May 2024 on standards for 
equality bodies in the field of equal treatment and equal opportunities between women and men in mat-
ters of employment and occupation, and amending Directives 2006/54/EC and 2010/41/EU (2024) OJ 
L 2024/1500.

 Directive 98/27/EC of the European Parliament and of the Council of 19 May 1998 on injunctions for the 
protection of consumers’ interests (abrogated) (1998) OJ L 166.

 Directive 2006/54/EC of the European Parliament and of the Council of 5 July 2006 on the implementation 
of the principle of equal opportunities and equal treatment of men and women in matters of employ-
ment and occupation (recast) (2006) OJ L 204.

 Directive 2009/22/EC of the European Parliament and of the Council of 23 April 2009 on injunctions for 
the protection of consumers’ interests (abrogated) (2009) OJ L 110.

 Directive 2010/41/EU of the European Parliament and of the Council of 7 July 2010 on the application of 
the principle of equal treatment between men and women engaged in an activity in a self-employed 
capacity and repealing Council Directive 86/613/EEC (2010) OJ L 180.

 Diskrimineringsombudsmannen v/ Braathens Regional Aviation (case 30/19) ECLI:EU:C:2021:269.
 Erixon, F., Guinea, O., Pandya, D., Sharma, V., Sisto, E., du Roy, O., Zilli, R., & Lamprechtet, P. (2025, 

March). The impact of increased mass litigation in Europe. European Centre for International Political 
Economy (occasional paper no. 03/2025).

Fairgrieve, D., & Salim, R. (2022). Collective redress in Europe: Moving forward or treading water? Inter-
national and Comparative Law Quarterly, 71(2), 465–479. https://​doi.​org/​10.​1017/​S0020​58932​20000​
45

Farkas, L. (2010). Limited enforcement possibilities under European anti-discrimination legislation - A case 
study of procedural novelties: Actio popularis action in Hungary. Erasmus Law Review, 2, 181–196.

 Fernández Sánchez, S. (2021). Frank, el algoritmo consciente de Deliveroo. Comentario a la Sentencia 
del Tribunal de Bolonia 2949/2020, de 31 de diciembre. Revista de Trabajo y Seguridad Social, 457, 
179‑193. https://​doi.​org/​10.​51302/​rtss.​2021.​2374

García Alvarez, L. (2020). La aplicación en materia ambiental de las acciones de representación para la pro-
tección de los intereses colectivos de los consumidores. A propósito de la Directiva (UE) 2020/1828. 
Revista Ítalo-Española De Derecho Procesal, 2, 57–108.

 Garrido Pérez, E. (2019). La Jurisdicción social. Universitat Oberta de Catalunya.
Golunova, V., & Eliantonio, M. (2024). Civil society actors as enforcers of the GDPR: What role for the 

CJEU? Journal of Intellectual Property, Information Technology and Electronic Commerce Law, 
15(2), 180–193.

https://doi.org/10.1037/xge0001250
https://doi.org/10.3917/rtdh.126.0241
https://doi.org/10.20318/cdt.2022.7184
https://doi.org/10.24857/rgsa.v19n1-058
https://doi.org/10.24857/rgsa.v19n1-058
https://doi.org/10.1177/20539517251330191
https://doi.org/10.1177/20539517251330191
https://doi.org/10.1017/S0020589322000045
https://doi.org/10.1017/S0020589322000045
https://doi.org/10.51302/rtss.2021.2374


	 A. Capellà i Ricart 

González Cazorla, F. (2021). Daño moral colectivo en el derecho del consumo chileno: Situación actual y 
proyecciones. Latin American Legal Studies, 8, 122–173. https://​doi.​org/​10.​15691/​0719-​9112V​ol8a3

Harris, S. L. (2024). Opportunities and difficulties for strategic litigation to advance digital rights in the 
internet audience economy. German Law Journal, 25(6), 956–976. https://​doi.​org/​10.​1017/​glj.​2024.​63

Hodges, C. (2019). Collective redress: The need for new technologies. Journal of Consumer Policy, 42, 
59–90. https://​doi.​org/​10.​1007/​s10603-​018-​9388-x

 Hodges, C., & Voet, S. (2018). Delivering collective redress: New technologies. Bloomsbury Publishing 
Plc.

Hornkohl, L., & Ribera Martínez, A. (2025). Collective actions and the Digital Markets Act: A bird 
without wings. The Antitrust Bulletin, 70(1), 3–60. https://​doi.​org/​10.​1177/​00036​03X24​12965​60

Hüschelrath, K. (2013). Public and private enforcement of competition law: A differentiated approach. 
World Competition, 36(4), 585–613. https://​doi.​org/​10.​54648/​woco2​013043

 Council Directive 2004/113/EC of 13 December 2004 implementing the principle of equal treatment 
between men and women in the access to and supply of goods and services (2004) OJ L 373.

 Council Directive 2000/43/EC of 29 June 2000 implementing the principle of equal treatment between 
persons irrespective of racial or ethnic origin (2000) OJ L 180.

Katsabian, T. (2021). Collective action in the digital reality: The case of platform-based workers. Mod-
ern Law Review, 84(5), 953–1187. https://​doi.​org/​10.​1111/​1468-​2230.​12635

 Meta Platforms Ireland Limited v Bundesverband der Verbraucherzentralen und Verbraucherverbände - 
Verbraucherzentrale Bundesverband eV (case 319/20) ECLI:EU:C:2022:322.

 Meta Platforms Ireland Ltd, formerly Facebook Ireland Ltd, v Bundesverband der Verbraucher-
zentralen und Verbraucherverbände – Verbraucherzentrale Bundesverband eV (case 757/22) 
ECLI:EU:C:2024:598.

 Maneiro Vázquez, Y. (2022). La discriminación por asociación: desafíos sustantivos y procesales. 
Desde su creación por el Tribunal de Justicia a su recepción por la doctrina judicial española. 
Aranzadi.

Mantelero, A. (2017). From group privacy to collective privacy: Towards a new dimension of privacy 
and data protection in the big data era. In L. Taylor, L. Floridi, & B. van der Sloot (Eds.), Group 
privacy: New challenges of data technologies (pp. 139–158). Springer.

Mišćenić, E., & Širola, M. (2025). The road ahead: Challenges to the effective enforcement of the EU 
representative actions directive. ANNALS, Belgrade Law Review, 73(1), 39–62. https://​doi.​org/​10.​
51204/​Anali_​PFBU_​25102A

Muhawe, C., & Bashir, M. (2021). Extending privacy harms toward a non-economic perspective. Jour-
nal of Intellectual Freedom and Privacy, 6(2), 1–3. https://​doi.​org/​10.​5860/​jifp.​v6i2.​7524

 European Commission. (2024, October 10). Questions and answers on the digital fairness fitness check. 
Retrieved June 11, 2025, from https://​ec.​europa.​eu/​commi​ssion/​press​corner/​detail/​en/​qanda_​24_​4909.

 Council Directive (EU) 2024/1499 of 7 May 2024 on standards for equality bodies in the field of equal 
treatment between persons irrespective of their racial or ethnic origin, equal treatment in matters 
of employment and occupation between persons irrespective of their religion or belief, disability, 
age or sexual orientation, equal treatment between women and men in matters of social security 
and in the access to and supply of goods and services, and amending Directives 2000/43/EC and 
2004/113/EC (2024) OJ L 2024/1499..

 Pincus, A. J., & Brown, M. (2017). Unstable foundation our broken class action system and how to fix 
it. U.S. Chamber Institute for Legal Reform.

 Redish, M. H. (2009). Wholesale justice: Constitutional democracy and the problem of the class action 
lawsuit. Stanford University Press.

 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the pro-
tection of natural persons with regard to the processing of personal data and on the free movement 
of such data, and repealing Directive 95/46/EC (2016) OJ L 119.

 Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022 on a 
Single Market For Digital Services and amending Directive 2000/31/EC (2022) OJ L 277.

 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down 
harmonised rules on artificial intelligence and amending Regulations (EC) No 300/2008, (EU) No 
167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives 
2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act) (2024) OJ L 2024/1689.

 European Commission. (2022). Report of 20 September 2022 on the workshop on the implementation 
of the Representative Actions Directive (EU) 2020/1828 (celebrated on 26 November 2021).

 Roig Batalla, A. (2024). La expectativa razonable de privacidad: Orígenes y recepción jurisprudencial 
en España. J.B. Bosch Editor.

https://doi.org/10.15691/0719-9112Vol8a3
https://doi.org/10.1017/glj.2024.63
https://doi.org/10.1007/s10603-018-9388-x
https://doi.org/10.1177/0003603X241296560
https://doi.org/10.54648/woco2013043
https://doi.org/10.1111/1468-2230.12635
https://doi.org/10.51204/Anali_PFBU_25102A
https://doi.org/10.51204/Anali_PFBU_25102A
https://doi.org/10.5860/jifp.v6i2.7524
https://ec.europa.eu/commission/presscorner/detail/en/qanda_24_4909


Fundamental Rights’ Protection in the Digital Environment:…

Tzanou, M., & Vogiatzoglou, P. (2025). Mapping data protection legal mobilization before the CJEU. 
Nordic Journal of European Law, 7(4), 96–129. https://​doi.​org/​10.​36969/​njel.​v7i4.​27294

van der Sloot, B. (2017). Do groups have a right to protect their group interest in privacy and should they? 
Peeling the onion of rights and interests protected under Article 8 ECHR. In L. Taylor, L. Floridi, & 
B. van der Sloot (Eds.), Group privacy: New challenges of data technologies (pp. 197–224). Springer.

Vrbljanac, D. (2024). Non-transparancy by design. Case note on Meta Platforms Ireland (Action 
représentative). Journal of European Consumer and Market Law, 13(6), 269–272.

 Wachter, S. (2020). Affinity profiling and discrimination by association in online behavioral advertising. 
Berkeley Technology Law Journal, 35(2), 367–430. https://​doi.​org/​10.​15779/​Z38JS​9H82M

 Wörle, K., & Gstrein, O. J. (2024). Collective Data Protection Litigation. A Comparative Analysis of EU 
Representative Actions and US Class Actions Enforcing Data Protection Rights. European Journal of 
Comparative Law and Governance, 11(2), 275–308. https://​doi.​org/​10.​1163/​22134​514-​bja10​070

Publisher’s Note  Springer Nature remains neutral with regard to jurisdictional claims in published maps and 
institutional affiliations.

https://doi.org/10.36969/njel.v7i4.27294
https://doi.org/10.15779/Z38JS9H82M
https://doi.org/10.1163/22134514-bja10070

	Fundamental Rights’ Protection in the Digital Environment: Collective Actions Defending Diffuse Interests and Public Interest
	Abstract
	Highlights 
	Introduction
	Directive (EU) 20201828 on representative actions
	Qualified Entities
	Publicity and Information Mechanisms
	Injunctive Measures and Redress Measures
	Power Imbalance and Disclosure of Evidence

	Conclusions
	References


