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ARTICLE INFO ABSTRACT

Keywords: Pre-stressed commercial Organic Thin Film Transistors (OTFT) have been characterized to evaluate their suit-
OTFT ability for Physical Unclonable Functions (PUFs) implementation, when the variability of the drain current (Ip) is
PU},: . used as entropy source. Different kinds of electrical pre-stresses have been considered, to study their impact on
5:111221[112; the PUF reproducibility. Uniqueness and Uniformity of the resulting PUFs have also been evaluated. The pro-
Uniqueness posed pre-stressed OTFTs based PUFs show a reproducibility up to 0.99, with a uniformity and uniqueness of

0.52 and 0.50, respectively.

1. Introduction

Organic Thin Film Transistors (OTFT) have been shown to be very
promising during the last years due to their low-cost, sustainability and
easy fabrication over traditional silicon-based transistors [1-3]. The
potential use of devices based on organic materials for, for example,
Internet of Things (IoT) and wearable applications, has been explored
thanks to the possibilities they offer for the fabrication of smart and
flexible electronic systems [4]. Recently, several works have been
devoted to the study of either the performance of OTFTs or the prop-
erties of the materials themselves [5-8]. However, the OTFTs vari-
ability/reliability still require thorough investigation [9-14]. On the one
hand, as the fabrication of organic materials is not yet a mature enough
process, OTFTs show high initial variability (i.e., Time-Zero Variability
(TZV). On the other hand, aging mechanisms, such as Bias Temperature
Instability (BTI) and Hot Carrier Injection (HCI) observed in Metal-
Oxide-Semiconductor Field Effect Transistors (MOSFETs), may also
occur in OTFTs, which cause a time-dependent degradation of the device
performance (i.e., Time-dependent Variability).

Though the device variability can be detrimental for the circuit
performance, it can be exploited in security applications. Contrarily to
cryptographic protocols that store digital authentication keys in non-
volatile memory (vulnerable to confidentiality breaches), Physical
Unclonable Functions (PUFs) use unpredictable physical fingerprints
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that are randomly generated during the manufacturing process and are
not reproducible. Recently, the variability of OTFTs has been used for
PUFs implementation in cryptography applications [9,15-17],
leveraging the non-silicon nature of organic devices. Some studies have
introduced architectural modifications to improve PUF performance.
Kim et al. [16] demonstrated reconfigurable OTFT PUFs using multi-
scale polycrystalline entropy, and Qin et al. [17] proposed an organic
current mirror PUF with enhanced stability against aging. Other works
have used graphene based Field Effect Transistors for PUF imple-
mentation, reaching good uniqueness values (47-50%) and high reli-
ability (93-100%) [18]. However, the OTFTs degradation mechanisms
could negatively impact the PUFs’ reliability, i.e., the reproducibility of
the generated fingerprints. In one of our previous works [15], it was
demonstrated that under certain electrical stress conditions, Ip time
variations could tend towards saturation, suggesting that introducing a
certain amount of aging in the device (previously to the key generation)
may be beneficial to implement reliable PUFs. Taking advantage of this
issue, our work applies a pre-stress to drive the OTFT drain current to-
ward saturation before key generation. Pre-stress, absent from earlier
organic PUF research, is employed to improve reproducibility while
maintaining device variability, offering a new route toward more reli-
able organic electronics-based security primitives. In this work, the
homogeneity, uniqueness and reproducibility of PUFs implemented with
pre-stressed OTFTs has been preliminary studied.
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2. Experimental

Four-terminal Organic TFTs with a top gate (G), back gate (BG),
source (S), drain (D) and multiple channels and with a width of
W=360um and a length of L=2.5um have been studied. Fig. 1 shows a
3D sketch (a), top view optical image (b) and a cross-section (c) of the
analyzed devices [5]. The devices were fabricated by SmartKem Ltd.
(Manchester, UK). These OTFTs incorporate SmartKem’s proprietary
TRUFLEX™ material stack, which consists of a glass substrate, base
layer (BL), organic semiconductor (OSC), organic gate insulator (OGI),
sputter resistant layer (SRL) and passivation layer (PL); source and drain
are made of gold. The fabrication process involves a combination of
sputtering, spin coating and photolithographic steps. To evaluate the
impact of stress on the OTFTs electrical behavior, 6 or 8 cycles of
measurement-stress-measurement tests, with stress durations 10s (1st
cycle), 100s (2nd cycle) and 400s (the rest of cycles). BTI (Vg#0 and
Vp=Vs=0) or HCI-like stresses (Vg= Vp #0 and Vs=0), with voltage
values of -10V, -20V or -30V, were applied to different devices. Before
and after each stress phase (i.e. during the measurement phases), the Ip-t
curves were measured at Vp=Vg=-10V during 100s, from which the
impact of the previous stress on Ip has been evaluated.

Fig. 2 summarizes the different stages necessary to generate the
fingerprints. After the device manufacture (a), devices are pre-stressed
with a selected stress bias (b). Then Ip of each device will be
measured (c) and binarized (d). The fingerprint of the PUF will be then
generated concatenating the binarized current of several devices (e) and
stored in a data center. During the authentication stage of a given
product, which starts in the step shown in Fig. 1c, the obtained finger-
print of a given PUF is compared and verified with the fingerprints of all
generated PUFs, previously pre-stored in a data center.

3. Results

In Fig. 3, some examples of Ip-t curves measured on several devices
subjected to different kinds of stresses are plotted. In this plot, the Ip-t
curve in the time interval from 0 to 100s is measured on the fresh device,
while the subsequent ones correspond to those measured after each of
the stress phases of the test. To better visualize the Ip-t characteristics,
the current has been normalized for each device to the initial current
measured before the stress (i.e. at t=0). Take into consideration that

Microelectronic Engineering 302 (2026) 112407

transient and recovery effects are measured, independently of the type
and magnitude of the stress. Despite the transients observed after the
stress interruption, the overall I, during the whole test increases,
showing a trend towards saturation that is, Ip shows quite similar values
either at the beginning or at the end of each of the measurement phases.
To evaluate the stability of I, after each stress cycle, the initial and final
currents registered during the measurement phases have been consid-
ered as parameters.

In Fig. 4, as an example, the initial currents normalized to the current
obtained in the fresh device at t=0s (that is, before any stress) are
plotted. For the final currents (not shown), a similar trend is observed. In
all cases, the curves have been fitted to a potential law (continuous
lines), which serve as a guide to the eye. Note that in some cases, as for
-30V BTI or -20V HCI, the initial Ip shows a continuous increasing trend
but, in others, as for -10V BTI, the current tends to remain almost con-
stant after some stress cycles. Therefore, the results indicate that, after a
given stress time, the current through the device tends to saturate,
suggesting that pre-stressed devices could allow the implementation of
reliable PUFs based on I, (i.e., the generated key would not change with
time).

Given these results, PUFs have been implemented by using the Ip
current of pre-stressed devices as entropy source. To statistically analyze
the implementation of PUFs from the Iy current of OTFTs, the initial/
final I of 100 pre-stressed OTFTs (-10V BTI) measured after each stress
cycle has been binarized. Fig. 5a shows the complete Ip-t curves of the
100 devices recorded during the measurement phases of the MSM tests,
while Fig. 5b illustrates the corresponding final Ip. Take into account
that there is a large device-to-device variability, not only before the
stress (i.e., fresh device), but also after each of the stress cycles,
demonstrating that the pre-stress does not reduce the device variability,
so that it could still be exploited for PUF implementation.

For the generation of fingerprints, the 100 Ip values in Fig. 5b were
digitized into 8-bit or 4-bit words. From these 8-bit or 4-bit sequences,
cryptographic keys of 16 bits have been generated by concatenating 2 or
4 digitized currents of different devices. In this regard, 50 or 25 PUFs,
were built, respectively. From these binary words, the reproducibility of
the PUFs has been statistically evaluated, respectively, after each of the
stress cycles, when the initial (not shown) and final (Table 1) Ip were
binarized. The reproducibility was evaluated using the intra-HD dis-
tance. Similar results to those included in Table 1 are found when the
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Fig. 1. a) Three-dimensional sketch of the OTFTs, b) optical top view image of the devices and c) the device cross-section schematics.
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Fig. 2. Schematic diagram to generate and read the fingerprints of the proposed PUFs.
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Fig. 3. Examples of the time evolution of ID registered during the measurement
phases on the fresh device (from 0 to 100 s) and after the 6 stress cycles on
different devices, subjected to different stresses. For each case, the current has
been normalized to the initial current of the fresh device at t = 0.
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Fig. 4. Initial currents registered during the measurement phases on different
devices subjected to different stresses. All currents have been normalized to the
current measured in the fresh device. The lines correspond to the fittings to a
potential law, for BTI (maroon) and HCI (green).

initial current is considered instead. In Table 1, each row corresponds to
the PUF reproducibility obtained when the binarized I, values after the
stress cycle number ‘N’ are compared with those obtained after the ‘N-1°
cycle. Columns 1 and 3 show the average and standard deviation PUF
reproducibility when Ip is binarized using 8 and 4 bits, respectively.
Note that, independently of the number of bits, except for the 2 first
stress cycles (probably due to transient effects), as the number of stress
cycles increases, the key reproducibility increases, since Ip tends to
saturation and, therefore, the changes in the PUFs fingerprints decrease
as the stress proceeds. However, take into account that, for the 8-bit
case, as could be expected, the reliability is lower than for the 4-bit
case, even after the end of the test. For the 8-bit case, only when the
first 4 bits are considered (the most significant bits, Column 2), the
reproducibility is similar to that obtained in the 4-bit case. Therefore,
from now on, 8-bit binarization will not be considered anymore and we
will focus on the 4-bit binarization case. In this case, the reproducibility
increases as the number of stress cycles increases, tending to saturate at
a final value of 0.96, suggesting that the pre-stress methodology pro-
posed in this work allows to get high values of reliability.

Although these results are quite good, different methods could be
applied to improve even more the reproducibility of the PUFs, such as
the selection of the devices (i.e., PUFs) with higher reproducibility (close
to ideal value of 1.0) [19]. As examples, columns 4 and 5 indicate the
average reproducibility obtained when the devices with the lowest in-
dividual reproducibility are ruled out (0 and 0.25 in Column 4 and 0,
0.25 and 0.5 in Column 5). Columns 6 and 7 show the number of devices
that have been ruled out in the first and second cases, respectively.
Interestingly, after device selection, the PUF reproducibility increases,
as expected, reaching values of 0.97 and 0.99 (very close to the ideal 1)
at the end of the stress test, respectively. Although the increase of the
PUFs reproducibility is at the expense of reducing the number of devices,
indeed only a reduced number of devices are eliminated (Column 6 and
7). The number of eliminated devices decreases when the stress proceeds
(due to the saturation reached in Ip), representing only a 2 or 5% of the
total, respectively. Therefore, the results show that the binarization of Ip
in pre-stressed OTFTs allows the implementation of highly reliable
PUFs, with a reproducibility that can be close to 100% if selection
methods are implemented.

Finally, to complete the feasibility study of the proposed PUFs, and
once their reproducibility has been demonstrated, the averages (X ) of
the uniformity and uniqueness and the standard deviation (SD) of the 25
PUFs has also been investigated. The uniformity of a PUF reflects the
randomness of the distribution of “0s” and “ls” and it is assessed by
dividing the number of 0-bits by the total number of bits of the corre-
sponding fingerprint and ideally should be 0.5. The uniqueness esti-
mates the degree of correlation between two different PUFs and ideally
should be 0.5. It is evaluated from inter-device Hamming Distance (HD),
which determines the number of non-equal bits in the keys of two
different PUFs. As an example, Table 2 shows these parameters for the
16-bit PUFs after the last stress cycle for the final Ip current (which
corresponds to the highest reproducibility case). The table includes the
results obtained before and after applying the selection method. Take
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Fig. 5. (a) ID-t curves recorded during the measurement phases of the 8-cycles MSM tests in 100 different devices, stressed at -10V BTI. (b) Currents measured at the
end of the measurement phases for the 100 -10V BTI stressed devices after each stress cycle. Large device-to-device variability can still be observed.

Table 1

PUFs keys reproducibility after different stress cycles, for the cases of 8 and 4 bits I, quantification (columns 1 to 3). PUFs with reproducibility lower than a given value

are eliminated to increase the reproducibility of the whole set (columns 4 to 7).

8 bits 8 bits considering 4 bits 4 bits by ruling out devices 4 bits by ruling out devices Number of devices ruled Number of devices ruled out
the first 4 bits with 0 and 0.25 with 0, 0.25, 0.5 out (0 and 0.25 (0, 0.25 and 0,5
reproducibility reproducibility reproducibility) reproducibility)
)i(_SD X +SD i_SD X +SD X +SD
F';:r 1‘701.1 g 092£019 1%2'1 g 0.95%012 0.97 + 0.08 3 7
1st-2nd 1606.20 0.85 + 0.26 1'805.27 0.93 £0.14 0.96 + 0.08 10 17
2nd-3rd 160(.)20 0.76 £ 0.32 0i.70€:)31 0.87 £0.17 0.92 +£0.11 16 26
3rd-4th 3:'60‘.‘18 0.84 +£0.28 Oj:.S()9.25 0.94 £ 0.13 0.95 +£0.13 7 13
4th-5th 160?20 0.91 £ 0.22 8:?8i 0.95+0.13 0.98 £+ 0.06 2 8
5th-6th 3:.70‘.‘18 0.92 £+ 0.20 Oj:.goz.zo 0.96 + 0.12 0.98 £+ 0.05 5 10
6th -7th (:)t'707.20 0.93 £0.19 01‘90‘_‘16 0.96 £ 0.11 0.98 + 0.06 2 6
7th -8th 1708.20 0.95 £ 0.17 13)6'16 0.98 £+ 0.09 0.99 £ 0.04 2 5
Table 2 pre-stressed OTFTs for PUF applications under controlled conditions,

further work is needed to assess their robustness under real-world

Mean (X ) and standard deviation (SD) of the uniformity and uniqueness of the
4-bit PUFs obtained when the final I, current after the last stress cycle is the
entropy source (last row in Table I), when all the devices are considered (column
1) and when PUFs with reproducibility lower than certain values are ruled out
(columns 2 and 3).

4 bits 4 bits ruling out 0 and 4 bits ruling out 0, 0.25 and
0.25 cases 0.5 cases
Unif. Uniq. Unif. Unigq. Unif. Uniq
X 0523 0502 0.528 0.503 0.529  0.504
SsD 0.188 0.291 0.186  0.290 0.189  0.289

into account that in all cases, uniformity and uniqueness are also very
close to the ideal value of 0.5, which further demonstrates the good
performance of the PUFs.While this study demonstrates the potential of

environmental factors such as entropy estimation, temperature fluctu-
ations, humidity, and long-term operational stability. These aspects will
be the focus of future investigations aimed at validating the practical
deployment of OTFT-based PUFs.

Finally, note that although 100s pre-stress stages have been used in
this study to carefully monitor transients, recovery effects, and current
stabilization after each stress cycle, such a long measurement is not
required for practical PUF implementation. In real applications, only the
stable I, values used for binarization need to be recorded (after the pre-
stress stabilitzation during the manufacture of the PUFs), which can be
achieved in much shorter times without compromising their response in
time-sensitive applications.
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4. Conclusion

Pre-stressed OTFTs have been evaluated for PUF implementation,
using the variability of Ip as entropy source. Although Ip shows tran-
sients and drifts, for some specific stress conditions, this current tends
towards saturation. Large device-to-device Ip variability in the pre-
stressed OTFTs is still observed, so that PUFs based on the binariza-
tion of this current can be implemented. Their high uniformity,
uniqueness and reproducibility have been demonstrated. In particular, a
reproducibility of 0.99 after device selection is reached, which is close to
the ideal value of 1.0, while a uniformity of 0.52 and uniqueness of 0.50,
close to ideal value of 0.5, is obtained.
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