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levels, from the user's level to the system level to detect 
and prevent such attacks. At the user level, these counter-
measures include antenna level solutions (Montgomery et al 
2009), power-based monitoring to detect anomalous signal 
strength (Shuli et al 2019), multipeak detection in the pres-
ence of spoofer (Wang et al 2013), signal quality monitor-
ing by monitoring the shape of correlation (Sun et al 2018), 
and consistency checks across GNSS observables (Dingbo 
et al 2018) etc. At the system level, the recent inclusion of 
data authentication, namely the Galileo Open Service Navi-
gation Message Authentication (OSNMA) is a remarkable 
achievement that hinders the implementation of spoofing 
attacks (Fernández-Hernández et al. 2016). Recent publica-
tions described novel sophisticated attack mechanisms that 
may circumvent the protection provided by the navigation 
message authentication. That is, by tracking the received 
signal from the Galileo satellites in view, estimating the 
unpredictable symbols and retransmitting a replica of the 
Galileo signal to the victim receiver in order to gradually 
take over the victim’s tracking loops. All these steps would 
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Services relying on Global Navigation Satellite Systems 
(GNSS) are widely present in many market segments rang-
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and the gradual increase of potential spoofing attacks pose 
a serious threat for its practical use. In response to these 
attacks, many countermeasures have been developed at all 

	
 Husnain Shahid
hshahid@cttc.es; husnain.shahid@uab.cat

1	 IEEC-CERES, Universitat Autònoma de Barcelona (UAB), 
Barcelona, Spain

2	 Qascom Srl, Bassano del Grappa, Italy
3	 European Union Agency for the Space Programme (EUSPA), 

Prague, Czech Republic

Abstract
Anti-spoofing techniques for Global Navigation Satellite System (GNSS) receivers are garnering growing interest as 
crucial facilitators for the deployment of GNSS-based applications and services. To this end, Galileo is providing the 
Galileo Open Service Navigation Message Authentication (OSNMA), which conveys a set of cryptographic data with the 
purpose of authenticating the content of the Galileo I/NAV message. Some of these data are unpredictable to the users, and 
therefore cannot be known in advance and used to generate a counterfeit signal, thus introducing an additional protection 
level against potential spoofers. The purpose of this paper is to discuss the boundary conditions that make possible the 
use of such unpredictable symbols for spoofing detection. The proposed technique is referred to as snapshot OSNMA and 
it is envisaged as a client–server architecture whereby the user gathers a snapshot of the Galileo E1-B signal, extracts a 
few unpredictable symbols and sends them to a remote server where their authenticity is analyzed and reported back to 
the user. The problem is formulated using an equivalent binary symmetric channel (BSC), and results show that spoof-
ing detection is possible provided that certain boundary conditions are fulfilled. The proposed technique thus becomes a 
valuable candidate for the exploitation of OSNMA in snapshot GNSS receivers where neither continuous processing of 
the GNSS signal nor OSNMA-enabled capabilities are implemented.
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be carried out by incurring into a negligible or ideally a zero 
delay, which makes this attack being referred as Security 
Code Estimation and Replay Attack (SCER) (Humphreys 
2013).

In the execution of the attack and specifically, in the pro-
cess of estimating the unpredictable symbols, the spoofer 
may incur in some errors at the beginning of unpredictable 
symbol duration. These errors may last until the spoofer 
estimate of the unpredictable symbols is reliable enough, 
and the correct value is determined. This introduces some 
uncertainty at the beginning of each unpredictable symbol, 
that can be detected at the user’s side for inferring the pres-
ence of a potential spoofer. This observation was addressed 
in (Fernández-Hernández and Seco-Granados 2016) and 
then in more detail in (Seco-Granados et al. 2021), where 
five different detectors based on partial correlations of 
received signal were designed and analyzed to detect SCER 
attacks. Some other contributions have focused instead on 
the implementation itself of SCER attacks. For instance, the 
case in (Caparra et al. 2014), where different ways of deter-
mining the unpredictable symbols at the spoofer side were 
analyzed, in such a way that the spoofed signal could mimic 
as much as possible the authentic one. A similar problem 
was addressed in (Gallardo and Yuste 2020) where it was 
also studied the impact of the spoofed signal onto the user’s 
acquisition search space. In particular, it was shown that the 
user would observe two GNSS-like signals in the time–fre-
quency search space, and such features were analyzed using 
machine learning techniques.

One step further was done in (Marucco et al. 2020), where 
the idea of remote-based authentication was presented. It 
was based on a client/server approach whereby the client 
(i.e., the user) sends the received I/NAV pages time-tagged 
to a remote server, where the content of these pages and 
the consistency with the timestamp is verified. The problem 
with this approach is that continuous tracking of the Galileo 
E1-B signal is needed to retrieve the full set of I/NAV pages. 
Then, (O’Driscoll et al. 2023) proposed an “Assisted-NMA” 
concept whereby a smartphone synchronized with an exter-
nal source can send the received bits including unpredict-
able ones. Such bits are checked in a server to ensure the 
signal is not a replay, at least beyond the synchronization 
level. Finally, (Zhang and Papadimitartos 2019) proposed a 
method for detecting the Distance-Decreasing (DD) attack 
on OSNMA signal, a replay attack where unpredictable bits 
are replayed in advance, before its starting time, to intro-
duce a signal advance at the victim’s receiver instead of a 
delay, as usual.

In this paper we also address a remote-server authenti-
cation approach but, contrary to existing contributions, we 
target snapshot-based applications where the user’s posi-
tion is computed on demand in order to reduce the power 

consumption. This means that only a small portion of the 
received signal is available, of just some tens of millisec-
onds in length. In these circumstances, the receiver cannot 
have access to the whole OSNMA data and thus cannot 
implement the full OSNMA functionalities. Furthermore, 
no pages of the I/NAV message can be retrieved because 
just a portion of a page is available on the snapshot of 
received signal. We propose a technique to overcome this 
limitation and still take advantage of OSNMA to infer the 
authenticity of the piece of received signal. This will be 
done by using just a portion of the Galileo I/NAV message, 
where OSNMA unpredictable symbols are transmitted. This 
is possible because the position where unpredictable sym-
bols are transmitted onto the I/NAV navigation message is 
predictable, and thus the user’s receiver could be scheduled 
to wake up at predefined time intervals. Thereby, the pro-
posed technique is referred to as snapshot OSNMA. Once 
the receiver is triggered to wake up, it gathers a snapshot 
of Galileo E1-B signal, retrieves the unpredictable sym-
bols, computes the position and time, and sends these time-
tagged and geo-tagged estimated unpredictable symbols 
to the remote server. The server then takes these received 
unpredictable symbols and compares them with the authen-
tic unpredictable symbols that corresponds to the same posi-
tion and time. Since no OSNMA data is decoded at the user 
terminal, this approach circumvents the limitations related 
to the low availability of decoded I/NAV data at the user ter-
minal, which has been reported to be typically less than 10% 
in most of the existing Android smartphones (O’Driscoll et 
al. 2023). Since, the proposed snapshot OSNMA spoofing 
detector strongly depends on the availability of received 
unpredictable symbols, which are subject to receiver wake 
up time, this paper also analyzes the impact of clock off-
set and provides a lower bound on the receiver wake up 
time. Numerical results are provided on the detection per-
formance of the proposed technique as well as on the time 
needed for reliable spoofing detection. Results confirm the 
feasibility of the proposed technique and a faster detection 
time as compared to other existing techniques, thus support-
ing the interest of the proposed snapshot-based approach.

This paper is organized as follows; first of all, a short 
overview of the proposed spoofing detection technique is 
provided and three different implementations are presented, 
in order to highlight the differences of the proposed tech-
nique with respect to previous contributions in the literature. 
The next part provides a detailed analysis for determin-
ing the boundary conditions and limitations that may hin-
der the performance of the proposed technique. Then the 
actual performance of the proposed technique is assessed by 
incorporating results on the time to detect the spoofer, not 
addressed either in previous contributions. Finally, the last 
part of our work discusses some practical aspects that are 
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relevant from an implementation point of view, and conclu-
sions then drawn.

Proposed snapshot OSNMA paradigm

OSNMA and unpredictable symbols

The Galileo OSNMA incorporates features intended to assist 
the user's receiver in the verification of the received mes-
sage authenticity, and thus the mitigation of potential spoof-
ing attacks that may alter the content of the I/NAV message. 
OSNMA follows an approach based on the Time Efficient 
Stream Loss Tolerant Authentication (TESLA) protocol, 
which relies on the transmission of a Message Authen-
tication Code (MAC) to authenticate the message, and a 
delayed transmission of keys used to compute such MAC 
(Fernández-Hernández et al. 2016). The delay between the 
transmission of MAC and the key is made in such a way 
that the key is unknown to the user until the message and the 
MAC is received. Therefore, a potential spoofer cannot use 
the keys to generate the MAC in advance.

The OSNMA data is conveyed in the 40 bits of the 
“Reserved 1” field available in nominal odd pages of the I/
NAV message transmitted on the Galileo E1-B signal com-
ponent, as shown in Fig.  1(a). Each page, even and odd, 
has a duration of one second, so one full page spans for a 
total of two seconds. Then 15 full pages are grouped into 
one sub-frame, which lasts for 30  s, and 24 of these sub-
frames are grouped into one frame, and lasts for 720 s. The 
OSNMA data are included in odd pages of the I/NAV mes-
sage, which has a bit rate of 120 bit per second. Since the I/
NAV bits are convolutionally encoded with coding rate of 
½, this means that each bit is encoded into two symbols with 

a total of 240 symbols per page. Additionally, 10 synchro-
nization symbols are added at the beginning of each page, 
which makes a total of 250 symbols per page, transmitted in 
one second. This means that the symbol period for Galileo 
E1-B is therefore 4 ms.

Once the bits have been encoded into symbols, the latter 
are interleaved by writing them column-wise in blocks of 
8 symbols and reading them row-wise. This is indicated in 
Fig. 1(b), where one can see that the cells are filled using a 
sequential numbering per column, meaning that their con-
tent is written column-wise. However, the contents are read 
row-wise, and this is indicated by the sequential numbering 
appearing in red in the top of the symbol matrix. The row-
wise symbols are what users actually receive, and thus what 
we actually have to work with. Unpredictable symbols are 
highlighted in green in Fig.  1(b) (O’Driscoll and Fernán-
dez-Hernández 2020). For illustrative purposes, Fig.  1(b) 
assumes that the 32 bits of the MAC and Key (MACK) sec-
tion are all unpredictable, which is not the case for all pages. 
Yet, the principles of our work still hold in other cases.

Since symbols are received row-wise at the receiver, the 
receiver can collect between 7 and 9 consecutive unpredict-
able symbols per snapshot. This amount corresponds to the 
number of green cells in each row of Fig. 1(b) (O’Driscoll 
and Fernández-Hernández 2022). The analysis presented in 
this paper will provide answers on how to use such unpre-
dictable symbols for spoofing detection.

Snapshot OSNMA system architecture

The high-level architecture of the snapshot OSNMA spoof-
ing detector presented in this paper is shown in Fig. 2. Three 
different configurations are possible, composed of two con-
stituent elements, namely the user side and the remote side. 

Fig. 1  (a) I/NAV nominal odd 
page for Galileo E1-B, where the 
“Reserved 1” field containing the 
OSNMA data is highlighted. (b) 
OSNMA unpredictable symbols 
position (see green cells) within the 
I/NAV nominal odd page already 
encoded and interleaved, that is, as 
received by the user (O’Driscoll 
and Fernández-Hernández 2020)
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broadcast by the satellites cannot be retrieved from a ms-
length short piece of received signal (Van Diggelen 2009). 
This is the common approach in many mobile devices that 
due to computational and power consumption constraints, 
must resort to an on-demand use of GNSS, and switch off for 
the rest of the time until the next position fix is requested. It 
is assumed for the sake of simplicity that the user's receiver 
is scheduled to gather the snapshots of Galileo E1-B at the 
time instants where unpredictable OSNMA symbols are 
expected to be broadcast. This is possible because the trans-
mission of unpredictable symbols is deterministic.

Once the user has obtained its position, time, and the 
demodulated symbols, these three items are sent to the 
remote snapshot OSNMA service. When they are received 
at the remote end, the estimated user's position and time are 
used to access a repository where the set of all unpredict-
able OSNMA symbols transmitted by the Galileo satellites 
up to that moment. This repository would be populated by a 
trusted Galileo receiver operating 24/7. When the authentic 
OSNMA symbols that were supposed to be received at the 
user's position and time are retrieved from the repository, 
the next step is to compare them with those received by the 
user, which actually contain both predictable and unpredict-
able symbols. If the user's received unpredictable symbols 
coincide with the authentic ones within a given time win-
dow, there is no guarantee that the underlying signal has not 
been spoofed, but at least at symbol level we can declare 

In the first configuration, all the processing is carried out 
locally at the user terminal while the remote server just pro-
vides the sequence of authentic symbols to be compared 
against, similarly to what is proposed in (O’Driscoll et al. 
2023). The second configuration involves a hybrid imple-
mentation whereby the user terminal sends the geotagged 
and timestamped received symbols to the remote site. The 
latter is then in charge of comparing with the authentic sym-
bols and deciding on the presence of spoofing. Finally, the 
third approach is a fully-cloud implementation where the 
user terminal just gathers the IQ samples of the received 
Galileo signals and sends these samples to the cloud where 
all the processing is carried out. This approach would be 
in line with the general framework of the so-called cloud 
GNSS signal processing already proposed in (Lucas-Sabola 
et al., 2018), which is targeting low-power GNSS-enabled 
IoT devices. The difference though, is that no OSNMA capa-
bilities were considered in (Lucas-Sabola et al. 2018), but 
just the computation of the plain user’s position and time. 
Our work instead, specifically focuses on using OSNMA 
capabilities in the cloud.

In this paper we will focus on the second approach, 
whereby the user is gathering snapshots of just a few tens or 
hundreds of ms of GNSS received signal in an on-demand 
basis. These snapshots are processed locally to obtain the 
user's position and time using coarse-time navigation, in 
order to circumvent the limitation that the transmission time 

Fig. 2  High-level architecture of the proposed snapshot OSNMA spoofing detector
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prompt correlator, once the receiver is locked to the received 
signal. These symbols can be expressed as,

ŝ (n) = sign (r (n))� (2)

where r (n) are the received symbols affected by the ther-
mal noise at the user's receiver. Despite being the optimal 
rule, taking the sign incurs a non-negligible probability of 
error due to the presence of noise, which makes it difficult to 
perfectly ascertain the mapping between the received sym-
bols and the underlying true ones. In particular, the problem 
can be addressed through hypothesis testing with the fol-
lowing H0 and H1 hypotheses:

H0 : ŝ (n) =
{

s (n) , with probability 1 − pu,0
s (n) , with probability pu,0

� (3)

H1 : ŝ (n) =
{

s (n) , with probability 1 − pu,1
s (n) , with probability pu,1

� (4)

where pu,0 is the SER at the user's terminal when no spoofer 
is present. This is the probability of error when receiving the 
authentic symbols in additive white gaussian noise (AWGN) 
at the user's terminal. That is,

pu,0 = 1
2
erfc

(√
Td

(
C

N 0

)

|a,u

)
� (5)

where erfc is the error complementary function and (
C
N 0

)
|a,u

 is the C
N 0 of the authentic signal received at the 

user's receiver and Td is symbol period. For the alternate 
hypothesis H1 in (4), pu,1 is the SER at the user's terminal 
when the spoofer is present, which is affected by the noise at 
the user’s terminal but also by the error probability incurred 
by the spoofer. In this case we have the concatenation of 
two BSC, since errors can occur due to the spoofer or to the 
user's terminal. Hence, the end-to-end SER at the user's side 
when the spoofer is present is given by,

pu,1 = ps + ps,u − 2psps,u� (6)

where ps is the SER incurred by the spoofer already intro-
duced in (1) and ps,u is the SER of the spoofed symbols 
when received at the user's terminal, which is given by,

ps,u = 1
2
erfc(

√
Td

(
C

N 0

)

|s,u

)� (7)

with 
(

C
N 0

)
|s,u

 is the C
N 0 of the spoofed signal received at 

the user's receiver. Finally, since there are a total of L sym-
bols in each snapshot, we can stack the hard decided sym-
bols into vector form leading to,

that the user's unpredictable symbols are authentic. In con-
trast, if the user's received unpredictable symbols do contain 
too many errors with respect to the authentic unpredictable 
symbols, or the time at which these unpredictable sym-
bols were received exceeds a given time window, then the 
received snapshot can be declared to be spoofed at symbol 
level, and consequently, at signal level as well.

Feasibility and boundary conditions of 
snapshot OSNMA

Before delving into the proposed technique, it is interesting 
to briefly discuss the feasibility of working at symbol level, 
and whether the detection of non-coincidences is reliable 
enough to be used as a spoofing detection metric. To do so, 
the signal model at spoofer and user side is formulated first.

Signal model at the spoofer's side

The symbols transmitted by a given Galileo satellite 
will be denoted by s (n) for a given time instant n, with 
s (n) ∈ {±1}. A spoofer willing to implement a SCER 
attack will try to first track the authentic GNSS signal to esti-
mate the unpredictable symbols contained within s(n), and 
immediately transmit a replica of such GNSS signal using 
the estimates. Such transmission should be immediate to 
minimize the delay incurred by the counterfeit signal, which 
could easily be detected otherwise as a jump in the observed 
receiver clock offset. So, the spoofer should minimize the 
time it takes to infer the value of the current symbol, even 
if it leads to a non-negligible probability of error ps on its 
side. Then, it is these hasty symbol decisions what the pro-
posed technique will actually take advantage of. With this 
in mind, let us denote the spoofer transmitted symbols by 
s̃ (n) so that,

s̃ (n) =
{

s (n) , with probability 1 − ps

s (n) , with probability ps
� (1)

where s (n) .= −s (n) is the sign-reversed version of sym-
bol s (n). The spoofer can be regarded as a binary symmet-
ric channel (BSC) where input symbols are sign-reversed at 
its output with probability ps. We will refer to ps as the sym-
bol error rate (SER) at the spoofer side and ( C

N 0)|a,s as the 
carrier to noise ratio of the authentic signal when received 
at the spoofer's terminal.

Signal model at the user's side

The binary symbols provided by most GNSS receivers are 
the result of taking a hard decision on the output of the 
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This will provide us with information on how easy it is to 
have an error (one or more) in a given length of spoofed 
signal, as observed in Fig.  3. For ps = 0.1, Q > 22 sym-
bols are needed to make sure (i.e., > 90%) that at least one 
of the symbols would be in error due to the spoofer. While 
the more sophisticated spoofers with ps = 0.01 are much 
more difficult to detect. This is because Q > 230 symbols 
are needed to make sure (i.e., > 90%) that at least one error 
is present thus incurring in a latency for spoofing detection 
of several tens or even hundreds of seconds.

Symbol errors due to user's receiver noise

If the received unpredictable symbols are free from spoofer 
errors, the user may incur in some errors when trying to infer 
the actual value of these symbols. This would pose a serious 
trouble to distinguish between authentic and spoofed sym-
bols. Fortunately, this is not the case as far as thermal noise 
is considered. The SER purely due to the thermal noise at 
the user's receiver is actually given by pu,0 in (5), and even 
for a relatively low C/N0 such as 35 dB-Hz, it results in 
pu,0 ≈ 10−7. This is several orders of magnitude below the 
SER caused by spoofer errors and therefore the impact of 
thermal noise can often be ignored.

Symbol errors due to the overlap of authentic and 
spoofed signals at the user’s receiver

Since both the authentic and the spoofed signals are simul-
taneously received at the user’s terminal, and thus, the 
overlapped aggregate signal is what the receiver actually 
processes. We assume that the spoofer managed to align 
its code replica in both time and frequency to that of the 
authentic signal. Nevertheless, it is very difficult or even 
impossible for a spoofer to align its carrier phase offset with 
that of the authentic signal. Such relative phase offset has a 
direct impact onto the energy of the aggregated received sig-
nal since both individual signals might be added construc-
tively (i.e. having a 0º relative phase offset) or destructively 
(i.e. having a 180º relative phase offset). The formulation of 
SER in this case can be found in Appendix. As can be seen 
Fig. 4, the largest SER due to the phase misalignment, is 
experienced when both signals have similar power levels 
and thus signal to spoofer ratio (SSR) is 0 dB. When they 
overlap destructively, the resulting signal vanishes and thus 
it is not possible to reliably retrieve the symbols anymore, 
thus leading to SER= 0.5, and clearly unveiling the pres-
ence of a spoofer.

The region of SSR values to be avoided by spoofer is 
indicated by the dashed lines in Fig. 4, since they incur in an 

ŝi = sign (ri) =
[
sign (ri (0)) , . . . ., sign (ri (L − 1)) ]T � (8)

with i the indexation of the snapshot being processed. After 
formulating the signal model, the feasibility and boundary 
conditions of snapshot OSNMA are discussed next.

Unpredictable symbol errors induced by spoofer

For many spoofers, particularly those with limited 
resources, determining the unpredictable OSNMA sym-
bols when implementing a SCER attack is a difficult task. 
However, randomly guessing the symbols and transmitting 
them toward the victim's receiver is simple and cost effi-
cient. The SER of such spoofer randomly guessing each 
unpredictable symbol would be ps = 1

2 .
Unlike simple spoofers, sophisticated spoofers try to 

accumulate the authentic signal for a very short period of 
time in order to collect enough energy to ascertain what the 
actual value of the current unpredictable symbol is (Fernán-
dez-Hernández and Seco-Granados 2016) and (Seco-
Granados et al. 2021). Following the same approach as in 
(Seco-Granados et al. 2021), we will consider two repre-
sentative spoofing scenarios. The optimistic case considers 
a SER at the spoofer side of ps = 0.1, which corresponds to 
the integration of the authentic signal at ( C

N 0)|s = 45 dB-Hz 
for just 26µ s. The pessimistic case considers a SER at the 
spoofer side of ps = 0.01, which corresponds to the integra-
tion of the authentic signal at ( C

N 0)|s = 40 dB-Hz for 271µ 
s.

To further study this case, we evaluate the probability of 
having at least one error incurred by the spoofer as a func-
tion of the number of unpredictable symbols being guessed. 

Fig. 3  Probability of having at least one error in a set of Q unpredict-
able symbols estimated by the spoofer with probability of error ps
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counterpart. Two cases are considered, namely when the 
multipath replica adds constructively or destructively to 
the line of sight (LOS). The maximum peak of the aggre-
gated correlation function is determined for both cases, and 
the energy of this peak is retained to compute the effective 
energy per symbol perceived by the receiver, thus providing 
the so-called “worst SER”.

The results in Fig.  5 have been obtained for a signal 
to multipath ratio (SMR) of 4.5 dB as specified in (ETSI 
2020). For Galileo E1, a relative delay of 125 m is consid-
ered as well in (ETSI 2020) for the reflected ray. The value 
corresponds to the ‘o’ markers shows a worst SER. Note 
that despite the very low C

N 0 value, multipath is not likely to 
cause a serious concern for symbol-level spoofing detection.

Symbol errors due to synchronization errors at the 
user's receiver

Unlike conventional receivers, snapshot receivers operate in 
acquisition mode only, and thus there is no tracking stage. 
As a result, residual errors due to the inaccurate estimation 
of the code and carrier errors parameters may contribute 
to the symbol error rate degradation. This effect is further 
aggravated when the user's receiver can only afford to gather 
a very short snapshot of just a few ms of signal.

The degradation due to phase estimation errors is shown 
in Fig.  6 as a function of the working C

N 0 when process-
ing a snapshot of L = {2,10,25} symbols, corresponding 
to a Galileo E1-B snapshot duration of {8,40,100} ms, 
respectively. The worst losses are of about 0.2 dB, which 
are only experienced when working at the minimum detect-
able C

N 0 that is needed to detect a satellite with a probability 

easily detectable SER. For instance, −5 < SSR < 5 dB at (
C

N0

)
|a,u

= 40 dB-Hz.

Symbol errors due to multipath

In order to assess the impact of multipath at symbol level, 
we consider a simple one-ray multipath model following the 
same approach as in the performance requirements specifi-
cation in (ETSI 2020, Appendix A3.3).

The SER in the presence of multipath can be com-
puted using the expression in (5) by replacing the nominal 
energy per symbol, Es = TdC, with its multipath-affected 

25 30 35 40 45
C/N0 (dBHz)

0

0.2

0.4

0.6

0.8

1

1.2

1.4

1.6

1.8

(d
B)

L=2 (8 ms snapshot)
L=10 (40 ms snapshot)
L=25 (100 ms snapshot)

Fig. 6  SER degradation, defined as a loss in C
N 0 measured in dB, due 

to residual carrier phase estimation errors at the user's receiver

 

Fig. 5  Worst SER for different C
N 0 values of the authentic signal at 

the user’s receiver when a single-ray reflection is present, using 
SMR = 4.5 dB as specified in (ETSI 2020, Appendix A3.3)

 

Fig.  4  SER due to the destructive overlapping of the authentic and 
spoofed signals at the user’s receiver as a function of the signal to 
spoofer ratio (SSR). Dashed lines represent the values of SSR that lead 
to an excessive SER (i.e. > 1E-3), and thus are likely to be avoided by 
a potential spoofer in order to remain unnoticed
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Proposed detector

Each snapshot of received signal is assumed to provide a 
set of L unpredictable symbols that are stacked into vec-
tor ŝi as in (8), for i = 0,1, . . . .N − 1 and Q = LN  is the 
total number of snapshots. This implicitly assumes that the 
snapshot is perfectly synchronized with the time at which 
unpredictable symbols are received.1 Based on the set of 
received symbols, the problem is now how to compare them 
with the authentic ones in order to determine the presence 
of a potential spoofer. This can be done by computing the 
Hamming distance H  between ŝi and si, referred herein 
as dH (ŝi, si), for each received snapshot. In this way the 
detector becomes,

H (ŝ, s) =
N−1∑
i=0

dH (ŝi, si)� (9)

The Hamming distance returns the number of non-coinci-
dent elements between the received unpredictable symbols 
and the authentic ones. By monitoring this metric one can 
make sure whether the obtained number of errors is reason-
able for a receiver that should be processing an authentic 
signal at a given working conditions, and for which the 
probability of error should be constrained to pu,0 in the 
absence of spoofing.

Statistical characterization

For the two hypotheses under analysis, namely spoofer 
absent H0 or spoofer present H1, the statistical distribution 
of the detector in (9) is given by,

H (ŝ, s) =
{

B (Q, pu,0) : H0
B (Q, pu,1) : H1

� (10)

1  While this may seem a rather strong assumption, it serves well 
herein for the purpose of illustrating the feasibility of working with 
unpredictable symbols. The more general case where both predictable 
and unpredictable symbols are present can be found in (Shahid et al. 
2023b).

of detection PD = 0.9 and probability of global false 
alarm PF A = 10−6 which is about {34,29,26 } dB for 
L = {2,10,25} symbols, respectively. This is well-above 
this minimum detectable C

N 0 at which user`s receiver typi-
cally operate, for instance under the standard values of 40 to 
45 dB-Hz experienced outdoors.

Meanwhile, the degradation due to time delay estimation 
errors L = {2,10,25} symbols is 0.02 dB, shown in Table 1. 
This shows that the impact of time delay estimation errors 
onto the SER can reasonably be ignored in practice, even 
when very short snapshots are processed. The degradation 
relations for both time and carrier phase errors are derived 
and provided in the Appendix.

Symbol errors due to signal fading

Last but not least, the SER degradation due to the presence 
of fading and blocking obstacles in urban and suburban 
scenarios also play a significant role for SER degradation. 
This effect was thoroughly analyzed by the authors in (Sha-
hid et al. 2023a). The results showed that the SER due to 
signal fading can rise up to 10−1 in vehicular urban sce-
narios, thus being comparable to a spoofer probability of 
error. This indicates that fading must be taken into account 
in the design of the spoofing detector in order to minimize 
the amount of potential false alarms.

Detection of spoofed unpredictable symbols

This section formulates the proposed symbol-level spoofing 
detector with two distinctive features. The first one is that 
it works on a short snapshot of received signal, typically of 
a few tens or hundreds of ms length. The second feature is 
that it works at symbol level using the demodulated sym-
bols obtained at the prompt correlator or maximum peak of 
the correlation function at the user's receiver. Note that no 
decoding is needed but only to take the sign of the maxi-
mum peak of the correlation, as indicated in (2), which is 
actually the optimal decision rule for deciding equiprobably 
binary ±1 symbols in additive white Gaussian noise (Pro-
akis and Salehi 2002).

Snapshot length Minimum detectable C/N0
[Pd = 0.9, Pfa = 1E-6]

Time delay estimation jitter at 
the minimum detectable C/N0

SER degrada-
tion at the mini-
mum detectable 
C/N0

(symbols) (dB-Hz) (chips) (dB)
2 34 0.04 0.02
10 29 0.04 0.02
25 26 0.04 0.02

Table 1  Time delay estimation 
jitter in a snapshot receiver pro-
cessing a snapshot of L Galileo 
E1-B symbols, operating at the 
minimum detectable C/N0
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detection process corresponding to the boundary conditions 
under H0.

Statistically, the threshold can be obtained from the 
cumulative distribution function of the detector statistics 
under H0 and the target PF A such that,

γ = cdf−1
H(̂s,s)(1 − PF A |H0) = cdf−1

B(Q,pu,0)(1 − PF A |H0) � (15)

where the result on the right hand side of (15) comes from 
the fact that H (ŝ, s) in (11) is a bimodal symmetric distri-
bution. The threshold obtained in (15) is found to depend on 
Q, the number of unpredictable symbols, PF A, the target 
probability of false alarm, and pu,0, the probability of sym-
bol error incurred in the absence of spoofer. Table 2 pro-
vides an overview of the representative values that pu,0 can 
take, depending on the different impairments discussed so 
far, and what their impact is in terms of the detection thresh-
old. An example is shown for Q = {32,230} unpredictable 
symbols and PF A = {10−4, 10−6}.

Performance evaluation

Two types of experiments have been carried out herein for 
preliminary assessment of the proposed detector. The first 
one is aimed at determining the feasibility of the proposed 
detector using the Receiver Operating Characteristic (ROC) 
curve will be considered (Fawcett 2006). Rather than the 
ROC curve, the analysis will focus on the so-called Area 
Under the Curve (AUC), as explained next when describ-
ing the first experiment. The second experiment is aimed 
at determining the time that is required to detect a potential 
spoofer in a snapshot mode to show how feasible detecting 
a spoofer is from a time domain perspective. 

Experiment 1: Area Under the Curve (AUC). The detec-
tion performance is assessed here through the AUC, which 
computes the integral of the ROC curve and thus summa-
rizes into a single number the performance represented 
in the ROC curve. A key feature of the AUC is that for a 
detector randomly declaring either H0 or H1, the ROC 

where B (m, p) stands for the Binomial distribution for a 
set of m symbols, Q is the total number of unpredictable 
symbols, pu,0 is the probability of symbol error at the user's 
side under H0, i.e., (5) when noise is the dominant degrada-
tion, and finally pu,1 is the probability of symbol error at the 
user's side under H1, which is given by (6). Note that the 
latter depends on both, errors incurred by the spoofer and 
errors incurred by the user's receiver itself.

Nevertheless, it must be taken into account that the 
demodulated symbols from a short snapshot of signal do not 
have an absolute phase reference and thus can be affected 
by a phase rotation of 180º. This means that the symbols 
obtained in (2) and stacked in ŝi can either be the correct 
symbols or the sign-reversed ones. This makes (10) to 
become a mixed Binominal distribution under each of the 
two hypotheses,

H (ŝ, s) ∼
{ 1

2 B (Q, pu,0) + 1
2 B

(
Q, 1 − pu,0

)
: H0

1
2 B (Q, pu,1) + 1

2 B (Q, 1 − pu,1) : H1
� (11)

Due to the mixed or bimodal distribution under each hypoth-
esis, two different detection thresholds need to be imple-
mented. The one on the lower side of the bimodal Binomial 
distribution will be referred to γ, while the one on the upper 
side of the bimodal Binomial distribution becomes its com-
plementary, namely Q − γ.

Once the test statistic in (11) is computed using the sym-
bols in ̂s, the following decision rule can be implemented,

H (ŝ, s) ≤ γ ⇒ decide H0� (12)

γ < H (ŝ, s) < Q − γ ⇒ decide H1� (13)

H (ŝ, s) > Q − γ ⇒ decide H0� (14)

Threshold settings

The decision of threshold implementation allows to provide 
insights about the number of errors that can be acceptable in 

Table 2  Summary with the contribution of the different impairments affecting the probability of symbol error in the absence of spoofer, pu,0, and 
required detection threshold for Q = 32 and Q = 230 unpredictable symbols
dB Noise

pu,0

Multipath
pu,0

Shadowing
pu,0

Total
pu,0

Threshold γ(Q = 32) Threshold γ(Q = 230)
PFA = 10−4 PFA = 10−6 PFA = 10−4 PFA = 10−6

Open-sky, good (C/N0)|a,u
(> 40 dB-Hz)

 < 10–18  <  0 0  < 10–18  <  0 0 0 0

Open-sky, moderate (C/N0)|a,u
(32 dB-Hz)

2 · 10–4 0 0 2 · 10–4 1 2 2 3

One-ray multipath, moderate (C/N0)|a,u
(32 dB-Hz, SMR = 4.5 dB)

2 · 10–4 3 · 10–3 0 3 · 10–3 3 4 5 7

LMS shadowing, good (C/N0)|a,u
(45 dB-Hz, urban pedestrian, 95%)

 ~ 0  ~ 10–2  10–2 4 5 10 12

LMS shadowing, good (C/N0)|a,u
(45 dB-Hz, urban vehicular, 95%)

 ~ 0  ~ 10–1  10–1 11 13 41 47
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LMS channel. In that case, the received C
N 0 of the authentic 

signal is required to be greater than 40 or even 45 dB-Hz for 
the detector to succeed, even when the spoofer arrives with 
a power advantage of 5 dB, larger than the 3 dB considered 
herein. Interested readers can find more details in Shahid et 
al. (2023a).

Experiment 2: Time to spoofing detection (TTSD). The 
second experiment intends to assess the time required to reli-
ably detect a spoofer. The results are shown in Fig. 8(a) for 
ps = 0.1, and Fig. 8(b) for ps = 0.01. According to Fig. 1 
(b), L = 8 is considered and a moderate C

N 0 of 38 dB-Hz is 
chosen here since it provides interesting insights about the 
difference in detection performance when either the spoofer 
or the user has a power advantage relative to this reference 
C
N 0.

For the considered working conditions, the time for 
detecting 90 % of the time a spoofer incurring in errors 
with ps = 0.1 is less than 0.5  s, while for a spoofer with 
ps = 0.01 it requires more than 12  s, as shown in Fig. 8. 
Such a significant increase is mostly due to the fact that 
unpredictable symbols are transmitted every 2  s, so if the 
current symbols are not enough, the receiver must wait 2 s 
for the next group of unpredictable symbols to be received.

Additionally, Table 3 provides a more detailed overview 
of the detection time for two practical use cases, namely 
when the receiver is operating in either low or high duty-
cycle. The low duty-cycle refers to the case when the receiver 
only gathers one out of the four batches of unpredictable 
symbols that are available per odd page, which are shown in 
green in Fig. 1. In this case, the receiver will require a higher 
detection time to compensate for the scarcity of gathered 

curve would be a straight line ranging from coordinate 
(PD,PF A) = (0,0) to coordinate (PD,PF A) = (1,1) . This 
means that the AUC would be 0.5 for a random detector. 
In contrast, for an ideal detector keeping PD = 1 when 
PF A → 0 the AUC would be equal to 1. So, the AUC val-
ues range from 0.5 (worst case) to 1 (best case). In some 
special cases the ROC may appear below the straight line 
of a random detector, thus leading to AUC < 0.5 or even 
AUC → 0. This situation typically occurs when hypotheses 
H0 and H1 are reversed in the data being processed. Fig-
ure  7 shows the AUC in an open-sky scenario as a func-
tion of the received C

N 0 of the authentic signal, when the 
spoofer arrives with a 3 dB power advantage over authentic 
signal and with a random relative phase shift. The plot on 
the Fig. 7(a) shows the AUC when the spoofer incurs in a 
probability of symbol error ps = 0.1. In that case, the AUC 
rapidly raising in the Y-axis when more than 10 symbols are 
available and the C

N 0 is large enough. For spoofer errors to 
be distinguishable from the receiver own errors, we need 
pu,0 < ps, which starts to happen for C

N 0 > 25 dB-Hz, when 
the detector rapidly scores AUC → 1. In the plot of Fig. 7(b) 
the same experiment is shown but with a more sophisticated 
spoofer with ps = 0.01. In that case, more than 200 unpre-
dictable symbols are needed for AUC → 1, in line with the 
discussion in Fig. 3. Furthermore, the C

N 0 working point has 
now been shifted to the right to account for the fact that 
pu,0 < ps, but that a stricter ps is now involved. Now, at 
least C

N 0 > 30 dB-Hz is needed to reliably detect the pres-
ence of spoofer. While the results in Fig.  7 confirm the 
feasibility of the proposed detector for open-sky working 
conditions, similar conclusions are drawn for the stringent 

Fig. 7  Area under the ROC curve (AUC) for the proposed spoofing detector in open-sky conditions when the spoofer has a 3 dB power advantage 
and the probability of error (a)ps = 0.1 , (b)ps = 0.01
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to the authentic one. However, as the observation time for 
estimating the unpredictable symbols decreases, the prob-
ability of error increases, making it more susceptible to 
detection by the symbol-level detection technique proposed 
in the present work.

Practical implementation aspects

The availability of OSNMA data is a general concern in 
spoofing detection techniques that make use of OSNMA 
data provided by existing mass-market receivers. This is 
due to the fact that, as reported in (O’Driscoll et al. 2023), 
the availability of I/NAV data in those receivers is currently 
below 10%, in the best case. Therefore, techniques oper-
ating in snapshot mode, as the one proposed herein, can 
make a difference because they directly demodulate a small 
portion of received data without having to fully decode the 
whole I/NAV message.

unpredictable symbols per odd page. This effect will be par-
ticularly critical for detecting spoofers with low probability 
of error, such as ps = 0.01 . In contrast, by high duty-cycle 
we refer to the case when all batches of unpredictable sym-
bols per odd page are gathered by the receiver. An overview 
of the impact of such duty-cycle operation is summarized in 
Table 3, where it can be seen how the detection time signifi-
cantly grows in low duty-cycle operations.

In spite of the performance degradation for low duty 
cycle operation, the resulting detection time can be upper 
bounded by approximately 10 s, which is smaller than the 
few tens of seconds that are needed by the partial correla-
tion technique proposed in (Seco-Granados et al. 2021) in 
similar working conditions. It is worth mentioning, though, 
that both techniques are actually complementary and should 
be used jointly. The reason is that for a spoofer not to be 
detected by the partial correlation technique in (Seco-
Granados et al. 2021), it should estimate the unpredictable 
symbols as soon as possible, thus incurring in the shortest 
possible delay in the transmitted spoofed signal with respect 

High duty-cycle Low duty-cycle
Number of 
unpredictable 
symbols per 
snapshot

Target prob-
ability of 
detection,Pd

Detection time 
for a spoofer 
with ps = 0.1
(seconds)

Detection time 
for a spoofer 
with ps = 0.01
(seconds)

Detection time 
for a spoofer 
with ps = 0.1
(seconds)

Detection time 
for a spoofer 
with ps = 0.01
(seconds)

8 0.90 0.27 12.39 4.02 54.03
8 0.95 0.39 18.03 6.03 72.03
8 0.99 2.15 24.15 8.03 98.02
6 0.90 0.38 18.02 6.02 72.02
6 0.95 2.02 22.30 8.02 96.03
6 0.99 2.26 34.14 12.03 143.02

Table 3  Required time to detect 
a spoofer under different duty-
cycle conditions of the receiver

 

Fig. 8  Probability of detecting the spoofer as a function of time when (a) ps = 0.1 and (b) ps = 0.01 for C
N 0 = 38 dB-Hz at the user's receiver 

and with the spoofer operating at − 3, 0 and + 3 dB more of C
N 0
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when designing both the snapshot length and the wake up 
strategy to be used by the receiver, since the sequences of 
unpredictable symbols for different satellites may be offset 
by 5 symbols one from the other.

Clock offset affecting the wake up time

Another factor is the presence of a receiver clock offset, 
which translates into an offset on the time at which the 
receiver wakes up to gather a snapshot of signal. It is worth 
mentioning that two sources of time are assumed to be avail-
able in the proposed technique. The first offset is provided 
by the local clock of the receiver, is typically on the order of 
a few tens, and up to a few hundred of ms, when coarse-time 
navigation is adopted (Peterson et al. 1995). This is the case 
in snapshot receivers, which implement coarse-time naviga-
tion in order to circumvent their lack of knowledge about 
the transmission time of the received signal, and despite that 
limitation, be able to solve the user’s position and time (Van 
Diggelen 2009). Apart from the receiver local clock, the 
snapshot receiver has also access to the external time refer-
ence provided by the communication network over which 
it is connected to the remote server. Such external time ref-
erence is often provided through Network Time Protocol 
(NTP) and can actually be used as an additional counter-
measure to combat spoofing replay attacks. In particular, by 
making sure that the GNSS time estimated by the receiver 
lies within a certain admissible window. Clock offsets on the 
order of 10 ms are typically observed in small devices con-
nected wirelessly through 4G/LTE networks (Miškinis et al. 
2014), thus often providing a more accurate time reference 

Nevertheless, snapshot receivers must also cope with 
certain impairments that may impact in terms of spoofing 
detection performance. The two most relevant impairments 
are: (1) the visible satellites have different ranges with 
respect to the user’s position, and thus, their signals arrive 
at the user’s receiver with slightly different reception times. 
This means that not all satellites have the same number of 
unpredictable symbols. (2) Even if all satellites arrived per-
fectly time-aligned, the receiver is subject to clock offsets 
that prevent it from waking up at the exact time when the 
unpredictable symbols are expected to be received and thus 
contain less unpredictable symbols than the expected ones. 
Both impairments will be briefly discussed next.

Relative time delay between visible satellites

The impact of the relative time delays on received signals 
from different visible satellites is empirically analyzed by 
employing publicly available data from the online archive 
of International GNSS Service (IGS) global data centers 
(IGS 2023). The retrieved data is available for over a period 
of up to one day and at a sampling rate of 30 s, which is then 
processed by using the GFZRNX- RINEX GNSS Data Con-
version and Manipulation Toolbox (Nischan 2016). After 
analyzing the real data, the relative time delays between vis-
ible satellites are found to exhibit a zero-mean gaussian-like 
distribution, as can be seen in Fig. 9 (a). The corresponding 
cumulative density function is shown in Fig. 9 (b), where 
can be seen that a maximum relative time delay of ± 10 ms 
is observed for 90 % of the time (i.e. ±2.5 I/NAV data sym-
bols), or up to ± 20 ms for 99 % of the time (i.e. ±5 I/NAV 
data symbols). This observation must be taken into account 

Fig. 9  (a) Probability density function (pdf) of the time delay difference between satellites, with respect to a reference one, using real satellite data. 
(b) Cumulative density function (cdf) corresponding to the plot a
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to its deployment via remote or cloud-based platforms. This 
means that the user receiver can send the received unpre-
dictable symbols, or directly the snapshot of received signal 
samples, to a remote end where the received OSNMA unpre-
dictable symbols are compared with the authentic ones. The 
main contribution of this work has been to carefully analyze 
the feasibility of the proposed technique. Since it operates 
at the symbol level, several concerns naturally arise regard-
ing its effectiveness, particularly due to potential symbol 
errors caused by various factors such as thermal noise at 
the spoofer and at the user’s side, the overlap between the 
authentic and delayed and phase-shifted spoofed replica, the 
presence of synchronization errors, as well as the degrada-
tion introduced by multipath and signal fading. In order to 
carefully assess the feasibility of the proposed technique, 
a set of boundary conditions have been derived for such 
impairments, which reveal that the noise, multipath, syn-
chronization errors are not likely to impact the performance 
of symbol level snapshot OSNMA spoofing detector under 
typical GNSS receivers operating conditions. However, 
some limitations do appear in the presence of signal fad-
ing, particularly in vehicular urban scenarios, where the 
SER severely degrades due to the adverse propagation and 
seriously hinders the spoofer detection. In addition, practi-
cal implementation aspects have also been discussed taking 
into account whether a sufficient number of unpredictable 
symbols are provided by the satellites in view, as a function 
of the snapshot length and the receiver clock offset. Unlike 
conventional detection techniques, which need to con-
tinuously track the received signal, the proposed snapshot 
OSNMA technique uses only a small portion of the received 
signal, of just tens of milliseconds in length. Thanks to this 
feature, the snapshot OSNMA technique does not require 
the full implementation of all OSNMA functionalities, as 
only a portion of the navigation message (i.e., specifically 
the section containing the unpredictable symbols) is needed 
to detect a spoofing attack. Numerical results confirm that 
this approach enables faster spoofing detection compared to 
existing techniques, taking on average less than 10 s for sim-
ple spoofers and less than 100 s for sophisticated ones, for 
95% detection probability and outdoor clear sky. Overall, 
the competitive advantage offered by the proposed method 
makes it highly attractive for emerging applications where 
power consumption and processing time are constrained, 
such as in IoT devices, but where fast and reliable spoof-
ing detection is still needed, such as in asset tracking, smart 
agriculture or drone delivery. This, in turn, facilitates the 
integration of authentication capabilities into lightweight 
and cost-sensitive systems.

than the one provided by the estimated time obtained by the 
receiver from a short snapshot of GNSS samples.

Figure 10 shows the mean number of unpredictable sym-
bols that are available for each satellite in view as a function 
of snapshot length and the clock offset on wake-up time. 
In order to gather on average 8 unpredictable symbols, the 
minimum snapshot length must be 18 symbols, even if no 
clock offset is present. As already mentiond, this is due to 
the fact that visible satellites have different time of arriv-
als and thus, the snapshot length must be long enough to 
encompass the sequences of unpredictable symbols from 
different satellites. This is consistent with the ± 20 ms rela-
tive time delay for 99 % of the time that was discussed in 
the previous subsection. When a clock offset of 10  ms is 
present, the average number of unpredictable symbols for 
this same snapshot decreases to ~ 7.5 symbols, and it goes 
down to ~ 6.5 symbols for a 20 ms clock offset. The results 
in Fig.  10 can then be used to determine how much the 
minimum snapshot length should be increased in order to 
compensate for the clock offset, and thus to preserve the 
detection performance by avoiding the miss of unpredict-
able symbols.

Conclusion

This paper has provided a comprehensive analysis of a 
novel technique for spoofing detection that relies on the 
use of the unpredictable symbols provided in the I/NAV 
message of Galileo E1-B signal. The technique is imple-
mented using a snapshot-based approach, opening the door 

Fig. 10  Mean number of unpredictable symbols for each satellite in 
view as a function of the minimum snapshot length and the clock offset
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spread spectrum (DS-SS) signal in the presence of estima-
tion errors on the synchronization parameters. Such degra-
dation depends on the working conditions determined by 
the actual C

N 0 and it is given by (measured in dB),

Dξ = −10log10

(
E2 [d (ξ)]
sin2 (

π
M

) − var (d (ξ))
2C
No

T

)
[dB]� (20)

where d (ξ) is the distance between the M-PSK deci-
sion boundary and a received M-PSK symbol affected by a 
generic estimation error ξ, and T  is the symbol period.

For carrier phase estimation errors, denoted henceforth as 
ξ = ϵθ, and for the BPSK symbols conveyed by the Galileo 
E1-B, the result in (20) simplifies to a degradation given by,

Dϵθ
≈ 10

ln10
var (ϵθ) ≥ 10

ln10
2L − 1

L (L + 1)

(
C

No
T

)−1

[dB]� (21)

where the variance of the phase estimation errors, 
var (ϵθ), has been lower bounded in the right hand side 
of (21) by the corresponding Cramer Rao Lower Bound 
(CRLB) (Kay 1993, Eq. (15.72)).

For time delay estimation errors, denoted henceforth as 
ξ = ϵτ , the degradation in (13) particularizes to (Bucket and 
Moeneclaey 1995),

Dϵτ
≈ − 10

ln10
g′′(t)| t = 0 T2

cvar (ϵτ ) [dB]� (22)

where g′′(t) is the second derivative of the auto-correla-
tion of the chip pulse used by the DS-SS signal and Tc the 
chip period.

The time delay estimation jitter has been obtained by 
numerically evaluating the CRLB for time delay estima-
tion (Kay 1993, Eq. (3.40)), assuming a Galileo BOC(1,1) 
signal with a user’s receiver bandwidth of 5 MHz. The cor-
responding SER degradation has been obtained by mapping 
such time delay estimation jitter onto Fig. 4 in (Bucket and 
Moeneclaey 1995).
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Appendix

Symbol errors due to the overlap of authentic and 
spoofed signals at the user’s receiver

The SER probability for the overlapped received symbol 
can be obtained by formulating the following model.

ri (n) = α0si (n) + α1s̃i (n) + ωi (n)� (16)

for n = 0, . . . ., L − 1 unpredictable symbols and 
i = 0, . . . , N − 1 snapshots, whereas α0 = |a0| ej∅i,0  and 
α1 = |a1| ej∅i,1  are the complex amplitudes of the received 
authentic and spoofed symbols, respectively.

Under the assumption that s̃i (n) = si (n) so that there 
are no spoofer errors, the overlapped received symbol 
becomes,

ri (n) = α0

(
1 + α1

α0

)
si (n) + ωi (n)� (17)

where Ês
.=

∣∣∣α0

(
1 + α1

α0

)∣∣∣
2
 now becomes the energy of 

the overlapped symbol. After simplifying the overlapped 
symbol energy term and merging it with (5), the SER in the 
presence of spoofer becomes,

pu,1 = 1
2
erfc

(√
Td

(
C

N 0

)

|a,u

[
1 + 1

SSR
+ 2cos∆∅√

SSR

])
� (18)

where the snapshot index i has been omitted for the sake 

of clarity and SSR=̇
∣∣∣ α0

α1

∣∣∣
2
 whereas ∆∅ .= ∅1 − ∅0 is 

the relative phase difference between the authentic and 
the spoofed signals. Two limit cases can be distinguished 
depending on whether the two signals overlap construc-
tively, i.e., ∆∅ = 0, or destructively, i.e., ∆∅ = π. The lat-
ter leads to the worst SER, which is therefore retained here 
and given by,

pu,1 = 1
2
erfc

(√
Td

(
C

N 0

)

|a,u

[
1 + 1

SSR
− 2√

SSR

])
� (19)

Symbol errors due to synchronization errors at the 
user's receiver

To determine how much degradation is incurred in terms 
of SER due to synchronization error, we will make use of 
the general result in (Bucket and Moeneclaey 1995) for the 
SER degradation of an M-PSK bandlimited direct-sequence 
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