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Executive Summary

Deliverable D10.3 addresses the ethical requirement of the protection of personal
data in the ITFLOWS Project required in the Ethics Summary Report sent by the
European Commission on 21st November 2019. Section 1 explains the role of the
ITFLOWS Data Protection Advisor, his appointment and his expertise. Section 2
provides the confirmation of the appointment of Data Protection Officers and the
data protection policies of the ITFLOWS Partners involved in conducting the
interviews with migrants. Section 3 details the sources of data used in ITFLOWS.
Section 4 explains the anonymisation techniques that will be implemented to
minimise the risk of identification. Section 5 describes the technical and
organisational measures that will be implemented to safeguard the rights and
freedoms of the data subjects/research participants. Section 6 provides the
security measures that will be implemented to prevent unauthorised access to
personal data or the equipment used for processing such data. Lastly, Section 7

details the lawful basis for processing previously collected data in ITFLOWS.
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Introduction

The purpose of this Deliverable is to provide a response to the ethical
requirements imposed by the European Commission regarding the protection of
personal data in ITFLOWS. Measures addressed at minimising data protection
risks are presented in this Deliverable. They build upon previous work presented
in Deliverables D2.1 and D2.3. The measures adopted include the appointment of
the ITFLOWS Data Protection Advisor; the confirmation of the designation of Data
Protection Officers in the institutions responsible for the processing of personal
data and their data protection policies; the assessment of the data sources used in
ITFLOWS to evaluate whether they are publicly available and free to use; the
adoption of anonymisation techniques; the implementation of technical and
organisational measures to safeguard the rights and freedoms of data
subjects/research participants as well as security measures to prevent access to
unauthorised access to personal data; and the description of the legal basis for the

processing of previously collected personal data.

Lastly, monitoring procedures have implemented according to the ethics
monitoring strategy designed for the project to ensure ethical and legal compliance
with the data protection legal frameworks applicable to the project. To this end,
monitoring activities have been conducted by the Independent Ethics Board (IEB)

and the Data Protection Advisor (DPA).
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SECTION 1 - Appointment of an ITFLOWS Data Protection
Advisor (DPA)

1.1 The role of the DPA in ITFLOWS

In the context of the ethical strategy designed for the project by the ethics lead
partner, strong monitoring structures and procedures have been set up to
strengthen compliance with the human rights, legal and ethical framework
identified for the project (see D2.1). Concerning the protection of personal data in
ITFLOWS the appointment of a Data Protection Advisor (DPA) was foreseen with
the aim of assisting and supervising the ITFLOWS Consortium partners in any
issues along the lifecycle of the project that may raise data protection risks from a
legal, ethical and societal perspective. It is relevant to highlight that the role of the
DPA in ITFLOWS does not entail any type of functions as described in Article 37 of
the GDPR.1 However, it must be acknowledged that tasks assigned to the ITFLOWS
DPA are inspired by the tasks corresponding to data protection officers’ tasks

contained in Article 39 of the GDPR,2which have been adapted to the project.

The ITFLOWS DPA is proactively involved in monitoring and providing advice to
the Consortium in relation to all data protection and privacy issues posed by the
research activities foreseen within the project. In particular, the DPA will be
performing the following tasks during the whole lifecycle of the project:

- To supervise the adequate use and processing of personal data by all
ITFLOWS partners during the 36 months of the project;

- To advise on data protection matters during the Consortium meetings;

- To provide consistent procedures for the data processing activities
conducted by all ITFLOWS partners;

- To supervise that the development of the technological results (the
EUMigraTool) has no impact on data protection and privacy rights of the
individuals;

- To review all Deliverables that pose data protection concerns and

produce specific data protection reports before every annual meeting.

1 Article 37 GDPR. See https://eur-lex.europa.eu/eli/reg/2016/679/0j
2 Article 39 GDPR. See https://eur-lex.europa.eu/eli/reg/2016/679/0j
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1.2 Formal appointment and justification of expertise

Dr. Jonathan Andrew has been appointed as ITFLOWS DPA. The formal
appointment of Dr. Andrew as ITFLOWS DPA took place during the second
Steering Committee Meeting of the project which took place virtually on 3

February 2021.

Dr. Jonathan Andrew is an Associate Research Fellow at the Geneva Academy,
where he conducts research on the impact of emerging digital technologies, such
as the development of social media channels, on the promotion and protection of
human rights. In this capacity he has been engaged as Advisor to the UN Special
Rapporteur Clément Voule of OHCHR Special Procedures. He is also a Co-Editor at
the University of Geneva for the publication ‘Human Rights Responsibilities in the
Digital Age’ with Hart Publishing, Oxford. He was previously employed at the
European University Institute (EUI) as Project Manager for SURVEILLE FP7, a
cross-disciplinary collaborative research project funded by the European
Commission, where he focused on the impact of the surveillance of mobile devices
on privacy, data protection and freedom of peaceful assembly and association.
Before joining the EUI, he worked as a Senior Legal Adviser with the Danish
Refugee Council. His professional experience includes consulting in IT and
business process re-engineering.

Dr. Andrew holds a PhD in Public International Law from the European University
Institute and the Academy of European Law’s Diploma. His doctoral thesis
examined the concept of locational privacy in relation to human mobility, focusing
on how the classification and terminology of technologies influence the construct
of legal metaphors in bridging gaps in applying existing context and precedent. His

CV can be found in Annex 1 of this Deliverable.
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SECTION 2 - Confirmation of appointment of DPOs

The Coordinator of the Project (UAB) confirms that Mr. Agusti Verde Parera is the
Data Protection Officer (DPO) of the UAB.3> Mr. Verde can be contacted at

proteccio.dades@uab.cat.

Personal data collected at research activities will be processed under the
responsibility of the partner conducting such activity. As such, research
participants willing to exercise their data subjects rights can contact the partner’s
DPO, if one has been designated. Otherwise, they can contact the person in charge
of data protection issues within the institution.
According to the information provided by the responsible partners, they have
appointed the following DPOs (see Annex 2):

e Associazione della Croce Rossa Italiana (CRI): Dr. Tiziano Gerardi (contact

details: dpo.privacy@cri.it)

e Associaci6 Open Cultural Center (OCC): BUFETE ESCURA S.L.P, Carrer de

Londres, 43 Bajos. Contact person: David Terns contact details:

dterns@escura.com)

Responsible partners have also provided their respective data protection policies
(see Annex 3). In this regard, it must be highlighted that the data protection policy
of Oxfam Italia Onlus (OIT) states that “Funzione organizzativa Qualita” are in
charge of data protection issues within the organisation and can be contacted at:

privacy@oxfam.it.

[stituto Affari Internazionali (IAI) has informed the ethical lead partner about their
internal process of designating a new DPO. It has been agreed that IAI will provide
the contact details of the DPO as soon as he/she is formally appointed. The current
data protection policy of this institution (see Annex 3) will be reviewed by the new
DPO. If amended, IAI will submit the updated data protection policy to the ethics
lead partner.

Lastly, OCC has provided a draft of its data protection policy. The final version of
this policy is currently under development and will be sent to the ethics lead

partner before the start of the interviews.

3 https://www.uab.cat/web/about-the-uab/itineraries/data-protection/data-protection-officer-
1345828638186.html
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SECTION 3 - ITFLOWS Data Sources

The data sources used in ITFLOWS can be classified into five broad categories (see
also D1.1 and D2.3): i) primary personal data obtained during the interviews with
migrants, refugees and asylum seekers; ii) primary data gathered at workshops
with the Users Board, experts and other stakeholders; iii) publicly available data
from Twitter and Google Trends; iv) the reuse of aggregate-level data collected
from publicly available existing datasets and sources; v) the potential reuse of data

from the European projects NIEM and MIPEX.

Table 1 (included in Section 1.4 of Deliverable D1.1) describes the types of data
that will be used ITFLOWS and the related Task and Work Package number:

‘ Data Type Origin WP
Macro qualitative (T3.1) and quantitative (T3.2) data on drivers
of EU-bound irregular mixed migration in countries of origin
and transit: i) indexes on economic growth, socio-economic
structures and other numeric variables from selected countries
of origin, data from the World Development Indicators (WDI) of Publicly
the World Bank and from the OECD; ii) national-level data | Available data WP3
sources on population statistics will also be collected and used
for the acquisition of relevant demographic indicators; iii) data
on displacements provided by the DTM of the International
Organization for Migration
Data from social media environments (T.3.3): i) Tweets; ii) Publicly
Google Trends available data wes
Interviews (T3.4) with adult asylum seekers/ migrants Primary data | WP3
Quantitative data of Member States: i) German Panel Survey Data
on asylum seekers and refugees (T4.1); data on secondary Publicly
movements of refugees within the EU: economic and sociall available data wee
indicators (T4.2)
Data from the European NIEM Project (T4.3) Publicly WP4

available data
Asylum and refugee applicable law and procedures (T4.3) Publicly WP4
available data
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Asylum application data (T.4.3) in the Member States obtained

from data sources such as IGC (covers applications in 16 Member

Publicly
States); EUROSTAT (covers 32 countries); UNHCR open data; and WP4
available data
the Asylum Information Database - AIDA (contains information
on asylum procedures across 23 countries)
Pan-European surveys: individual survey data (European
Social Survey, Eurobarometer, World Value Survey), combined
Publicly
with aggregate-level data on countries (Eurostat, Word Bank, WP5
available data
etc.) to identify micro- and macro-level factors affecting
attitudes to immigrants/migration policies (T5.2)
Big Data (T5.3): i) geo-referenced tweets for hate speech content;
Publicly
ii) geographically disaggregated data at the destination country WP5
available data
level
Open-intelligence data sources (T6.1): video content; web news Publicly 6
WP
from mainstream media sources; social media (mainly Twitter) available data
Data gathered from the organisations that will test the tool (T7.3)| Primary data | WP7
WP3
WP6
Participatory workshops data Primary data
WP7
WPS8

Table 1. Types of data.

Additionally, Table 2 (included in Section 1.4 of Deliverable D.1.1) provides the

publicly available existing datasets and sources that will be used in ITFLOWS:

Source Type of data Link

Migration - IDPs,

UNHCR g .Asyll.lm https://www.unhcr.org
seekers, Situation
and camp reports

FRONTEX Irregular crossing https://frontex.europa.eu

IOM Displacement igiz and Returnee https://displacement.iom.int

iDMC IDPs ny reason https://www.internal-displacement.org
(conflict vs disaster)

HDX Humanitarian Data https://data.humdata.org
Exchange database

ACLED Conflict events https://acleddata.com

EMDAT Climate and other https://www.emdat.be/

10
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disasters
ECMWEF Climate data https://www.ecmwf.int
World Bank
WDI World Development | https://databank.worldbank.org

indictors

WB Governance
Indicators

Background and
Institutional

https://info.worldbank.org

European Social
Survey

Attitudinal survey

https://www.europeansocialsurvey.org/

European Value
Study

Attitudinal survey

https://europeanvaluesstudy.eu/

Eurobarometer

Attitudinal survey

https://ec.europa.eu/commfrontoffice /public
opinion/index.cfm

Eurostat

GDP per capita, real
GDP growth,
unemployment rate

https://ec.europa.eu/eurostat/data/database

OECD

Migration statistics -
Database of
immigrants in OECD
countries

https://stats.oecd.or

AIDA

Migration - IDPs,
Refugees, Asylum
seekers

https://www.asylumineurope.or

Eurostat

Unemployment
rates, Destination,
Education, Income,
Gender ratio, Age of
inhabitants,
Marriage rate,
Minimum wage,
Gini-Coefficient, Lt-
unemployment

https://appsso.eurostat.ec.europa.eu
https://ec.europa.eu/eurostat/

IPC Food Security

Food security data

http://www.ipcinfo.org

City Population

Population data

https://www.citypopulation.de

GDELT

News event data

https://www.gdeltproject.org/

Rulers, Elections,
and Irregular

Governance data

https://github.com/OEFDataScience/OEFDat

Governance aScience.github.io

(REIGN) dataset

IMF .AH feconomlc https://data.imf.org/
indicators

ILO Qgrsg(é?;r)r}lllicc’ http://www.fao.org/economic/est/statistical
indicators =datajen/

Google Trends Selected keywords https://trends.google.com

IOM Displacement
Tracking Matrix
Surveys on
Migration Flows

Reports on migrant
presence & profiles,
info on flows, routes,
and journey

https://dtm.iom.int

11
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characteristics

EASO Country of
Origin Portal

Reports on the
conditions in asylum
seekers’ countries of
origin

https://coi.easo.europa.eu

European Country

Periodical reports,
analyses, media

ﬁff(()) l;irg11;;11}cion reporting, etc. on the | https://www.ecoi.net
Network conditions in C.0.0.
of asylum seekers
Konfliktbarometer | Conflict data https://hiik.de /konfliktbarometer/
gg& S;lrzi)g::flwt Conflict data https://ucdp.uu.se/
Open Street Maps | Geospatial data https://www.openstreetmap.org/

Table 2. Sources of publicly available data.

Further data sources that will be used in ITFLOWS were developed in the

European projects NIEM and MIPEX. However, at this stage it remains unclear

whether this data reflects the outcomes of the projects and is publicly available

and can be freely used. The ethical lead partner (IDT-UAB) jointly with the

ITFLOWS DPA will request further information on this aspect. The aim is to

evaluate if specific agreements for the reuse of such data need to be signed before

their processing in ITFLOWS (see Deliverable D2.3.).

12
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SECTION 4 - Description of anonymisation techniques

4.1 Anonymisation techniques to be applied to the interviews

with migrants, refugees and asylum seekers

The ITFLOWS partners involved in conducting and analysing the interviews with
migrants, refugees and asylum seekers will respect and preserve the anonymity of
all research participants by complying with the Charter of Fundamental Rights of
the EU#* the European Convention on Human Rights® and its Supplementary
Protocols, the European Code of Conduct for Research Integrity®, the General Data
Protection Regulation (GDPR),” as well as with the Opinion 05/2014 on
Anonymisation Techniques of the Article 29 Data Protection Working Partys3.

Two stages have been articulated to apply anonymisation techniques to the

interviews with migrants, refugees, and asylum seekers:

1. In the first stage, the NGOs responsible for conducting the interviews (CRI,
OIT and OCC) will share with the partners in charge of the qualitative
analysis (IAI and UAB): i) an anonymised table compiling all the conducted

interviews; and ii) the transcript of the interviews.

2. In the second stage, IAI and UAB will ensure that the transcripts of the
interviews do not contain personal data. IAl and UAB will assess whether
the content of the interview reveals or might reveal the identity of research
participants. In this case, such information will be deleted from the
transcript to ensure having an anonymised transcript prior to any research
activity. IAI and UAB will then delete the transcript and will carry out the

qualitative assessment based only on the anonymised transcript.

4 https://eur-lex.europa.eu/legal-content/EN /TXT/?uri=CELEX%3A12012P%2FTXT

5 https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty /005
6https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-

2027 /horizon/guidance/european-code-of-conduct-for-research-integrity horizon en.pdf
7 https://eur-lex.europa.eu/eli/reg/2016/679/0j
8https://ec.europa.eu/justice/article-29 /documentation /opinion-recommendation/
files/2014 /wp216 en.pdf

13
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4.1.1 First stage: anonymisation techniques applied by the NGOs

The interviewing teams from CRI, OIT and OCC will record the audio of the
interviews to facilitate its transcription. This recording shall be used in ensuring
data quality and accuracy (Article 5(1)(d) GDPR). The audio of the interview will
be recorded for the sole purpose of its transcription. Thus, the recording will be
deleted as soon as the transcript is finished, and in any case, no later than 24 hours
after the transcription. The transcript of the interview will not contain research
participants’ direct identifiers, such as names. Additionally, transcribers will erase
other types of personal data that clearly enables identification. This procedure is
envisaged to remove personal data while keeping the value of the interview for its
scientific purpose. Transcribers will receive training on what types of data must be

erased.

These transcripts will be safely stored on the NGOs premises using encryption, will
not be shared with any third party, and will be destroyed at the end of the project.
The transcripts will only be shared with IAl and UAB in a format that is encrypted.

Technical procedure
Regarding the summary table of interviews, the technical procedure to be applied
by the NGOs is generalisation, as it is regarded to be an efficient method to

minimie the risk of singling out.

Interviews will be associated with a number (see coding system below) and
indirect markers whose combination must not lead to the identification of the
participant. Crucially, the informed consent forms gathered from all research
participants will in no way be associated with the interview’s unique code (IUC).
The informed consent forms will be kept on the NGOs premises, which are the ones
in charge of ensuring the exertion of data subjects’ rights. The researchers who
analyse the interviews at IAl and UAB will at no point have access to the informed
consent forms to preclude any potential identification of research participants by

someone other than the respective NGO.

Each interview will have an IUC, composed of one letter and six numbers. Each

NGO has been assigned the following letter:

14
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e Red Cross Italy (CRI): R
¢ Open Cultural Center (OCC): O
e OXFAM Italy (OIT): X

The first three numbers of the IUC will correspond to an identification number
provided by each NGO to its interviewing teams. The last three numbers will
correspond to the concrete number assigned to each research participant. For
example, the IUC number for the twenty-fifth interview carried out by the

interviewing team number 1 of Red Cross Italy will be: R-001-025.

Each interview so numbered will then be associated with the date and place of the

interview, as well as with the indirect interview markers (see Table 3 below).

1IUC Date Place Gender Age Educational /professional | Country of
Group background origin

R-001-

025

Table 3. Anonymised table compiling the interview markers

The Partner NGOs will evaluate if any of these interview markers combined with
the information disclosed during the interview itself can lead to the identification
of the research participant. In such a case, interview markers will be generalised in
the following order: i) the place where the interview was conducted (e.g., Italy
instead of CRI Reception Center in Catania); ii) the country of origin (e.g., West
Africa instead of Niger); iii) educational/professional background (e.g., University
degree instead of the name and type of degree) and iv) age group (e.g., [30-35]
instead of 33). If risks of identification persist, interview markers will be erased
following the same order. Gender as an interview marker should only be dropped

as a last resort.

As a result, NGOs will send, in an encrypted way, two separate documents to 1AI
and UAB, namely: i) the table compiling all interviews, and ii) the transcript of the
interviews which are only associated with the IUC but not the other interview

markers.

15
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4.1.2. Second stage: IAl and UAB'’s role in ensuring anonymisation

Once IAI and UAB receive both documents, they will be stored separately and kept

secure in an encrypted way.

Al and UAB researchers will ensure that the transcripts of the interviews do not
identify research participants nor make them identifiable. To this end, they will
assess whether the content of the interview reveals or might reveal the identity of
the research participant, in which case, the information that identifies or may
identify the research participant will be deleted. From a methodological point of
view, the content of anonymised interviews will be based on the researchers’
expertise and knowledge. Any contextual information that could be deemed
personal data (i.e. related to an identifiable natural person) will be removed, and
only relevant information for scientific purposes will be kept. IAl and UAB
researchers will then delete the transcripts and will carry out the qualitative

analysis based only on the anonymised transcript.

Analysis of interviews
To analyse the anonymised transcripts, IAI and UAB have foreseen the following
procedure:

a) The researchers involved in the second anonymisation stage - while
anyways reading the interview transcripts assigned to delete personal data
- will also highlight recurring important words or phrases in the text.

b) In a first team meeting (IAI and UAB), keeping in mind the research
questions and analytical framework, central categories emerging from the
anonymised transcripts will be identified by set of questions (e.g.,
a,b,c,d,ef).

c) IAI and UAB researchers will then go back to a portion of the anonymised
transcripts assigned to them to identify central topics related to these
categories (interview indirect markers). Every researcher will compile a list
of potential codes (i.e. labels representing analytical categories) with

tentative code definitions.®

9 These codes are analytical devices that serve conducting the analysis of the information contained
in the anonymised transcripts in a systematic way and in line with the research objectives, and
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d) In a team meeting interview indirect markers will be discussed, and a
shared codebook (list of codes representing analytical categories with code
definitions) developed. The shared codebook will be tested by sample
coding in a shared team session.

e) Each participant will then go back to a portion of the anonymised
transcripts and use the codebook to analyze and interpret them.

f) IAI and UAB researchers will discuss their findings and the way to quantify
the survey of the data.

Research outputs

Whenever IAl and UAB refer to these interviews in scientific or policy publications,
they will use the above-mentioned table containing the IUC only to identify the
methodological background of research in quantitative numbers. For example,
they will show how many male and female-identifying persons (incl. transgender
and intersex individuals) have been interviewed percentage-wise, how many in
each destination, and from which countries (or regions) of origin. As standard
practice, they will also include a list of interviews at the end of publications which
will identify only month/year of the date on which the interview was held, the
country where the interview was conducted, gender, and country (or region) of
origin. Finally, in the interpretative/analytical parts of publications they will refer
to general observations and, if anonymised transcripts are quoted verbatim, they
will only indicate two of the possible four indirect identity markers (gender, age
group, educational/professional background, country of origin) concerning the

interview.

4.2 Anonymisation techniques of Twitter data

Given the likelihood of collecting Twitter data that contains personal data,
technical partners will proceed with anonymisation of the collected data to avoid
the processing of any personal information of Twitter users. The preliminary

approach to the anonymisation of Twitter data is as follows:

hence they should not be confounded with the [UCs referred to above.
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e A method is applied to automatically remove personally identifiable
information such as names and ages. Locations are not removed as they are
needed for predictive purposes of the EUMigraTool (EMT).

e Depending on the dataset, other types of data such as financial information
(e.g. credit card numbers or certain IDs) will be removed. This will be

defined after analysing manually the data.

To this end, a named entity tagger and Named Entity Recognition (NER) will be
used to find this information in the text and then replace it with a random string
after the first level of preprocessing, i.e. tokenisation and cleaning. Since some
useful data (e.g., locations) must be collected, a method replacing the detected
personal information by its unique hash value might be used if it improves the
prediction results. This method keeps the necessary information available for the
machine learning model and preserves the user's privacy and data protection

rights at the same time.
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SECTION 5 - Technical and organisational measures to
safeguard the rights and freedoms of data
subjects/research participants

The ITFLOWS Consortium is committed to avoiding or, at least, minimising
potential negative impacts that ITFLOWS research activities may pose. To this end,
several technical and organisational measures have been taken at this stage of the
project to safeguard the rights and freedoms of the data subjects/research

participants:

Technical measures:
1. Anonymisation techniques will be applied to the personal data gathered
from the interviews and from Twitter (see Section 4).
2. Use of encrypted storage/transmission of interview transcripts by NGOs,
[Al and the UAB (see Section 4 and 5).
3. Use of CKAN as the data repository for the EMT (See Section 6).
4. Multiple security measures for the EMT will be implemented. (See Section

6).

Organisational measures:
1. Most partners in charge of conducting the interviews with migrants,
refugees and asylum seekers have appointed, even voluntarily, a Data
Protection Officer (See Section 2). All these partners have data protection

policies in placed or are at the last implementation stage (See Section 2).

2. Ethics approvals/positive  opinions from the internal ethics
committees/bodies of the NGOs in charge of conducting the interviews have
been obtained before the start of the interviews (See Deliverable D10.2).
With the aim of ensuring that the identified Ethics Authorities had all the
necessary information to provide such an opinion/approval, the ethics lead
partner (IDT-UAB) submitted to the involved ITFLOWS Partners, a request
letter signed by the Coordinator of the ITFLOWS Project informing the
Ethics Authorities of the aim of the ITFLOWS Project and the ethical

requirement imposed by the Ethical Panel of the European Commission
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regarding the submission of an opinion/approval by a competent Ethics
Authority. In addition to this request, an information package was also

attached (See Deliverable D10.2).

3. Regarding the interviews with migrants, refugees and asylum seekers,
access to the informed consent forms is restricted to the individuals
authorised by the corresponding NGO. Additionally, personal data gathered
from the interview will not be shared with Consortium Partners. NGOs will
send, in an encrypted way, two separate documents to 1Al and UAB, namely:
i) the table compiling all interviews, and ii) the transcript of the interviews

- after the removal of direct identifiers.

4. Developing a culture of security and data protection awareness implies that
people involved in conducting the interviews know the legal and ethical
requirements to ensure compliance. Therefore, a training session has been
specifically designed for ITFLOWS interviews before the start of this
research activity. The online training session is scheduled for the end of
March 2021 and will cover multiple aspects related to how to conduct the
interviews, including the ethics and legal requirements that must be
observed. This training sessiong will be recorded as source of guidance, and
updated if necessary. Written training materials will also be delivered in the

form of a handbook.

5. Bilateral communications and participation in meetings with partners
involved in WP3. In particular, close collaboration with partners involved in
the interviews with migrants, refugees and asylum seekers has been

established.

6. Participation of the ethical and legal teams in technical meetings. To this
end it was agreed that the coordinator urges all WP and task leaders to
invite the WP2 team members to their regular and irregular calls and
meetings. In addition, bi-weekly WP2 meetings have enforced internal

communication.
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7. FIZ Karlsruhe (FIZ) has designed a privacy statement, which is included in
the official website of the ITFLOWS Project.1° There are two versions of this
privacy statement. The binding version on the left side contains all the
important legal and technical details but may be more difficult to read. To
ease readability a non-binding version has been added on the right side.
This version is shortened, excludes legal terms where possible and is

generally written in a simpler way.

8. A Data Management Plan (See Deliverable D1.1) has been elaborated
specifically for ITFLOWS and will be updated over the course of the project.

9. A Data Protection Impact Assessment and an Ethical and Social Impact
Assessment have been conducted in order to identify risks and to provide
mitigation measures (See Deliverable D2.3). The Data Protection Impact
Assessment and the Ethical and Social Impact Assessment will be updated

as necessary throughout the project.

10. Continuous internal monitoring activities are conducted by FIZ and IDT-
UAB to ensure that the processing of personal data in ITFLOWS is
developed in full compliance with the applicable legal and ethical
framework, as well as according to the internal and external monitoring

strategy devised for the project.

11.Regarding the external monitoring activities, the ITFLOWS IEB and the
ITFLOWS DPA are proactively involved in monitoring and providing advice
to the Consortium in relation to all ethical and data protection issues posed

by the research activities foreseen within the project.

10 https: //www.itflows.eu/privacy-policy/
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SECTION 6 - Security measures to prevent unauthorised
access to personal data

Concerning personal data collected from the interviews, it will be anonymised as
explained in Section 5.1. The interview transcripts will be safely stored on the
NGOs premises through encryption, will not be shared with any third party, and
will be destroyed at the end of the project. The transcripts will only be shared with
IAl and UAB in a format that is encrypted.

The informed consent forms gathered from all research participants will be kept
securely on the NGOs premises, and their access will be restricted to the
individuals authorised by the NGO. Only NGOs will be able to associate the
interviews with the corresponding research participant since they are in charge of
ensuring the exertion of data subjects’ rights. The researchers who analyse the
interviews at Al and UAB will at no point have access to the informed consent
forms to preclude any potential identification of research participants by someone

other than the respective NGO.

All data transferred to the project repository will be anonymised. The partner
generating the data is responsible for the anonymisation process before its

transfer to the ITFLOWS repository.

Data used for the EMT will be stored in the central repository “CKAN”. CKAN is a
tool for creating open data websites, helping to manage and publish collections of
data. It is widely used by national and local governments, research institutions, and
other organisations collecting data. CKAN is open-source software, with an active
community of contributors who develop and maintain its core technology. In
addition, it is modified and extended by an even larger community of developers
who contribute to a growing library of CKAN extensions. CKAN is built with
Python on the backend and Javascript on the frontend, and uses the Pylons web
framework and SQLAlchemy as its ORM. Its database engine is PostgreSQL and its
search is powered by SOLR. It has a modular architecture that allows extensions to
be developed to provide additional features such as harvesting or data upload.

CKAN uses its internal model to store metadata about different records, and
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presents it on a web interface that allows users to browse and search this
metadata. It also offers a powerful API that enables third-party applications and

services to be built around it.

Regarding the security measures for the EMT, the following measures will be
implemented:
e Encrypted storage/transmission;
e Regular offline backups;
e Transmission only over secured/encrypted channels;
e Use of firewalls for securing the network;
e Access control with personal user accounts and permissions depending on
need-to-access policy;
e Access to the data/tool only via VPN (Virtual Private Network) if deemed
necessary;

e Use two-factor authentication and public/private key encryption.
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SECTION 7 - Lawful basis for previously collected
personal data

As stated in Section 3, the data sources used in ITFLOWS can be classified into five
broad categories (see also D1.1 and D2.3): i) primary personal data obtained
during the interviews with migrants, refugees and asylum seekers; ii) primary data
gathered at workshops with the Users Board, experts and other stakeholders; iii)
publicly available data from Twitter and Google Trends; iv) the reuse of aggregate-
level data collected from publicly available existing datasets and sources; v) the

potential reuse of data from the European projects NIEM and MIPEX.

Personal data gathered during the interviews with migrants, refugees and asylum
seekers is primary data directly obtained from the data subjects once they have
provided their informed consent (see Section 1 and 2.1 of D10.1). The lawful basis
for processing personal data gathered from research participants of ITFLOWS

interviews is consent.

Primary data gathered at workshops with the Users Board, experts and other
stakeholders mostly refer to professional opinions and feedback. However,
personal data might be gathered (such as name), and pictures can be taken and the
video/audio of the session might be recorded. Therefore, an Informed Consent
Form Template has been designed (see Section 2.2 of Deliverable D10.1). The legal
basis for processing personal data gathered from workshops and similar research

activities is consent.

Regarding the publicly available data from Twitter and Google Trends, it is
important to make a distinction. While data from Google Trends is presented at an
aggregate level without containing personal data, tweets may include personal
information. Therefore, anonymisation techniques will be applied to the data
collected from Twitter (see Section 6). The lawful basis for processing data

obtained from the Twitter API is legitimate interest.
Most of the data sources reused in ITFLOWS are publicly available existing
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datasets that have been originally generated by the UN Refugee Agency (UNHCR),
FRONTEX, the International Organisation for Migration (IOM), the European Union
through Eurostat and Eurobarometer, and the Organisation for Economic Co-
operation and Development (OECD), amongst others. This reusable data is

provided in an aggregate form, without containing personal data.

The other data sources that will be reused in ITFLOWS have been originated in the
European projects NIEM and MIPEX. However, at this stage it remains unclear
whether this data reflects the outcomes of the projects and is publicly available
and can be freely used. The ethical lead partner (IDT-UAB) jointly with the
ITFLOWS DPA will request further information on this aspect. The aim is to
evaluate if specific agreements for the reuse of such data need to be signed before

their processing in ITFLOWS (see Deliverable D2.3.).
This deliverable has been reviewed and approved by the ITFLOWS Independent

Ethics Board (IEB) and the ITFLOWS Data Protection Advisor (DPA). Approval
letters signed by the members of the [EB and the DPA can be found in Annex 4.
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ANNEX 1 - Dr. Jonathan Andrew (ITFLOWS DPA) CV

DE. JONATHAN ANDEEW, CIPM & CIPP-E
Email: jonathom andrew;zzenenva-academy.ch - Tel: +33 (047 81 6123 97

Research Fellow — Information Technology & Human Rights Law Expert

Adaptable, resultz-driven human rights professional wath comprehensive expenence in msearching the
nems of fimdsmental nghts wath ICT. Exeellent <kalls m bnldmg relatonships with semor leadess,
stakeholders and colleagues. Highly developed expertse m the phm'anfp‘uhhcm.hunallaw
comparative law, EU data protechon and privacy law.

Exter=rve adnumistratrve expenence m developing research projects. Demonstrated abibity to effecovely
adrumnster and execute admimstative fimetions, incleding event planning and crgamsmg conferences.
Comprehensive professional netwerk m the legal and humen nghts comwmmity mternzhonzlly, wath
expenence m multiple seozaphic regons (Enghsh French Bussian lansmages) and wodkms with eross-
cultural teams.

*Data Protecoon & Prvacy Law Expertise »Project hanagement — Besezrch Programmmes
= Relabionship Management » Expertize m IT Metwoarks & Secunty » Budget Planming & Momtonng
= Excellant Teammworking Capabilifies » Expenenced Educator & Tramer » [T Consulting Expeartize
sDimtal Marketing Consultine Fxpenence » Expenienced Acadenne Proofreadar Sz Editor
» FrenchEngh=h Tran=lation Skills
Professional Qualifications:

Cartified Information Prrvacy Professional Bwope (CIFP/E)
Six Sizme Black Belt Certification » Advanced Microsoft Certification Frxoel Werd Cutlock

Professional Experience:

Research Fellow: Information Technology & Human Righis Law September 2018 - Current
Chganization: Geneva Acadenyy, Geneva, Switzerland

Research Fellow at the Geneva Humen Fights Platform conducting research on the intersection of
mfcrmation technology with buman nghts law:
- Co-Editor! Axthor - UNIGE: ‘Humnan Rights Responsibalities m the Dhizital Age’, Hart Publishing, Cheford.
- Project lead - Coordmation and delivery of an Fxpert Meeting of Special Procedures Mandates evaluatine
mnpact assessment methodologies.
- Awthor: “Challenges to Locational Privacy: The Transformation of Urban Mobilite”,
MPT Studies on Intellectual Property and Competihon Law, Sprnger Publishing, Berln
- Adwasor to the TN Special Bapporteur Clement Voule, OHCHE. Special Procedures
- Swnzznex Advisory Board Member — “Towards an Inclusve Fubme m AT programmme
- Visiting Lectirar - X111 Urals Infernational Human Rights School, Yekaterminurg, Russia
- Adnmet Researcher - University of Essexc, Hhoman Bights & Big Data Project
- Adbvisor - Facebook, Inc, (Combatting Cnline Hate Speech/Content Moderation)
- UM Humoan Rights Couneil - Project ManagerPanel: “Newr S Emarging Thatal Technologies’
- UM Himnan Rights Coametl - Moderator: “The Innovation Brndge - A Tecknologieal Answer to the Dhgital
Divida’
- UM Hamoan Fight= Council - Side Event Panelhist: “Human Rights in the Digital Age’
- UM Humoan Rights Couneil - Side Event Panellist: ‘Thgtal Trade m Afiica’
- Dielegate of the Geneva Acadenyy - “Right to Encrypiion” Waorkshop at the Hebrew University, Jerusalem,
Izrzel
- Adjunct Researcher - Max Planck Institute, Mumch - Information Weorkshop Srazrt Urban Mobality
- Delegate - (Aobal Secunty Forum 2019, Doha, Qatar
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Project Manager: SURVEILLE FP7 / Doctoral Researcher Seprember 2011 — February 2018
Crganization: European Usiversity Instinete, Florencs, Traly

Project I\-Ianagu'nf SURVEILLE — z €M EU Cormmusmion co-oparafive research project engzmimg 11
Mamg&u:&niufateamnfiﬁlﬂhmﬂadmm:sh:hm’ﬁﬁ'mdﬁpm time research staff at the EUL

- Besponsibility for project lmson wath EUV Commussion, project budget, reporting anmd public
d:ss&mmaumnfr&saarch.
- Conducted PhD-level research in E1J data protection and privacy EUT law, final editorproofreader for all
project publicabions.
- Manager of event/conference planming and logsties for EU Commussion’s joint project conference in
Brussels.

- Development and momtenance of project website, author and editor of v1deo/photo and social media
content

Consultant: Digital Marketing, Commumications and Business Operations Mgy 2012 — Jarary 2018
Ovganizations: 5k Club GB, Chamomix All Yew, Wipe-Owr Ltd o the Mowmains Spd
{UE France Switzerland).

Consultant m SME busines: development: IT networking online marketing and pubhic mlahons to 4
UK FrenchSwiss usineszas. Thertal Marketing Manager at Mountain Tracks (so-brand of Ski Club GB).

Acting Country Director/Senior Legal Advizor Fabrwary 2011 — Augusr 2011
Orvganisation: Deawich Refugee Council, Dushanbe, Tajikistan

Acting Country Manager on 2 6-menth mterim assignment pnor to commenecmg doctoral studies n lawe:

- Personne] finance and admimshzhve manzpement of 3 team of & nahonal engployess.
- Suceessfully nepotizted 2 bmdine Memsorandurn of Understandine (MO with the county’s Presidentizl
Advarestraton.

- Inshituted dialogue with the govermment’s InfeniorTlefence & Foreign Mimishies.
- Authored successful Microsoft Inc. grant applicaton to fund office IT metwok development and
EXDATISION.
- Desigmed, implemented and ran the DRC's in country ICT and administrative operations.

- Besponsible for managine two €1M projects fimded by EUT and DANIDA. As Senior Legal Advisor,
conducted trammg of the Tapk judictary, law enforcement and border officials on the norms and
applhication of infernational law.

Freelance Editor/Researcher April 20010 — Decsmbear 2011
Chrganization: Coumtry gf Ovigin Rezearch and yformation (CORD, Lowdon, UE

Auther of legal research for use n refuges status determunation cases m UK immwsration tribumals.
- Conducted analysis to gude the provision of objective country of origin research pertaming to, inter alia,
access to ustce,

prvacy, freedom of assemblvrehmon'expression m Fuesia, Cuba, Meweco, Laos, Usbekistan,

Freelance Legal Translator Jarmary 2010 - Juby 2010
COrganization: Federation Internationale des liguss des Droits de I Homme (FIDH), Paris, France

Provided a French-English translation of FIDH: “Corporate Accoumtzhilhity for Humen Fights Aluses”
publication.

Research Assistant Nevember 2000 — Augnse 2011
Organization: Univerzity of Brizel, UL

Author of legal research on the momtonng of the newly developed legal mechamsms in the mplementation
of the TN Convenhon on the Rights of Persons with Disabulrhes. Conducted legal research for the Open
Society Institute’s project on mndependent momtorng of detention facthihes and access to healtheare for
detainees in sox foomer Sonnet republics.
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External Lecturer — Law Faculty September 2000 — March 2010
Organization: Universzity of Copenhagen, Danmark

Lectmer for postzraduate course ‘Legal Enghsh’ for foreign students, focusing on the development of
pmsprudence m S and Commonwealth junsdichons. Assisted the development of the LI M syllabus for
mnproving the tezchimg of legal English.

Project Assistant — Corporate Social Responsibility Jamnary 2000 — July 2009
Chganization: Humean Fights and Business, Institute for Frumean Rights, Copenbagen, Denmark

CSE advisor: responsible for researching and writing the feam’s country nsk assessments.

- Authored the dus diligence report evaluating nisk to DIHE of partmenng wath XG0 on Cuban human
rights violations.

- Prepared puidance for chents meluwding Coca Cola, Maersk, Nove Nordisk, Shell (hl and Danfoss on
legal frameworks pertaming to child labour acress nmltple pesdichons.

Reszearch Assistant — Law Faculty May 2008 — Jamuary 2000
Organization: University of Strathclvde, Glasgow, UK

Part-time as=istant to 3 visuzlly immpaired ITB lae stedent, prepanng materials for transenption m UK Tax
Law, Forensic Scaence. Local Government I aw and ELT Lawe.

Communications (fficer November 2005 — Ocrober 2006
Crganization: International Organization for Migration, Glasgow, UK

MEnaged the creaton of 3 new branch office and 1an day-to-day operztions of IOM m Scotland.

- Choermight of daly cassload management of IOM chents zcross Scotland and haison with UK Home
Office.

- Management of commmmications, logistics, budgeting and administrative fiinctions of the office.

- Besponsible for the outeach prosramme, mehuding hason wath the Scothish povermment and its
numstnes: developed relationships with key external agencies, pariner mstiintions and welfare services.

Consultant Business Operations Specialist Seprember 2005 — October 2003
Chganization: American Express Furepe Lid, UK

Six Sipma (Black Belf) Project Consultant responsible for evaluating and reporting on meumbent business
processes and procedires relatmg to the canfication of Amencan Fxpress ratail POS terminals in Furepe,
Morth Amenea and Asia

- Auther of the final busmess asseszment cutlimng recommmendzhons for process mnprovement and
expenditure reduchion

Business Operations Specialist November 2002 —July 2005
Chrganization: ByffUSA LLC Sportswear, Berkeley, 154

Leveraged experfise m business cperations to develop a start-up distnbuhion business.
- Developed business case reviews, CBA and business mmpact assessments for the US market.
- Implementzton of electrome data wferchange (EDT) semaces for pncrpal vendess, melndms REEL
Macy's.
- Leader of streamhmnimg and process quality immrovement projects to delrver enhanced serviemyg capability.

Project Manager Process Management Specializt Seprember 2000 — Octobar 2002
Chrganization: American Exprezs, Brighton, UL

Completed Amex 12-month graduate programme, then hired mio the company’s Interactrve Development
team as a Project Mamsper m Proces: Re-ensmesrmz Coopleted Six Sigma Black Belt traimmg,
responsible for trammmg Mordic market’s service monagers = Green Balis.

- Semor Project Manager for business process modelling and operational process re-design. Fesponmible for
project budget forecasting and busmess case development for fishre project mmplementations.

- Superizor and mentor to 4 project resezrch anabysts m project team of Busmess Fe-enmmesnns.

29



Deliverable 10.3 itFI @h w9

Education:

2012 -2018 Ph: Infernztional Pavacy and Data Protechon Lawr, EUL Acadeny of Ewropean Law, Itaky
2011 -2012 LLM Bwropean Human Fights Law, EUT Acadenyy of European Law, Iahy
2008 -2009 Diploma, Infermational Humamtanan Law, ICRC Geneva, Switzerland
2007 -2008 LLM Humen Fights Law - (Disgneton), Unversity of Stathelhyde, TE
- 2008 - Diploma Infermational Human Raights Law - (Distmetion), EUL Acadery of Furopean
Law, Itaky
2006 -2007 M A Ermvironment Poliey and Society, Open University, UK
1993 -15%9 B.A (Honows) French and Russian Languages - -1, University of Manchester, UK
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ANNEX 2 - Appointment of ITFLOWS Partners’ Data

Protection Officer

- Appointment of Dr. Tiziano Gerardi as DPO of CRI:

ASBOCIAZIONE DELLA CROCE ROSSA ITALIANA
VIA TOSCANA N, 12, C.A.P.: 00187, ROMA (RM)
C.F.ePIVA: 13669721008

LIERD DEI PROVWVEDIMENT! ADOTTATI DAL PRESIDENTE

PROVVEDIMENTO N. 28 DEL 23 MAGGIO 2015

Oggetto: atto di designazione del Data Protection Officer {DPO}
sensi dell’art. 37 del Regolamento UE 2016/679

VISTO il Decreto legislativo 28 settermbre 2012, n. 178 & ss.mm.i:

VISTO |l Decreto legistativo 3 luglio 2017, n. 117

VISTO il vigente Statuto delfAssociazione della Croce Rossa ltaliana,
modificato = da ultimo = con atto a ministero netaio Elisabetta Mussolini
rep. M. 5258 Racc. n. 3686, regisiralo a Roma 4 il 27/03/2018, n. 9458,
Serie 1T;

VISTO, in particolare, l'art. 34,1 del vigente Statuto che prevede il
Presidente Nazionale “rappresenta la Croce Rossa Mallana sia in lalia che
all'estero, di fronte a terzi e in giudizic™ e che "cura i rapporti con le autoritad

istituzionale defla Repubblica faliana & con ghi altri enfi ed associazioni

esterni a diffusione nazionale”

VISTO Il vigenle Regolamento di organizzazions;

TENUTO CONTO della vigente struttura organizzativa dell’Associazione
della Croce Rossa ltaliana;

PREMESSO CHE il Regolamento (UE) 2016/679 del Parlamento Europeo
e del Consiglio del 27 aprile 2016 wrelativo alla proteziona defle persone
fisiche con riguardo &l tratfamento dei dati personali, nonché alla libera
circolazione di tali dati @ che abroga la direftiva 9546/CE (Regalamanto
generale sulla protezione dei dati)s (di seguite RGPDY), in vigore dal 24
maggio 20186, e applicabile a partire dal 25 maggio 2018, introduce la figura
del Responsabile della protezione dei dati (RPD} (artt. 37-38);

VISTO lart, 37 25! sopra menzionata Regolaments 2016/878;

PREMESS0O CHE le predeite disposizioni prevedono che | RPD «pud
essere un dipendente del titolare del fraffamento o del responsabile def
frattamento oppure assolvere | suof compiti in base a un conlraifo df
servizie (art. 37, paragrafo 6) e deve essere individuato «in funzione defle
qualits professionall, in particolare della conoseenza specialistica defla
normativa e delle prassi in maleria of protezione del daii, e defla capacits di
assolvere | compiti di cui alarticolo 39» (art. 37, paragrafo 5) e «i livello
necessaric di conoscenza specialistica dovrebbe essere delerminato in
base ai trattamenti di dafi effeftuali & alla profezione richlesta per i dati
personalil tratfati dal titofare del trattamenio o dal responsabile de!
trattamentos {considerando n. 87 dal RGPDY);

CONSIDERATO CHE, in  ragione del profilo  dimensionale
dell'Associazione, del numero elevato dei settori di attivita, del numero

e,
e e

-*:;41.:'__

Il Prasidente Nazionale

31



Deliverable 10.3

iLFloWwsS

ASSOCIAZIONE DELLA CROCE ROSSA ITALIANA
VIA TOSCANA N, 12, C.AP.: D087, ROMA, (RM)
C.F. e P.IVA: 13669721006

LIBRC DEI PROVVEDIMENTI ACOTTATI DAL PRESIDENTE

elevato delle sedi dislocate sul territorio italiano, del numero elevato

personale dipendents, risulta necessario provweders alla nomina di

DPO; {7

PRESO ATTO dellistruttoria interma demandata al Segretario Ganari{'.\_ 3 o A

svoliasi anche awvalendosi del supporto tecnico di societd esternal ich oS

specializzata in materia, acquisita agli atti con prot. infemeo n. 000920 del - = "=

07 maggio 2018;

COMNSIDERATO CHE all'ssito della pradetta Istruttoria & stata ritenuto che

il dipendente Tiziano Gerardi sla in possesso del livello di conoscenza

specialisiica e delle compelenze richieste dall'art. 37, par. 5, del RGPD, per

la nomina a RPD, & non si frova in situazioni di conflitio di interesse con la I

posizione da ricoprire & | compiti e le funzioni da espletare; f
|

PRESO ATTO della disponibllitd manifestata dal dipendente sopraccitaio a
ricoprire in ruclo, come da nota prot. in atti n. 16602E del 04 maggio 2018,
Ravvisata la necessita, ai fini del presente atto, di dover temere conto dagli

origntamenti, chiarimenti, modelli & linee-guida emanati dal Garante per la N

protezione dei dati personali A
DETERMINA 'I

L)

per le motivazioni espresse In premessa, ¥

1) Di designare, con decomrenza immediata, il Dr. Tiziano Gerardi, nato
a Roma 0l 24/01/1877, CF. GRRTZNTTA24H501V quale Dats
Protection Officer (DPO) per l'Associazione della Croce Rossa
Italiana (C.F. @ P.IVA 13669721006)

2) Che il predetto, nel rspetio di quanto previsto dall'art. 39, par. 1, del
RGFD & incaricato di svolgere, in piena autonomia & indipendenza,
i seguenti compiti e funzioni:

a. informare e fornire consulenza al titolare del trattamento o al
responsabile del trattamenlo nonché ai dipendenti che
eseguonc il frattamento in merto agli obblighi derivanti dal
RGPD, nonché da altre disposizion nazionali o dell'Unione
relative alla protezione dei dati;

b. sorvegliare [osservanza del RGPD, di altre disposizioni
nazionali o del’Unione relative alla protezione dei dati nonché
delle poliliche del titelare del trattamento o del responsablle del
trattamento in matera di protezione dei dati perzonall, compresi
lattribuzione delle responsabilita, la sensibilizzazione e |3
formazione del personale che partecipa ai frattamenti & alle
connasse altivitd di controllo;

Il Presidenta Nazionale
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3)

4)

5)

6)

7)

¢, fornire, se richiesto, un parere in merto alla val
dimpatto sulla protezione dei dati e sorvegliame lo svolgimenic
ai sensi dell'aricolo 35 del RGPD;

d. cooperare con il Garante per la protezione dei dati personali;

g. fungere da punto di contatto con il Garante per la prolezions dei
dati personal per questioni connesse al trattamento, tra cui la
consultazione preventiva di cui allarticale 38, ed effettuare, se
dal caso, consultaziomi relativemente a qualungue altra
questione;

f. tenare il regisiro delle attivitd di trattamento sotto la
responsabilithd del tilolare o del responsabile;

di dare atto che i compiti del DPO attengono allinsieme dei

trattamenti di dati effetiuali dall'Associazione della Croce Rossa

ltaliana (C.F. & P.IVA 13669721006);

di dare atto che [‘Associazione della Croce Rossa Haliana si

impagna a:

- metiere a disposizione del DPO le risorse necessarie —
finanziarie, di infrastrutiure &, ove opportuno, di personale - per
l'adempimenlo delle proprie funzioni (arl. 38, par. 2, GDPR)
non  Amuovers o penalizzare il DPO  in ragione
delladempimento dei compiti affidati nell'esercizio delle sue
funzioni;
garantire che il DPO eserciti le proprie funzionl in autonomia e
indipendenza e in particolare, non assegnando allo stesso
aftivitd o compiti che risulting in confrasto o conflitto di interesse;

di dare atto che, ai sensi del GDPR., il Dr. Tiziano Gerardi esercita |e
funzioni di DPO in plena liberta, auvtonomia e indipendenza
professionale rspetto agll organi di governo e alle altre strutture
organizzative dellAssoclazione — anche a livells gerarchico e
funzionale, e a prescindere dall'attuale area di inquadramenta:

di dare atto, conseguentemente, che veranno disposte le
necessarie misure di adeguamenic della vigente Struttura
Crganizzativa;

di dare atto che 'eventuale svolgimento di ulterion compiti e funzioni
{in assenza o conflitti di interessi) da parie del dipendente non
dovrd sotfrarra il tempo necessario allo svolgimento delle atiivita di
DPO, cosi come indicato dal Garante per la protezione dei dati
personall;

Il Presidente Nazionale
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8) di dare atto che il nominativo @ i dati di contatio del DPO mr’f?{ﬁﬁ

resi disponibili sul sito isfituzionale dell'Associazione; L i IR - ]
LAk Taet M
PR
9) di dare atto che della presente nomina vera data m‘nunicaziunh;aiﬁf-::f*
Garante per la protezions dei dati personali, secondo le modalita’, =~

previste dal quadro normativo e procedurale vigente;

10)di incaricare il Segretarc Generale di porre in essere ogni
adempimentc connesso @ consequenziale all'attuazione del
presente atlo (i compresi | punti 7 & 8), anche in relazione al
vigante rapporto di lavore con il dipendente sopraceitato;

11} di notificare il presente atto al Dr. Tiziano Gerardi;
12)di trasmettere il presente atto al Consiglio Direttive Nazionale;

13)di trasmettere il presente atto al Segretario Generale per i seguiti di
competenza.

Roma, 23 maggio 2018

Il Presidents Nazionale

q%\i‘nalﬁu Rocca
e ——
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FIFMA D) ELEC TROMICAMENTE por - Sganda Empafiol de Promcciin @ Caten fiecha: 15037030 1845 3
CEV :APDREIEDFICEAE FEDGSBD0N-15663

El documants comta deun btal de | pagime pagine @ de 1

ifi:

Dﬁ@ h

Appointment of BUFETE ESCURA S.L.P (Contact person: David Terns) as
DPO of OCC:

== agencia

espanola .-ﬁ:

prateccidn FWQ Registro General de Proteccion de Datos
d

datos .

OPEN CULTURAL CENTER
CARRER DEL rEC, HUM 27
0&003 - BARCELONA
BARCELOHNA

Tipo de operacion: Alta

En relacion con la comunicacion recibida em esta Agencia con registro de enirada
Q00007 1282100005489 == ha procedido a incuir en la lista prevista en el articulo 34.4 de la
Ley Organica 32018, de 5§ de diciembre, de Proteccion de Datos Personales y garantias de los
derechos digitales la informacion comespondiente al Delegado de Proteccion de Datos
BUFETE ESCURA, S.LP. - BE1534004 (Persona de contacto: DAVID TERMS) de su entidad.

o Jorpe Jupn, B T34 50 100 055 s aepd ms
28001 - Miadrid
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ANNEX 3 - Data protection policies of ITFLOWS Partners

A copy of the data protection policies of ITFLOWS Partners involved in conducting
the interviews with migrants, refugees and asylum has been forwarded jointly with

this document.
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- Approval letters signed by the members of ITFLOWS IEB:

iLFloWws

Tuesday, 23rd February 2021
TO WHOM IT MAY CONCERN

Dear Sir/Madam

EUROPEAN UNION ITFLOWS PROJECT

In my capacity as Chairwoman of the ITFLOWS Independent Ethics Board, I hereby
declare that I have read, and I approve and suppoert the outcomes of the deliverables
foreseen for Ma within WP10 (Ethics requirements) - In10.1 (H-Requirement Ne.1),
D.10.2 [H-Requirement No.2) and D.10.3 [POPD-Requirement No.3).

This approval has been granted following the ethical and legal framework identified
as applicable to the ITFLOWS project. The Independent Ethics Board has closely
monitored the measures implemented to address the ethical requirements imposed
by the European Commission as a result of the Ethics Check to which the project was
subject before the signature of the Grant Agreement.

In witness whereof and for all pertinent purposes, this approval is issued.

Yours sincerely,

Lilian Mitrou
Professor at Department of Information and Communication System Engineering
University of the Aegean, Greece
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Tuesday, 23rd February 2021
TO WHOM IT MAY CONCERN

Dear Sir/Madam

EUROPEAN UNION ITFLOWS PROJECT

In my capacity as Member of the ITFLOWS Independent Ethics Board, [ hereby
declare that [have read, and  approve and support the outcomes of the deliverables
foreseen for M6 within WP10 (Ethics requirements) - D.10.1 {(H-Requirement No.1),
D.10.2 (H-Requirement No.2] and D.10.3 {(POPD-Requirement No.3].

This approval has been granted following the ethical and legal framework identified
as applicable to the ITFLOWS project. The Independent Ethics Board has closely
monitored the measures implemented to address the ethical requirements imposed
by the European Commission as a result of the Ethics Check to which the project was
subject before the signature of the Grant Agreement.

In witness whereof and for all pertinent purposes, this approval is issued.

Yours sincerely,

Ruth Fee
Professor of Public Services Education
Ulster University, United Kingdom
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Tuesday, 23rd February 2021
TOWHOM IT MAY CONCEREN

Dear Sir/Madam

EUROPEAN UNION ITFLOWS PROJECT

In my capacity as Member of the ITFLOWS Independent Ethics Board, I hersby
declare that I have read, and [ approve and support the outcomes of the deliverables
foreseen for M6 within WP10 (Ethics requirements) — D.10.1 [H-Requirement No.1),
[.10.2 (H-Requirement No.2) and D.10.3 (POPD-Requirement No.3).

This approval has been granted following the ethical and legal framework identified
as applicable to the ITFLOWSE project. The Independent Ethics Board has closely
moenitored the measures implemented to address the ethical requirements imposed
by the Eurcpean Commission as a result of the Ethics Check to which the projectwas
subject before the signature of the Grant Agreement.

In witness whereof and for all pertinent purposes, this approval is issued.

Yours sincerely,

Digitally signed
Marta by Marta Poblet
Poblet Balcell

Date: 2021.02.24
Balcell 07:23:32 +11'00'

Marta Poblet
Associate Professor and Research Director
RMIT University, Australia
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- Approval letters signed by the ITFLOWS DPA:

itFlows

Wednesday, 24th February 2021

TO WHOM IT MAY CONCERN

Dear Sir/Madam,

EUROPEAN UNION ITFLOWS PROJECT

In my capacity as ITFLOWS Data Protection Advisor, | hereby declare that I have
read, and | approve and support the outcomes of the deliverables foreseen for M6
within WP10 (Ethics requirements) - D.10.1 (H-Requirement No.1), D.10.2 (H-
Requirement No.2) and D.10.3 (POPD-Requirement No.3).

This approval has been granted following the ethical and legal framework identified
as applicable to the ITFLOWS project. The Data Protection Advisor has closely
monitored the measures implemented to address the ethical requirements imposed
by the European Commission as a result of the Ethics Check to which the project was
subject before the signature of the Grant Agreement.

In witness whereof and for all pertinent purposes, this approval is issued.
Yours sincerely,

J‘.r,(_ I\? W P
Jonathan Andrew

Associate Research Fellow
Geneva Academy, Switzerland
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