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Prerequisites

There are no pre-requirements.

Objectives and Contextualisation

The objective of this module consists of providing an introduction to information processing, emphasizing the
mathematical theory of information and its treatment, the data compression and/or images coding, the
encoding for error correction, techniques and cryptographic encoding for the security of the information,
applications to communications networks, and the design of applications.

After completeness of the module, the student will be able of:

To formulate methods for codification to forward error correction.
To formulate methods for the compression of data, with particular emphasis in images.
To decide what is the most convenient type of compression, depending on the characteristics of the
images and of the transmission channel.
To gain some basic knowledge on cryptography.
To analyze and to evaluate the implementation requirements of security algorithms.

Skills

Analyse, synthesise, organise and plan projects related to information theory, security and high
performance computing.
Apply the functions and operations of Internet, new generation network technologies and protocols,
component models, intermediate software and services to systems design.
Assure, guarantee, manage, certify and investigate the quality of advanced computing developments,
processes, systems and products.
Design solutions for complex information theory problems, analysing different technical and
technological solutions and backing up these decisions with efficient criteria.
Innovate in the search for new spaces / areas in one's field of work.
Investigate new methods for certification and warranty of security in the treatment of and access to
information in local or distributed processing systems, which guarantee a higher level of security, more
efficient treatment and more effective access to the information.
Possess and comprehend knowledge that offers the basis and opportunity to be original in the
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development and/or application of ideas, frequently in a research context.
Students must possess learning abilities to enable them to continue studying in a way that will to a large
extent have to be self-managed and autonomous.

Learning outcomes

Analyse and evaluate the reliability of a communication channel using different information coding
systems
Analyse and evaluate the requirements for compression with loss, without loss and progressively from
loss to without loss.
Analyse, synthesise, organise and plan projects related with information theory, security and high
performance computing
Decide which is the most appropriate type of compression depending on the characteristics of images
and the transmission channel
Develop different information codification mechanisms to improve the channel's performance
Distinguish between data compression methods and those for the correction of errors occurring during
transmission
Evaluate the security of network protocols on the basis of the cryptographic components used
Innovate in the search for new spaces / areas in one's field of work
Possess and comprehend knowledge that offers the basis and opportunity to be original in the
development and/or application of ideas, frequently in a research context
Students must possess learning abilities to enable them to continue studying in a way that will to a large
extent have to be self-managed and autonomous

Content

1. Compression

Lossless remote sensing compression

No-Data coding and future image coding

Image coding applications I (Kakadu, BOI, CADI, TER, GCOMP)

Image coding applications II (Kakadu, BOI, CADI, TER, GCOMP)

Conclusions of image coding

2. Advanced error correcting codes

Finite fields

Linear and cyclic codes over finite fields

Algebraic codes: Reed-Solomon codes

Algebraic codes: BCH codes

Decoding Reed-Solomon and BCH codes

3. Security and Information hiding

Steganographic scheme properties

Practical steganographic techniques

Watermarking schemes (image/audio)
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Coding theory for fingerprinting

Image forensics

Methodology

The methodology applied to the student work will combine the attended lectures, the laboratories, the
independent work of the student, the presentation of working papers throughout the course, and the oral and
public dissertation about a specific subject previously approved.

Distribution of the tasks:

Attended activities: 30%

Guided learning activities (outside classroom): 40%

Learning self-activities (outside classroom): 30% presented/displayed.

Activities

Title Hours ECTS Learning outcomes

Type: Directed

Lectures 30 1.2 1, 2, 3, 4, 5, 6, 7, 8, 9, 10

Type: Autonomous

Study 60 2.4 1, 2, 3, 4, 5, 6, 7, 8, 9, 10

Evaluation

The final evaluation will take into account the portfolio delivered by the students, the attendance and
participation in class, and the oral presentation.

1.Attendance and active participation are compulsory. At least an 80% of the lectures shall be attended.
Absences might be compensated with a home-work after agreement with the teacher. Mark: 20%.

2.Class activities will be proposed. Some home-works will be compulsory, others will be optional. Mark: 40%

3.Oral presentation of a particular subject. Presentation in English is strongly advised. Mark: 40%.

Evaluation activities

Title Weighting Hours ECTS Learning outcomes

Attendance 20 0 0 1, 2, 3, 4, 5, 6, 7, 8, 9, 10

Oral presentations 40 30 1.2 1, 2, 3, 4, 5, 6, 7, 8, 9, 10

Reports and exercises 40 30 1.2 1, 2, 3, 4, 5, 6, 7, 8, 9, 10
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