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Prerequisites

There are no prerequisites.

Objectives and Contextualisation

- Know the basic computer concepts and the functioning of an information system that can affect the security of ¢
- Know the physical components of a computer system or computer and
- Know the process of auditing information systems.
- Analyze the Government and the Management of Information Technolo
- Study the fundamental aspects of Information Security Management.
- Analyze the main standards of Information Security.
- Know the fundamental concepts of Cybersecurity.
- Analyze the typologies of technological crime, electronic evidence and |

Competences

® Apply specific software tools to solve problems specific to security.

® Assume the social, ethical and professional responsibility that derives from professional practice.

® Be able to communicate efficiently in English, both orally and in writing.

® Carry out scientific thinking and critical reasoning in matters of preventions and security.

® Contribute to decisions on investment in prevention and security.

® Efficiently manage technology in security operations.

® Evaluate the technical, social and legal impact of new scientific discoveries and new technological
developments.

® Generate innovative and competitive proposals in research and in professional activity developing
curiosity and creativity.



® Know how to communicate and transmit ideas and result efficiently in a professional and non-expert

environment, both orally and in writing.

® Make efficient use of ITC in the communication and transmission of results.
® Show respect for diversity and the plurality of ideas, people and situations.

Learning Outcomes
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Apply the basis of statistics. Economics and finance, in the applicable legal framework and the
informatics necessary to undertake prevention and security.

Apply tools and develop specific software for solving the problems that are particular to security, the
environment, quality and social corporate responsibility.

Assume the social, ethical and professional responsibility that derives from professional practice.
Be able to communicate efficiently in English, both orally and in writing.

Carry out scientific thinking and critical reasoning in matters of preventions and security.

Evaluate the technical, social and legal impact of new scientific discoveries and new technological
developments.

Formulate strategies of company management.

Generate innovative and competitive proposals in research and in professional activity developing
curiosity and creativity.

Know how to communicate and transmit ideas and result efficiently in a professional and non-expert
environment, both orally and in writing.

Make efficient use of ITC in the communication and transmission of results.

Show respect for diversity and the plurality of ideas, people and situations.

Content

SYLLABUS

BLOCK 1

Lesson 1. Introduction to the subject and definition of basic concepts.

Lesson 2. Physical components of a computer system or computer and networks.

Lesson 3. Program of a computer system or computer (operating system, applications, licenses).

Lesson 4. Acquisition, development and implementation of information systems.

Lesson 5. Government and IT Management / COBIT (Control Objectives for Information and Related
Technology).

BLOCK 2

Lesson 6. Audit process of information systems.

Lesson 7. Technological delinquency.

Lesson 8. Electronic test.

Lesson 9. Forensic Readiness and Digital Forensic Investigation.

BLOCK 3

Lesson 10. Protection of the assets of information systems.

Lesson 11. Information security management and compliance



Lesson 12. Development of the information security program.

BLOCK 4
Topic 13. Information security incident management.
Topic 14. Analysis of ISO 27000 (Information Security Management System) and NIST 800_53.

Topic 15. Critical Infrastructures and Business Continuity Plan.

BLOCK 5
Lesson 16. Trends: Cloud Computing, BYOD, Big Data, mobility, social networks, Internet of Things, etc.
Lesson 17. Differences and scope of cybersecurity and information security. National Cybersecurity Plans.

Lesson 18. Recommendations and good practices in the management of security in the business and private
sphere

Methodology

Taking into account that the modality of the class is Online, with the aim of achieving the learning objectives
described in this Guide, we will develop a methodology that combines the individual study from the Manual,
and the readings that will be presented in each topic, in addition of some documentaries.

Each topic will have a forum of doubts, and a Forum of "Contributions" will be established where the students
can introduce readings, articles, webs, documentaries, and all kinds of materials and resources related to the
subject. On the other hand, the resolution of two practical cases related to the subjects studied in the subject
must be carried out.

It should be noted that due to the Online model, students will have to prepare the materials in an autonomous
way (documents, readings, videos, etc.) and the forums and Online sessions will be devoted to deepening on
the topics discussed as well as solving possible doubts

Activities

Title Hours ECTS Learning Outcomes

Type: Directed

Videoconference with the active participation of the students 6 0.24 2,1, 7

Type: Supervised

RESOLUTION OF DOUBTS ON SUBJECT AND PRACTICES 12 0.48 2,1,7

Type: Autonomous

PRACTICAL CASES PREPARATION 60 24 2,17

RISC SCENARIOS STUDY AND RESOLUTION 60 24 2,1,7

Assessment



The evaluation of the subject will be done through: Continuous evaluation (30% of the overall score): To pass
this section each student must make a quality participation, in each discussion forum (there will be 5 forums,
divided by thematic areas). Therefore, each student expects a minimum of 5 quality interventions (that is,
providing notions and comments that go beyond what is included in the manuals including bibliography and
references) At the same time, each student must enter a minimum of 4 contributions in the section dedicated to
these effects of the subject. Each intervention in the forum and each contribution represent 10% of the
evaluation of this section, the rating will be established based on criteria of quality, originality, coherence and
interaction, if possible. The interventions or extra contributions will be evaluated positively, but we remember
that you can never exceed the 3 points that this section has in relation to the overall score. Individual work
consisting of the analysis of a technological risk scenario (15% of the overall score) The student will be
presented with a risk scenario for IT (Information Technologies) in which the impact for the security of the
information will have to be analyzed (integrity, confidentiality and availability) Individual work consisting in the
elaboration of good IT usage practices in a complex organization (15% of the overall score) The student must
perform good IT practices for an organization that has a complex structure, which can compromise the security
of information. Final examination of the subject (40% of the overall grade) The exam will consist of test-type
questions and to develop and will be based on the contents of the manual's agenda plus the mandatory
readings.

RE-EVALUATION

In case of not passing the subject according to the aforementioned criteria (continuous evaluation), a recovery
test may be done on the date scheduled in the schedule, and it will cover the entire contents of the program.

To participate in thereassessment the students must have been previously evaluated of a set of activities, the
weight of which equals a minimum of two-thirds of the total grade of the subject. However, the qualification that
will consist of the student's file is a maximum of 5-Approved.

Students who need to change an evaluation date must present the justified request by filling in the document
that you will find in the moodle space of Tutorial EPSI.

PLAGIARISM

Without prejudice to other disciplinary measures deemed appropriate, and in accordance with current
academic regulations, "in the event that the student makes any irregularity that could lead to a significant
variation in the grade of an evaluation act, it will be graded with a 0 This evaluation act, regardless of the
disciplinary process that can be instructed In case of various irregularities occur in the evaluation acts of the
same subject, the final grade of this subject will be 0 ".

The tests / exams may be written and / or oral at the discretion of the teaching staff.

Assessment Activities

Title Weighting Hours ECTS  Learning Outcomes

FINAL EXAM 40% 2 0.08 2,1,9,5,7,8,11,6

PARTICIPATE IN FORUMS AND CLASS 30% 5 0.2 2,1,7

PRACTICAL EVALUATION ACTIVITIES 30% 5 0.2 2,1,3,4,9,5,10,7,8,11,6
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