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Degree programme Type Course

Prevention and Integral Safety and Security OP 4

Prerequisites

This subject does not have any previous requirements, although it is advisable to have passed the following
subjects:

-Safety Technology.

- Data Protection and Information Security.

Objectives

The subject Security and Technology, within the framework of the public security coordinator mention,
addresses the different issues that affect security processes in relation to new technologies.

Specifically, two cases closely related to artificial intelligence, big data and remote control devices will be
studied:

A) Biometrics for public and private security purposes.
B) The use of drones for investigative purposes within the framework of public police and judicial powers.

More specifically, the impact of these technologies on the sophistication of security processes will be analyzed,
taking into account the legal framework of automated decisions and their impact on fundamental rights,
equality and the principle of transparency.

Learning outcomes

Coordinate the resources of the three main subsystems of the prevention and integral security sector:
people, technology and infrastructures.
Use the capacity for analysis and synthesis to solve problems.
Respond to problems applying knowledge to practice.
Work in institutional and interprofessional networks.
Students must have and understand knowledge of an area of study built on the basis of general
secondary education, and while it relies on some advanced textbooks it also includes some aspects
coming from the forefront of its field of study.
Students must be capable of applying their knowledge to their work or vocation in a professional way
and they should have building arguments and problem resolution skills within their area of study.
Students must be capable of collecting and interpreting relevant data (usually within their area of study)
in order to make statements that reflect social, scientific or ethical relevant issues.

Students must be capable of communicating information, ideas, problems and solutions to both
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Students must be capable of communicating information, ideas, problems and solutions to both
specialised and non-specialised audiences.
Students must develop the necessary learning skills to undertake further training with a high degree of
autonomy.
Propose new methods or well-founded alternative solutions.
Critically analyse the principles, values and procedures that govern professional practice.
Propose projects and actions that incorporate the gender perspective.
Propose viable projects and actions that promote social, economic and environmental benefits.
Draw up management proposals for prevention and security in an organisation.
Analyse the preventative interventions in matters of security, environment, quality and social corporate
responsibility and identify the inherent risk factors.
Work and learn autonomously.
Know how to communicate and transmit ideas and result efficiently in a professional and non-expert
environment, both orally and in writing.
Make efficient use of ITC in the communication and transmission of results.
Analyse the situation and identify the points that are best.

Contents

Technology applied to security and new risk scenarios

1.1. Technological transformation of public and private security systems.

1.2. Digitalisation of prevention, surveillance, identification, investigation and emergency management
processes.

1.3. Artificial intelligence, big data, sensors, advanced video surveillance and automated systems applied to
security.

1.4. Operational opportunities and new legal, ethical and organisational risks arising from the use of emerging
technologies.

1.5. Impact of technology on fundamental rights, privacy, equality, non-discrimination and professional
responsibility.

Biometric identification systems in public and private security

2.1. Concept of biometric identification, biometric authentication, biometric data, biometric sample and
biometric template.

2.2. Basic functioning of biometric systems: capture, extraction of patterns, comparison, verification and
identification.

2.3. Applications of biometrics in private and public security: access control, video surveillance, investigation,
identification of persons and protection of facilities.

2.4. Reliability of biometric systems: false positives, false negatives, accuracy in real-world environments and
algorithmic bias.

2.5. Legal framework for biometrics: GDPR, special categories of data, proportionality, data minimisation,
transparency and processing of data relating to criminal convictions and offences. Analysis of biometrics within
the framework of the European Artificial Intelligence Regulation, with particular attention to remote biometric
identification, prohibited or high-risk AI systems, human oversight, data quality, traceability and safeguards
against automated decision-making.
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Drones and unmanned aircraft systems applied to security, prevention and emergencies

3.1. Concept, evolution and typology of drones or UAS: recreational, commercial, governmental and public
service uses.

3.2. Professional applications of drones in security: surveillance, perimeter control, infrastructure inspection,
traffic monitoring, support for major events and protection of critical infrastructure.

3.3. Use of drones in emergencies and civil protection: forest fires, floods, natural disasters, search and
rescue, damage assessment and operational coordination.

3.4. European regulatory framework on drones: Delegated Regulation (EU) 2019/945, Implementing
Regulation (EU) 2019/947, open, specific and certified categories, and standard scenarios.

3.5. Technical and administrative requirements: CE marking, classes C0 to C6, direct remote identification,
geolocation, operator registration, pilot training, insurance and maintenance.

Operational planning, risk assessment, privacy and practical cases

4.1. Planning of technological operations in security: definition of the mission, purpose, operational
environment, technology used and foreseeable risks.

4.2. Coordination of drone operations in Spain: AESA, ENAIRE, ENAIRE Drones, PLANEA, controlled
airspace, NOTAM, aerodromes and flight plan.

4.3. EASA and NO-EASA operations: police, customs, search and rescue, firefighting, border control, coastal
surveillance and traffic monitoring activities.

4.4. Risk assessment and mitigation: operational concept, safety study, strategic, tactical and technical
measures, people on the ground, manned aviation, critical infrastructure and urban environments.

4.5. Practical cases on the implementation of biometric systems, facial recognition, building inspection with
drones, operations near airports, search and rescue, emergencies and analysis of the applicable legal
safeguards.

Learning activities and methodology

Title Hours ECTS Learning outcomes

Individual study 86 3.44

Continuous evaluation excercice I and II 20 0.8

Evaluation 4 0.16

Lectures 40 1.6

Lengua de docencia: Español.

Llengua de docència: Espanyol.

Teaching language: Spanish.
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Teaching language: Spanish.

Taking into account that the aim of achieving the learning objectives described in this Guide, we will develop a
methodology that combines the individual study from the Manual, and the readings that will be presented in
each topic, in addition of some documentaries.

Annotation: within the schedule set by the centre or degree programme, 15 minutes of one class will be
reserved for students to evaluate their lecturers and their courses or modules through questionnaires.

Assessment

Continuous assessment activities

Title Weight Hours ECTS Learning outcomes

Examination 30% 0 0 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15,
16, 17, 18, 19

Continuous evaluation excercice 1
(Individual Work)

35% 0 0 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15,
16, 17, 18, 19

Continuous evaluation test 2 (team Work) 35% 0 0 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15,
16, 17, 18, 19

CONTINUOUS ASSESSMENT

There will be two individual PECs corresponding to the two topics studied in the course: biometric identification
technology and drones.

Each PEC has a weight of 35% of the final grade of the course. The remaining 30% corresponds to the
theoretical exam (open questions, case studies or multiple choice).

The exam averages with the continuous evaluation regardless of the grade obtained.

The total weighted average must be 5 points or higher in order to pass.

In order to be eligible for an honors degree it will be necessary to have obtained nine points or more in each of
the tests (PECs and exam).

NOT EVALUABLE

A student who does not submit any of the PACS and who does not sit for the exam will have a final grade of
\"not evaluable\".

SINGLE EVALUATION

Students who opt for the single evaluation will take a final synthesis test of all the content of the course (30%)
and will hand in a document containing the solutions to the two PECs of the course (35% each).

The date for this test and the delivery of the work of the subject will be the same scheduled in the timetable for
the last continuous evaluation exam.

The same recovery system will be applied as for the continuous evaluation.

EVALUATION OF THE STUDENTS IN SECOND OR MORE SUMMONS

Students who repeat the course will have to take the scheduled tests and exams and hand in the course work
on the dates indicated in the Moodle classroom.

SECOND CHANCE EXAMINATION
4



SECOND CHANCE EXAMINATION

The student who does not pass the course, who does not reach 5 (total) out of 10, according to the criteria
established in the two previous sections may take a final exam provided that the student has been evaluated in
a set of activities, the weight of which is equivalent to a minimum of two thirds of the total grade of the course.
If the student has not been evaluated of these two thirds because he/she has not taken the tests, he/she will
obtain a grade of Not Presented, withoutthe possibility of taking the final exam.

In this exam the whole of the contents of the subject that have not been passed in the continuous evaluation
will be re-evaluated.

In the case of passing the final exam, the course will be approved with a maximum of 5, regardless of the
grade obtained in the exam.

CHANGE OF DATE OF A TEST OR EXAMINATION

Students who need to change an evaluation date must submit the request by filling out the document that can
be found in the EPSI Tutoring Moodle space.

Once the document has been filled in, it must be sent to the professor of the subject and to the coordination of
the Degree.

REVIEW

At the time of each evaluation activity, the faculty will inform the students of the grade review mechanisms.

For single evaluation students, the review process will be the same.

USE OF AI

In this course, the use of Artificial Intelligence (AI) technologies is permitted as an integral part of the work,
provided that the final result reflects a significant contribution by the student in terms of analysis and personal
reflection. Students must clearly identify which parts have been generated using this technology, specify the
tools used, and include a critical reflection on how these have influenced the process and the final result of the
activity. Failure to disclose the use of AI will be considered academic dishonesty and may result in a lower
grade for the activity or more severe penalties in serious cases.

OTHER CONSIDERATIONS

Without prejudice to other disciplinary measures deemed appropriate, and in accordance with current
academic regulations, \"in the event that the student performs anyirregularity that may lead to a significant
variation in the grade of an act of evaluation, this act of evaluation will be graded with a 0, regardless of the
disciplinary process that may be instigated. in the event that several irregularities occur in the acts of
evaluation of the same subject, the final grade of this subject will be 0 \".

If there are unforeseen circumstances that prevent the normal development of the course, the teacher may
modify both the methodology and the evaluation of the course.
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This subject will use the basic software of the Office 365 package
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