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Abstract — Still to this day, many places on our planet do not have access to a reliable Internet connection. Delay Tolerant
Networks (DTN) came into use to provide Internet connection to those locations where the environment is characterized by
being unstable and by having high bit error rates and frequent network partitions. One of the elements used by the routing
protocol in DTN is transitivity, which provides security to these kinds of networks. In this project, we have proved that the
security provided by transitivity is not enough. As a solution, we present PrivProphet, a private routing protocol used as a
routing protocol of a DTN. PrivProphet uses the history of encounters to judge if the encountered node has a higher probability
of coming across the destination node than the node carrying the message. PrivProphet makes use of homomorphic encryption
as a cryptographic technique to provide privacy to the routing protocol. To prove and study its functionality, we present a
simulation created with The ONE simulator that provides the results of the exchange of messages.

Index Terms— Delay Tolerant Networks (DTN), Routing protocols, Privacy, Homomorphic encryption, Paillier cryptosystem,
The ONE simulatior.

Resumen— Hoy en dia, hay muchos lugares en nuestro planeta que no tienen acceso a una conexion fiable de Internet. Las
redes tolerantes al retardo (DTN) se utilizan para proporcionar una conexion a Internet en aquellos lugares donde el entorno
esté caracterizado por ser inestable y por tener particiones frecuentes de red. Uno de los elementos que utiliza el protocolo de
encaminamiento utilizado, es la transitividad. Este elemento proporciona seguridad a este tipo de redes. En este trabajo hemos
comprobado que esta seguridad no es suficiente. Como solucioén presentamos PrivProphet, un protocolo de encaminamiento
privado utilizado como protocolo de encaminamiento de una red DTN. Utiliza el historial de encuentros para juzgar si el nodo
encontrado tiene una probabilidad méas alta de llegar al nodo destino que el nodo que tiene el mensaje. PrivProphet utiliza
encriptacion homomorfica como técnica de criptografia para proporcionar privacidad al protocolo de encaminamiento. Para
probar y estudiar su funcionalidad, presentamos una simulacion hecha con el simulador The ONE, que proporciona los
resultado del intercambio de mensajes.

Palabras Clave — Redes tolerantes al retardo (DTN), Protocolos de encaminamiento, Privacidad, Encriptacién homomorfica,

Criptosistema de Paillier, Simulador The ONE.

1 INTRODUCTION

OWADAYS the Internet connections have increased
Nsigniﬁcantly around the world because of the need
of information and also because of the growth of the
applications with the need of connection.
Almost 90% of the population in developed countries
have reliable Internet access. But only about 10% of the
population in developing countries have Internet access

[9]

The Internet is a big network of computers connected
to each other. One of the most important characteristics of
this network is to have an end-to-end communication
from the beginning and until the end of the communica-
tion. Because of this charateristics, it is impossible to
reach some places with difficult access. The cause can be
anywhere from difficult distances or even geographic
locations surrounded by nature where it is problematic to
install the appropiative infrastructure. In these environ-
ments, the actual Internet architecture would have long
delays and frequent loss of data. This is when Delay Tol-
erant Networks (DTN)[1][2] come into use.

DTN is a non-infrastructure network that deals with
the problem of the need to have an end-to-end path, by
using mobile devices to communicate. They exchange
data with each other using radio waves, Bluetooth or Wi-
Fi by proximity and using other nodes to get to their final
destination.

Figure 1 shows how nodes communicate in a Delay
Telerant Networks. In this figure, every car and motorcy-
cle in the picture carries a mobile device. The rural villag-
es and the school on the right of Figure 1 do not have
reliable Internet access. There are two parking lots that
also have a mobile device. Finally, there is the urban city
with reliable Internet connection.

The users driving the motorcycles and the cars pick up
the information from the villages and the school and by
sending the messages to each other, the information ar-
rives at the urban city. Bringing back the response to the
villages works in the same way.
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Figure 1 DTN form of communication [14].

We consider the routing [13] problem as the decision
of selecting the path to send the message.

There are several routing possibilities for DTN;
PrivProphet utilizes a probabilistic routing protocol [3]
that uses the history of encounters to judge if the encoun-
tered node has a higher probability of coming across the
destination node than the node carrying the message.

In this routing protocol, a node keeps the probability
to deliver a message to every known node. This means
that each node has its contact list with the probability to
reach every contact on their list. Thus, the users may
know the contacts of other users and even the frequency
of seeing them. It is likely for the users to feel unsafe shar-
ing their personal information with the rest of the nodes.

To solve this problem, we present PrivProphet as a
private routing protocol. PriVProphet proposes to encrypt
the probability with a homomorphic cryptosystem
[6][8][10] while the nodes exchange information. This
would allow the information to pass from node to node,
without having access to other’s personal information.

2 STATE OF THE ART

2.1 DTN

Delay Tolerant Networks are a none-infrastructure net-
work that allows communication in an environment char-
acterized by being unstable and by having high bit error
rates and frequent network partitions.

The DTN architecture [11][7] follows a layer structure,
same as the Internet. DTN introduces a new layer called
Bundle Layer, located between the application layer and
the transportation layer. Therefore, Delay Tolerant Net-
works can unify different kinds of networks. This layer is
in charge of storing the information and redirecting the
message to the next node [5].

These networks use the mobility of the users to com-
municate. Every user in the network has a mobile device.
Using radio waves, Bluetooth or Wi-Fi they communicate
with each other. One node can use different nodes to get
to the final destination.

RURAL VILLAGES WIT}
LIMITED 2G COVERAG

Figure 2 shows a transitive communication between A and D [3].

In order to clarify this concept, we present Figure 2 as
an example of how DTN communicates. In the example,
node A is the source of a message. Node A would like to
communicate with node D, being the final destination of
the message. Node A has never met node D, but it can
send the message using node B and node C as intermedi-
ate nodes. As we can see on the top right of Figure 2,
node A sends the message to node B. Node B then sends
the message to node C, as shown on the bottom left of
Figure 2. Finally, on the bottom right of Figure 2, node C
sends the message to node D.

2.2.1 PROPHET

PROPHET is a routing algorithm. We understand a rout-
ing algorithm as the one responsible for choosing the next
node the message should be forwarded to.

PROPHET is a probabilistic routing protocol that uses
the history of encounters and transitivity. It uses P4 p),
this indicates how likely it is for A to encounter B. When
two nodes establish a connection they exchange a list
with the delivery predictability information for every
known node.

The node with the highest probability gets the message.

The delivery predictability update has three parts.

1. Every time there is a connection between two nodes,
both of them update their delivery predictability, so
nodes that are often encountered have a high deliv-
ery probability. This is shown in equation A, where
Pini € (0,1] is an initialization constant.

Piag) = Piagyora + (1 = Plapyora) X Pinit [A]

2. If two nodes do not establish a connection for a long
time, their delivery predictability must decrease con-
sidering that they are less likely to forward the mes-
sage between them. This is shown by equation B, be-
ing y € (0,1) the deacreasing constant and k the
number of time units.
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Piusy = Pupyoa X v" [B]

3. The last step is to update the transitivity property.
First we are going to explain what transitivity is.
We have nodes A, B, and C. Nodes A and B and
nodes B and C know each other but nodes A and C
have never met.

Transitivity takes into account that the probabil-
ity of A meeting C increases by A knowing B and,
eventually, B knowing C.

The formula to update the probability by using
transitivity is the one in equation C. f € [0,1] value
determinate how much importance we want to give
to transitivity.

Piacy = Piacyora + (1= Pacyora ) X Piagy X Paey % B [C]

The discussion exists about whether it is worth applying
cryptography security to DTN because it is already secure
by itself by using transitivity.

Taking the same example as before, adding a fourth
node D, if D and A meet, it is impossible for D to know if
the probability of A to meet C is because A has reached C
or because of the transitivity. Therefore, there is no way
for D to know exactly A’s contacts exaclty.

2.2 Homomorphic encryption

Homomorphic encryption [8] is a form of encryption,
which makes it possible to operate with two ciphertexts
without having to decrypt the message first. With this
information no longer being vulnerable, it would be
possible to exchange information without exposing data.
To decrypt the result of the operation, would give the
same result like when operating with the plaintext [6],
same as in equation D.

a-b=c E(a)-E(Mb)=E() [D]

2.2.1 Paillier

Paillier [2][1]{10] is a probabilistic asymmetric algorithm
with homomorphic properties.

The Key generation of Pailliers algorithm starts by A

choosing two prime numbers of the same length p and q.

Then, A compute n = p-q and A = lem (p-1,g-1), and also

selects a random integer g where g € Z,. . Following

this action, A would need to make sure that n divides the

order of g by checking the existence of
u—-1

U= (L(g’1 mod nz)) ~' mod n, where L(u) = —.
The public key would be (n, g) and the private key would
be (A, u).

The encryption equation is ¢ = g™ - r™ mod n* where m

is the message to be sent, and r is a random number,
r € Zy,and m € Z,.

The decryption equation is m = L (c* mod n?) - pmodn,
where c is the ciphertext to decrypt ¢ € Z;.

Paillier's homomorphic properties are addition E and
multiplication F. But it does not accept subtraction or
division

D (E (m1)- E (m2) mod n?) =m1 + m2modn [E]
D (E (m1)™ mod n?) =m1 - m2 mod n [F]

2.3 The ONE

The Opportunistic Network Environment (ONE) [4] is a
simulator which simulates different DTN routing algo-
rithms, node movements, and message passing. Nodes
send messages to each other using various types of
movement models generated by the simulator. It also
allows the user to visualize the exchange of messages and
the mobility of the nodes in real time. The ONE also pro-
duces statistics and reports about the results obtained
from the simulation.

3 OBJECTIVES

The aim of this final degree thesis is to develop a private
routing protocol, which preserves the personal infor-
mation of the user. In order to achieve this, we use the
encryption of the probability coming from the routing
protocol explained before. This way both nodes exchang-
ing information can keep their data with privacy. We use
Paillier cryptosystem to operate with the data without the
need to decrypt the messages.

The second objective of this project is to observe the
performance of the algorithm using The ONE simulator
explained before.

4 METHODOLOGY

The methodology used in this project is the waterfall
method [12]. In the Waterfall, the whole project is divided
into separate phases. Each phase must be accomplished
before the next phase can begin and there is no overlap-
ping in the phases.

We have chosen this methodology because every task
of this project is dependent on the previous one. There-
fore, we cannot start the implementation without the
analysis and the design, and we cannot do the testing
without the results of the implementation.

Figure 3 shows how the waterfall method works.
Starting from the planning, then the implementation,
then, testing, and finally the evaluation.
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Figure 3 Waterfall stages of the project development.

5 PLANNING

The planning of this project can be divided into four dif-
ferent phases: analysis and design, implementation, test-
ing, and evaluation. Following the methodology argu-
ment from the previous section. We have done the follow-
ing process for the two objectives described in section 3.

*  Analysis and design: This first phase is focused on
the planning of the project and the determination of
the objectives to achieve. Also, to study and familiar-
ize ourselves with the concepts we work with on this
project: DTN, homomorphic encryption and Paillier
cryptosystem. This phase corresponds to tasks 1,2,3
and 4 of the tasks listed at the end of this section.

* Implementation: In this phase, we focus on the de-
velopment of the secure routing protocol. Starting by
modifying the algorithm of the routing protocol.
This probabilistic routing protocol uses the history
of encounters to judge if the encountered node has a
higher probability of coming across the destination
node than the node carrying the message. Then the
next step is to make this routing protocol secure, by
adding subtraction to Paillier. This phase corre-
sponds to tasks 5,6 and 7 of the tasks list at the end
of this section.

* Testing: We used the testing phase to observe the
performance of the algorithm using The ONE simu-
lator. First of all, we had to familiarize ourselfs with
the simulator to be able to adapt it to our needs.
These simulations allow us to have the results when
using and not using security and also when using
and not using transitivity. This phase corresponds to
tasks 8 and 9 of the tasks list at the end of this sec-
tion.

*  Evaluation: Finally in this phase, we make an evalu-
ation of the results, and a comparison of the over-
head of using privacy. We have done the same with
the results of transitivity. This phase corresponds to
tasks 10 and 11 of the tasks list at the end of this sec-
tion.

The following list shows the tasks planned for the project.

Familiarize ourselfs with the concepts of the project
First interview with the professor

Compile and familiarize ourselves with Paillier code
First partial submission

Paillier code analysis

Paillier implementation to PrivProphet

Second partial submission

Getting started with the simulation program
Paillier simulation with The One

10. Study of transitivity

11. Third partial submission

12. Write article

13. Prepare final presentation

XN RN

6 DEVELOPMENT

In this section, we will describe the PrivProphet protocol,
how to use subtraction in Paillier cryptosystem and the
exchange of messages utilized by the protocol.

6.1 Homomorphic Subtraction using Paillier

Let A and B be two potential intermediate nodes of an
end-to-end communication. In this context, the routing
protocol must decide which node it is better to send the
data to, so the decision is made by comparing the contact
lists and the associated probability of each node.

To compare which probability is higher between node
A and node B, PrivProphet requires subtraction between
encrypted values. If the value of the subtraction [1][2] is
positive means that A has more probability of reaching
the final node. On the other hand, if the result is negative
it means that B has a higher chance of reaching the final
destination.

The problem encountered is that the Paillier cryp-
tosystem does not accept subtraction [1][2] operations.
PrivProphet, therefore, uses the addition between a posi-
tive and a negative number, mapping the negative num-
ber, since there are no negative numbers in z,.

To do the mapping, we take B’s positive probability
Pg,cy and mapped it to an integer that remains between
n/2 and n in z,. It is crucial that B’s probability never
exceeds n/z, in order to guarantee that the mapping ex-
ists. Otherwise, it would be impossible to use the addi-
tion of a positive and a negative number. Figure 4 pro-
vides a scheme of this mapping.

Z

n

Figure 4: Positive and negative integers are separate in z,, by n/z.

We denote M(m) as the mapping of m. Where m is the
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probability of one node reaching another node.

6.2 PrivProphet protocol

Assuming that node A is the one carrying the message,
node B is the candidate neighbor, and node C is the desti-
nation node, A has to decide which node has a higher
probability of encountering C. We denote P(yz as the
probability of X to encounter Z, and Ky as Y’s public key,
where X, Z, and Y are nodes.

To make the exchange of information private and secure,
we encrypt it all using Paillier’s encryption explained
before. We use Ex(Z) to express the Paillier encryption of
Z using X’s public key.

Figure 5 shows the exchange of messages between node
A and node B.

The PrivProphet protocol works as following:

1. Node A calculates its probability of encountering
node C; let it be P, ). Furthermore A encrypts
P(A,C) to be EA(P(A,C))'

2. Node A sends its public key K}, the destination
node, C, and its encrypted probability E, (P )
to B.

3. Node B receives A’s information and maps B’s
probability to encounter C, P ¢y, as explained in
section 6.1. The result of this mapping is
M (Pg)) . Then node B encrypts the mapping of
B’s probability E,(M (P(s,c)))-

4. Once B has its probability encrypted, the next
step is to add A’s encrypted probability E4 (P4 c))
and B’s encrypted mapped probability
E,(M (Pg)))- Then B generates a random num-
ber, to multiply with the result of the addition
made before. This is the result of the operation.
This last step of multiplication is necessary be-
cause otherwise A’s could have guessed B’s
probability, decrypting and subtracting P4 c)
from the decrypted result.

5. Node B sends the result to node A.

6. Node A receives the result of the subtraction
from B, decrypts the message and makes a com-
parison. If the result is higher than 0 and lower
than "/2, that means that A’s probability is big-
ger. On the other hand, if it is higher than
n/ - and lower than n, B’s probability is bigger.

The node that has a higher probability of encountering
the final destination is the one that has to have the mes-
sage. Depending on the result of the subtraction A sends
the message to B or does not.

E,((P ¢ ~ By )nonce)

Message
(conditional)

Figure 5 Exchange of messages between node A and node B.

7 EXPERIMENTATION

In this section, we explain the experimentation using the
simulation we have made to evaluate PrivProphet cryp-
tosystem. We have chosen The ONE as a tool to realize
the simulation. We mention The ONE in section 2.

7.2 Scenario

To work in a familiar environment, we have chosen the
Universitat Autonoma de Barcelona Campus as a scenario
to execute the simulation. We use five different groups of
nodes, four groups of pedestrians, and one of cars. Each
group of pedestrians are students from a determinate
bachelor. There are engineers, doctors, lawyers, and phi-
losophers students. Each group has five nodes. Accord-
ingly, in total, there are 25 nodes on our scenario. We
have configured each group of nodes to move mainly
around their own faculties area. At the beginning the
nodes start in a random position, then while the simula-
tion is running the nodes start organizing. Figure 6 shows
the area where every kind of node moves.

All nodes use Bluetooth interface. Cars and pedestri-
ans use differenet speeds. Pedestrians move from 0.5 to
1.5 kilometers per hour, on the other hand, cars move
from 2.7 to 13.9 kilometers per hour.

The simulator offers different movement models. Short-
esPathMapBasedMovement is the most sophisticated one.
It uses an algorithm (Dijkstra) to find the shortest path
through the map.

Once the node arrives at its destination and waits the

™
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established pause time, it generates a new random desti-
nation. The node goes to the new destination trough the
shortest path found. This is the movement model all the
nodes on our scenario uses. As a routing protocol, we use
PrivProphet. We describe this protocol in section 6.

gineer3

\
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Figure 6 The ONE software, with the area of every pedestrian
group.

The nodes create the messages randomly. The simula-
tor generates a message keeping in mind the configura-
tion of the scenario. For example, the number of nodes
that create messages, the size of the message, the interval
between the creations of two different messages, among
others.

7.2 Simulations model

We have done different simulations, with various con-
figurations so we can compare the results.

First of all, as we have said before in this section, we
used PrivProphet as the routing protocol. PrivPophet is a
private routing protocol. To make sure the simulation is
as accurate as possible and fulfills the private promise, we
have added a delay corresponding to the encryption time
of the message. Then, for the second simulation, we have
used the same routing algorithm but not applying securi-
ty. This routing algorithm is PROPHET.

We have done both of the simulation with diferent
transitivity values. There are 11 different executions with
transitivity values from 0 to 1, for each simulaion.

The ONE allows us to generate several kinds of reports
containing information about the simulation. We have
used the following;:

1. MessageStateReport: It generates different kinds of
statistics about message relay performance.

2. CreatedMessageReport: Reports information about
all created messages. For each message, it shows the
identifier of the message, the size of the message, the

source, and the destination host. There are 340 mes-
sages created. As we have configured the source is
always an engineer and the destination is always a
philosopher.

3. DeliveredMessagesReport: Reports information about

all the delivered messages. It shows the messages sent,
the delivery time, the source and the path to get to the
destination.

We have generated all of the reports for each g value. B
is explained in section 2.1.1 .

8 RESULTS

In this section, we are going to do an analysis of the re-
sults extracted from the simulation.

We have done a comparison between the results ob-
tained from the simulation using the private routing algo-
rithm PrivProphet and the routing algorithm without
security /encryption, PROPHET. We have compared the
latency and the delivery probability that the message has
to arrive at its final destination.

Average latency

il

1.600

1.400
1.;Chart

Area
1.000
Average 800
Lantency ¥ no priv
600 )
W privacy
400
200
0
0,1 03 04 05 06 07 08 09 1
Beta
Figure 7 Latency comparison between the algorithm with and
without security
Delivery probability
0,25
0,2
_ 0,15
Delivery
probability 01 ¥ no pr
W privar
0,05
0

0o o102 03 04 05 06 07 08 09
Beta

Figure 8 Delivery probability comparison between the algorithm
with and without security
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Study of Transitivity
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Figure 9 Node engineer2's probability chart to find Node engineer0.

Figure 7 shows the difference of the average latency be-
tween the algorithms both when using and when not
using privacy. This comparison is shown for every beta
value. Also in Figure 8, we make the same comparison
but comparing delivery probability. In both cases the
difference is minimum.

After analyzing the results, we can tell that it is advan-
tageous to apply security to our algorithm, considering
that the amount of latency and deliveries lost are insignif-
icant compared to the non-secure algorithm.

9 TRANSITIVITY STUDY

As we mention in section 2.1.1, the discussion existe
about whether it is worth applying cryptography security
to DTN because it is already secure by itself using transi-
tivity. The aim of this section is to demonstrate that tran-
sitivity does not provide enough security to DTN.

Figure 9 shows Node engineer2’s probability to meet with
Node engineer0 during the execution of the simulation. In
the graphic we find the comparison of the same execu-
tion, but with different beta values.

We notice from Figure 9 that there is not a significant
difference between the probabilities while using beta
values of 0.0, 0.1, 0.2. The difference between 0.0 and 0.1
beta values is about 14%. Therefore, it is so similar that it
becomes trivial to tell which is the real probability of
Node engineer2 to meet with Node engineer0 even
though we are using transitivity.

10 CONCLUSIONS

In this paper, we have proved that the security provided
by transitivity is not enough since it is possible to know
which are the contacts of a node. As a solution, we pre-
sent PrivProphet, a probabilistic routing protocol that
uses the history of encounters to judge if the encountered
node has a higher probability of coming across the desti-
nation node than the node carrying the message.
PrivProphet uses homomorphic encryption to preserve
nodes privacy. We have created the possibility to operate
with subtraction in Paillier’s cryptosystem to make securi-
ty possible. We have implemented and integrated the
subtraction method to the PrivProphet routing protocol.
We have analyzed the performance of the algorithm by
using The ONE simulator. We have arrived at the conclu-
sion that the time difference of applying security is mini-
mal and does not affect the communications made during
the execution.

11 FUTURE WORK

As a future work, we propose to implement privacy to
other routing algorithms, for example, Spray and Wait, a
replication-based routing algorithm or Bubble Rap Proto-
col, a social-based forwarding algorithm. After, it will be
interesting to compare the performance between all the
algorithms.
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