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Abstract 
 

Nowadays one of the main concerns in the whole world is data transfer and data 

protection. Companies worldwide are trying to get as much information as they can 

so they can know exactly what people want and sell them everything they can. But 

data is not only used by companies, but but it is also used by Governments for their 

own purposes. Living in a globalized world makes us, citizens, fragile and 

vulnerable in front of the massive use of our personal data. The good news is that 

there is an increasing trend to create data protection regulation. Actually, not only 

to create it but to adapt it to many other systems in a way that different countries 

can have similar rules, assuring in this way an equal level of protection for citizens 

all around the world. In this work, you will find an example of how one or several 

countries adapt to the rules of others to establish new relationships. In this analysis, 

we will see how a country (Japan) and a geopolitical entity integrated by several 

countries (the European Union), agreed to have a free flow of data for the benefit 

of both parties, protecting the personal data of its citizens. 

 

Abstracto 
 

Hoy en día, una de las principales preocupaciones en el mundo es la transferencia 

y la protección de datos. Las empresas están tratando de obtener la mayor cantidad 

de información posible para saber qué quiere la gente y venderles todo lo que 

puedan. Pero los datos no solo son utilizados por las empresas, sino también por los 

gobiernos para sus propios fines. Vivir en un mundo globalizado nos vuelve frágiles 

y vulnerables frente al uso masivo de nuestros datos personales. La buena noticia 

es que hay una tendencia creciente a crear una regulación de protección de datos. 

En realidad, no solo para crearla sino para adaptarla a muchos otros sistemas de 

manera que los diferentes países puedan tener reglas similares, asegurando de esta 

manera un nivel equivalente de protección para los ciudadanos de todo el mundo. 

En este trabajo encontrarán un ejemplo de cómo uno o varios países se adaptan a 

las reglas de otros para establecer nuevas relaciones. En este análisis, veremos como 

un país (Japón) y a una entidad geopolítica integrada por varios países (la Unión 

Europea), acordaron tener un libre flujo de datos en provecho de ambas partes, 

protegiendo los datos personales de sus ciudadanos.   
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Introduction 
 

In 2019 the European Union and Japan celebrated two big Agreements concerning 

a strategic and economic partnership that will make their relations grow bigger and 

stronger.  

 

One of the main changes made by this new cooperation framework is the free flow 

of data between the two Parties since the European Union has recognized Japan as 

having an equal level of data protection through an Adequacy Decision.  

 

It is not uncommon to have these kinds of Agreements concerning the free flow of 

data since it is one of the most powerful things right now in the world and especially 

in trading relations. As we will see in the second hypothesis and section 3.2, there 

is a new trade agreement between Japan and the United States that also regulates 

data protection.  

 

This subject is without a doubt relevant to all of us because of two main reasons. 

The first one is the increasing impact Asia has in our daily life due to its commercial 

growth and global exchanges. The second one, because this paper analyzes the 

current situation of one of our fundamental rights, personal data protection. It is 

important to know our rights, their definition, and their regulation because it is the 

only way to actually preserve exercise them. In this paper, we will see different 

definitions of personal data and its regulation in the European Union, in Japan, and 

the new Agreement.  

 

This research focuses on two main questions. The first one is “How does the new 

cooperation framework between the European Union and Japan impact the 

protection of personal data?”. And the second one “Do our rights remain the same 

and are we still protected or somehow this new cooperation jeopardizes our 

personal information?” 

 



5 

 

The hypotheses behind those questions are equally two. One the one hand, this new 

Adequacy Decision allows us to maintain intact our rights on personal data 

protection. On the other hand, regardless of the adequacy decision, new bilateral 

agreements between Japan and third countries might influence our data protection 

(for example, the new Trade Agreement between Japan and the USA). 

 

This research is mainly based on the analysis of the two Agreements between the 

EU and Japan, the Adequacy Decision, the information published by the European 

Commission, other relevant regulation on personal data protection, such as the 

GDPR, the Japanese Act on the Protection of Personal Information, and the 

European Union Treaties. Regarding the analysis of literature on this issue, it has 

to be said that there is no literature on the subject up to date due to how recent the 

Agreements are. Nevertheless, the literature used in this paper focuses on the 

general part of it.   

 

For a better understanding of the situation and to achieve a better analysis, through 

this study we will review first the historical and current relations between the 

European Union and Japan to understand the reasons behind this new cooperation 

framework. Second, we will focus on data protection, its definition, and regulation 

in the different systems (European Union and Japan). Finally, we will analyze the 

current situation on data protection regulation by considering the Adequacy 

Decision between Japan and the EU, the Digital Trade Agreement between Japan 

and the United States, and last but not least, the EU-US Privacy Shield regulation.   
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I) Relations between the European Union and Japan 

 

This first section will be introductory to the relationship between the European 

Union and Japan, firstly we will mention the historical relationship and then we will 

continue with the current relationship, mentioning the two main agreements that 

entered in force this past year 2019: the Economic Partnership Agreement and the 

Strategic Partnership Agreement.  

 

1.1. Historical relations 

 

The European Union (hereinafter, EU) and Japan share relations since 1959, having 

common values of human rights, market economics, rule of law and democracy. 

They both have a similar vision of an “open and rules-based world economy that 

guarantees the highest standards”.1  

 

Both Japan and the EU are international actors that collaborate in each other’s 

regions, for example, the EU constantly shows efforts to keep peace in Asia, mainly 

in Korea, while Japan tends to cooperate with the reconstruction of the “western 

Balkans”.2  

 

Since 2003 Japan is considered a strategic partner of the European Union, as we 

will see in further sections this strategic partnership has grown over time.  

 

The relationship between Japan and the European Union has always been 

considered as a trade relationship, which usually presented trade surpluses in favor 

of the first one. Nevertheless, in recent years this surplus is not as big as before 

since Europe began to export more services to Japan, having now a more balanced 

situation.  

 
1 http://www.europarl.europa.eu/factsheets/en/sheet/182/asia-oriental (last review: 12/05/2020) 

 
2 Idem.  

http://www.europarl.europa.eu/factsheets/en/sheet/182/asia-oriental


7 

 

1.2. Current relations 

 

As we have seen, Japan and the European Union have a long-time relationship 

based on common values. Both sides have concluded multiple bilateral agreements 

in many different fields such as mobility programs for students and scientists, 

criminal matters; science and technology; customs matters; fusion energy research; 

peaceful uses of nuclear energy; anti-competitive activities; and thermonuclear 

fusion. There are also regular dialogues between the parties in areas of 

macroeconomics, finances, security policy, transport, social affairs, information 

and communication, the environment, climate change, and many more3. 

 

After China, Japan is the European Union’s second-biggest partner in Asia. In 2018 

the total amount of trading between the two was 135 billion euros and both stayed 

committed to continually improving investment relationships, including protection 

standards for the operations. The negotiations of this adequate level of data 

protection concluded on 17 July 2018, and the decision was adopted on 23 January 

2019 when they recognized each other’s data protection systems as ‘equivalent’, 

creating the world’s largest area of safe data flows.4 

 

In April 2019 more dialogues took place on the 26th EU-Japan summit, where both 

parties discussed issues such as climate change, regional security, and trade, as well 

as on the state of the bilateral relationship.5 

 

In September 2019, the EU and Japan signed the Partnership on Sustainable 

Connectivity and Quality Infrastructure between the European Union and Japan.6  

 
3 http://www.europarl.europa.eu/RegData/etudes/BRIE/2018/630323/EPRS_BRI(2018)630323_E

N.pdf (last review: 12/05/2020) 

 
4  For further details see factsheets: http://www.europarl.europa.eu/factsheets/en/sheet/182/asia-

oriental and https://www.consilium.europa.eu/en/infographics/eu-japan-trade/ (last review: 

12/05/2020) 

 
5 Idem. 

 
6 Idem. 

http://www.europarl.europa.eu/RegData/etudes/BRIE/2018/630323/EPRS_BRI(2018)630323_EN.pdf
http://www.europarl.europa.eu/RegData/etudes/BRIE/2018/630323/EPRS_BRI(2018)630323_EN.pdf
http://www.europarl.europa.eu/factsheets/en/sheet/182/asia-oriental
http://www.europarl.europa.eu/factsheets/en/sheet/182/asia-oriental
https://www.consilium.europa.eu/en/infographics/eu-japan-trade/
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1.2.1. Economic Partnership Agreement 

 

The Economic Partnership Agreement, known as “EPA”, was signed by the 

European Union and Japan on 17 July 2018 and entered in force on 1 February 

2019.  

 

This Agreement aims to impulse trade and economic growth for both parties. It is 

said to be the “biggest trade agreement ever negotiated by the EU that will create 

an open trade zone covering over 600 million people”7, it contains commitments in 

many areas such as trade in services, goods, investment, sustainability, and climate 

change, being the first agreement to include a specific commitment to the Paris 

climate agreement8. 

 

The Economic Partnership Agreement incorporates "a number of provisions that 

will simplify trade and investment procedures, reduce export and investment-

related costs and will therefore enable more small firms to do business in both 

markets. Among the expected benefits are increased transparency, less burdensome 

technical rules, compliance requirements, customs procedures and rules of origin, 

enhanced protection of intellectual property rights and geographical indications, 

better access to procurement tender procedures, as well as a special chapter to 

enable SMEs to maximise the benefits from the EPA".9  

 

According to the EU-Japan Centre for Industrial Cooperation10, this Agreement is 

expected to increase trade in goods and services creating a lot of opportunities for 

the European Union small and medium-sized enterprises, having into consideration 

that this agreement will influence in an extensive range of sectors, since agriculture 

to industry and services. One of the main effects of the EPA will be the ease to 

 
7 https://www.eu-japan.eu/epa-helpdesk (last review: 12/05/2020) 

 
8 http://www.europarl.europa.eu/factsheets/en/sheet/182/asia-oriental (last review: 12/05/2020) 

 
9  Proposal for a Council Decision on the conclusion of the Economic Partnership Agreement 

between the European Union and Japan – COM (2018) 192 final. 

 
10 https://www.eu-japan.eu/epa-helpdesk (last review: 12/05/2020) 

https://www.eu-japan.eu/epa-helpdesk
http://www.europarl.europa.eu/factsheets/en/sheet/182/asia-oriental
https://www.eu-japan.eu/epa-helpdesk
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export services to a market that was not completely open until now, having an 

impact on telecommunications, services, and the financial sector.11 

 

1.2.2. Strategic Partnership Agreement 

 

The Strategic Partnership Agreement, also known as SPA, was signed on 17 July 

2018 and entered into force on 1 February 2019, after 6 years of negotiations (the 

negotiations started in 2013), strengthening the close relationship existing between 

Japan and the European Union.  

 

This Agreement includes political dialogue, sectoral and international cooperation, 

joint actions on issues of common interest, covering a multitude of areas existing 

in this bilateral relationship, opening at the same time the possibility for cooperation 

in new areas.12 

 

One of its particularities is that a large part of it has been provisionally applied 

before its full entry into force. To be more specific, 40 of the 51 articles were 

provisionally applied, as you can see on the list from Annex A. This proves the 

solid intention of both parties to apply this agreement as soon as possible. 

 

This Agreement will help both the European Union and Japan to cooperatively 

promote peace, stability, and prosperity globally. In particular, there is a 

commitment between the parties to safeguard international peace and security by 

preventing the proliferation of weapons of mass destruction and by taking measures 

to deal with the illicit trade in small arms and light weapons.13  

  

 
11

For further details, see the factsheet and “why it matters”: 

https://trade.ec.europa.eu/doclib/docs/2017/july/tradoc_155724.pdf 
https://trade.ec.europa.eu/doclib/docs/2017/july/tradoc_155725.pdf (last review: 12/05/2020) 
 
12 http://www.europarl.europa.eu/factsheets/en/sheet/182/asia-oriental (last review: 12/05/2020) 

 
13  For further details see the factsheet https://eeas.europa.eu/sites/eeas/files/factsheet_eu-

japan_strategic_partnership_agreement_japan.pdf (last review: 12/05/2020) 

https://trade.ec.europa.eu/doclib/docs/2017/july/tradoc_155724.pdf
https://trade.ec.europa.eu/doclib/docs/2017/july/tradoc_155725.pdf
http://www.europarl.europa.eu/factsheets/en/sheet/182/asia-oriental
https://eeas.europa.eu/sites/eeas/files/factsheet_eu-japan_strategic_partnership_agreement_japan.pdf
https://eeas.europa.eu/sites/eeas/files/factsheet_eu-japan_strategic_partnership_agreement_japan.pdf
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Alongside the Economic Partnership Agreement, the Strategic Partnership 

Agreement will raise the existing relationship between the European Union and 

Japan to a whole new level, creating new opportunities and having benefits for both 

parties, not only as country and community but also as individuals. 

 

1.2.3. Other agreements 

 

As mentioned before, the relations between both countries are not recent. Through 

the years many bilateral dialogues and initiatives have taken place, leading to a 

Cooperation Framework that aims for a “two-way investment”14.  

 

Here are mentioned some of the initiatives by chronological order: 

 

1991 • The Joint Declaration 

2001 • The Action Plan for EU-Japan Cooperation 

2002 • The EU-Japan Mutual Recognition Agreement 

2003 • The Agreement on Co-operation on Anti-competitive Activities 

2008 • Agreement on Co-operation and Mutual Administrative Assistance 

on Customs Matters (CCMAA) 

2009 • Science and Technology Agreement 

2019 • The EU-Japan Economic Partnership Agreement (EPA) 

• The Strategic Partnership Agreement (SPA) 

• Adequacy Decision on Data Protection: Regulation (EU) 2016/679 

of the European Parliament and the Council on the adequate 

protection of personal data by Japan under the Act on the Protection 

of Personal Information 

• Partnership on Sustainable Connectivity and Quality Infrastructure 

between the European Union and Japan. 
 

Figure 1: Agreements between the European Union and Japan (other than the SPA 

and SPA. 

Source: Self elaboration with information from the European Commission’s web page – Trade 

policy, Japan 

 
14 https://ec.europa.eu/trade/policy/countries-and-regions/countries/japan/ (last review: 12/05/2020) 

https://ec.europa.eu/trade/policy/countries-and-regions/countries/japan/
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We can conclude that the tendency between the European Union and Japan is to 

grow stronger in cooperation and to continue their partnership so these will not be 

the last agreements.15  

 

  

 
15  For further details on the relations between Japan and the EU see 

https://eeas.europa.eu/sites/eeas/files/eu-japan_factsheet_october_2019.pdf (last review: 

12/05/2020) 

https://eeas.europa.eu/sites/eeas/files/eu-japan_factsheet_october_2019.pdf
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II) Personal Data Protection 

 

In this second section we will discuss on the one hand the definition of Personal 

Data and on the other hand the regulation on Personal Data protection, mainly the 

European General Data Protection Regulation, the Japanese Act on the Protection 

of Personal Information and the Adequacy decision between both the European 

Union and Japan. 

 

2.1. Definition of Personal Data 

 

The definition of personal data is not unanimous around the world. There are 

different conceptions of it depending on the country. In this research, we will 

mainly focus on the European Union’s conception and the Japanese one since the 

agreement we are analyzing is between Japan and the European Union. But also, 

on the conception of the United States since we will analyze the effects caused by 

this third party on the EU.  

 

Article 4 of the General Data Protection Regulation defines personal data as “any 

information relating to an identified or identifiable natural person (‘data subject’); 

an identifiable natural person is one who can be identified, directly or indirectly, 

in particular by reference to an identifier such as a name, an identification number, 

location data, an online identifier or to one or more factors specific to the physical, 

physiological, genetic, mental, economic, cultural or social identity of that natural 

person.”16 

 

Article 2.a of The Convention 108 for the Protection of Individuals from the 

Council of Europe with regard to Automatic Processing of Personal Data, considers 

as personal “any information relating to an identified or identifiable individual 

 
16 Article 4 of the General Data Protection Regulation. 
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("data subject")”17. Even if it is not a European Union’s definition, we will see in 

the next subsection the influence of this Convention on the EU’s Regulation.  

 

In the Japanese regulation, we can see two principal definitions of interest for this 

paper on Article 2 of the Act on the Protection of Personal Information: personal 

information and personal data. 

 

 (1) "Personal information" in this Act means that information relating to 

a living individual which falls under any of each following item:  

(i) those containing a name, date of birth, or other descriptions etc. 

(meaning any and all matters (excluding an individual identification code) 

stated, recorded or otherwise expressed using voice, movement or other 

methods in a document, drawing or electromagnetic record (meaning a 

record kept in an electromagnetic form (meaning an electronic, magnetic 

or other forms that cannot be recognized through the human senses; the 

same shall apply in the succeeding paragraph, item (ii)); the same shall 

apply in Article 18, paragraph (2)); hereinafter the same) whereby a 

specific individual can be identified (including those which can be readily 

collated with other information and thereby identify a specific individual)  

(ii) those containing an individual identification code 

(…) 

 

(6) “Personal data” in this Act means personal information constituting a 

personal information database etc.18 

 

In the United States, information relating to an individual is commonly referred to 

as “personal information” rather than “personal data”. One of the main aspects to 

have in mind is that the definition of personal information in the US is not uniform 

across all states, which implies that there is no common definition to use as a 

 
17 Article 2.a of the Convention 108 for the Protection of Individuals with regard to Automatic 

Processing of Personal Data 

 
18 Article 2 of the Japanese Act on the Protection of Personal Information. 
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reference. As Joan Grasa said in his research paper in 2017, “The US approach is 

rather sector-specific and composed of a patchwork of laws developed at both 

federal and state levels, and even industry self-regulation. The only global common 

point is the 4th Amendment to the US Constitution, which establishes the right to 

privacy, or more specifically, the right of the people to be secure in their persons, 

houses, papers, and effects, against unreasonable searches and seizures”.19  This 

keeps being truth up to date, there is no common federal legislation on personal 

data protection in the United States.20 Besides, certain data may be considered 

personal information for one purpose but not for another.  

 

Nevertheless, since there is an Agreement between the EU and the US concerning 

Data Protection, we will have a definition that seems to please both parties. 

According to the definition on Annex II of the EU-US Privacy Shield Decision, 

“Personal data’ and ‘personal information’ are data about an identified or 

identifiable individual that are within the scope of the Directive, received by an 

organization in the United States from the European Union, and recorded in any 

form.”21 

 

There are also non-binding definitions from the United Nations and the 

Organisation for Economic Co-operation and Development (OECD) where both the 

EU and Japan are members and therefore, we can consider them in this paperwork.  

 

According to the United Nations, personal data is the “information relating to an 

identified or identifiable natural person (“data subject”)”.22 The OECD gives an 

 
19  GRASA ARROYO, Joan. “Eu-Us Personal Data Transfers, An Ocean Apart”. 2017. 

 
20  https://www.varonis.com/blog/us-privacy-laws/, https://iclg.com/practice-areas/data-protection-

laws-and-regulations/usa  (last review: 12/05/2020) 

 
21 Annex II.8.a of the EU-US Privacy Shield Decision. 

 
22  https://archives.un.org/sites/archives.un.org/files/_un-principles-on-personal-data-protection-

privacy-hlcm-2018.pdf  (last review: 12/05/2020) 

 

https://www.varonis.com/blog/us-privacy-laws/
https://iclg.com/practice-areas/data-protection-laws-and-regulations/usa
https://iclg.com/practice-areas/data-protection-laws-and-regulations/usa
https://archives.un.org/sites/archives.un.org/files/_un-principles-on-personal-data-protection-privacy-hlcm-2018.pdf
https://archives.un.org/sites/archives.un.org/files/_un-principles-on-personal-data-protection-privacy-hlcm-2018.pdf
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identical definition of personal data considering it as “any information relating to 

an identified or identifiable individual (data subject)”23. 

 

One of the main aspects to be considered in the definition of personal data is the 

anonymity. If the data is truly anonymous, implying that it is no longer possible to 

identify the person, even employing de-encryption, re-identification or any other 

process, then we can consider the data as “non-personal”. 

 

On the one hand, we can list a lot of examples of data that is considered as personal: 

name, surname, home address, email address, identification card number, location 

data, Internet Protocol (IP) address, cookie ID, the advertising identifier of your 

phone, the data held by a hospital or doctor, which could be a symbol that uniquely 

identifies a person. 

 

On the other hand, a few examples of what is not considered as personal data are a 

company registration number; a corporate email address that does not includes the 

name of the worker, and as we said before anonymized data. 

 

 

2.2. Regulation in the different systems  

 

Before speaking about the regulation on personal data protection, it is important to 

state that personal data protection has not always been an independent right. At first, 

this right was included in the right to privacy, but both terms are not equivalent. 

The right of privacy is “the individual right of control over one’s body, home, 

property, thoughts, feelings, secrets and identity”24. This concept includes people’s 

communications and residences, therefore their intimacy. While the right of personal 

data protection affects all data, whether it is private or not (for example when you 

decide to freely give your information to a certain website or person). So, the second 

 
23https://www.oecd.org/internet/ieconomy/oecdguidelinesontheprotectionofprivacyandtransborderf

lowsofpersonaldata.htm   (last review: 12/05/2020) 

 
24 BLASI CASAGRAN, Cristina. “Global Data Protection in the Field of Law Enforcement. An EU 

Perspective. Routledge, Abingdon (UK), 2016. 

https://www.oecd.org/internet/ieconomy/oecdguidelinesontheprotectionofprivacyandtransborderflowsofpersonaldata.htm
https://www.oecd.org/internet/ieconomy/oecdguidelinesontheprotectionofprivacyandtransborderflowsofpersonaldata.htm
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term does not only affect the intimacy of the person, but also other kinds of data that is 

personal.  

 

This difference between both rights has to be taken into consideration because 

before it was regulated in the European Union, the European Convention on Human 

Rights of the Council of Europe established in its article 8 the Right to respect for 

private and family life, but not the personal data (which is logic since this 

convention was adopted in 1950). It was not until 1985 when the Convention 108 

of the Council of Europe for the Protection of Individuals with regard to Automatic 

Processing of Personal Data will regulate personal data protection as an 

independent right. These two Conventions, even if they are not from the European 

Union, will have a huge impact on EU’s regulation because both of them were used 

as inspiration to create the Directive on personal data processing (Directive 

95/76/EC), that we will see in further paragraphs.  

 

When it comes to personal data protection in the European Union, it is regulated in 

different instruments such as the Treaties, diverse Directives, and the General Data 

Protection Regulation (this last one will be analyzed in the next subsection).  

 

As we mentioned before, personal data protection was not always considered as an 

independent right. In the European Union it was not until the Lisbon Treaty in 2009 

that article 6.125 recognized that the Charter of Fundamental Rights of the European 

Union has the same legal value as the Treaties, and therefore data protection became 

a fundamental right distinct from the right to privacy since it is regulated in article 

8 of this Charter: 

 

“1. Everyone has the right to the protection of personal data concerning 

him or her. 2. Such data must be processed fairly for specified purposes and 

on the basis of the consent of the person concerned or some other legitimate 

basis laid down by law. Everyone has the right of access to data which has 

 
25 Article 6.1 of Lisbon Treaty: “The Union recognises the rights, freedoms and principles set out in 

the Charter of Fundamental Rights of the European Union of 7 December 2000, as adapted at 

Strasbourg, on 12 December 2007, which shall have the same legal value as the Treaties.” 



17 

 

been collected concerning him or her, and the right to have it rectified. 3. 

Compliance with these rules shall be subject to control by an independent 

authority.” 

 

As for the Treaty on the Functioning of the European Union, Article 16 (1) states 

that “Everyone has the right to the protection of personal data concerning them.”26. 

 

Regarding the Directives of the European Union, we can mention the E-Privacy 

Directive (Directive 2002/58/EC), concerning the processing of personal data and 

the protection of privacy in the electronic communications sector, and the Data 

Protection Law Enforcement Directive (Directive (EU) 2016/680). Nevertheless, 

the no longer in force Directive 95/76/EC: Directive on personal data processing is 

considered as the most significant regional development in data protection 

regulation27  

 

According to article 1 of the Directive 95/76/EC, the main objective of this 

Convention is to assure the respect of rights and fundamental freedoms of every 

individual in the territory of the Parties, regardless of his nationality or residence. 

This article focuses its interest on the right to privacy regarding the automatic 

processing of personal data relating to him.28  

 

The following table allows us to have a quick view of the current regulation on 

personal data protection in the European Union: 

 
26  Article 16(1).1 of the Treaty on the Functioning of the European Union. 

 
27 United Nations Conference on Trade And Development (UNCTAD), Data protection regulations 

and international data flows: Implications for trade and development, New York and Geneva, 2016. 

 
28 Article 1 of the Convention 108 of the Council of Europe for the Protection of Individuals with 

regard to Automatic Processing of Personal Data. 
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Figure 2: Regulation on Data Protection in the European Union 

Source: Self elaboration  

 

2.2.1. General Data Protection Regulation (GDPR) 

 

The General Data Protection Regulation (EU) 2016/679 that supersedes the Data 

Protection Directive (Directive 95/46/EC), also known as GDPR, is a regulation on 

data protection and privacy in the European Union and the European Economic 

Area. 

 

This mandatory regulation provides a harmonized framework for the Members of 

the Union. It establishes a set of rules that makes it easier and cheaper for companies 

to do business in the European Union while protecting more efficiently the rights 

of citizens.  

 

One of the main differences between the GDPR and the previous Directive is the 

territorial scope. GDPR has a wider scope since its extraterritoriality allows it to be 

applied in countries outside the European Union, as we will see in articles 2 and 3 

of this Regulation in the next paragraphs.  

 

•Directive 95/76/EC: Directive on personal data processing

•2000/520/EC: Commission Decision US-EU safe harbour privacy

•Directive 2006/24/EC: Data Retention Directive

•Framework Decision 2008/977/JHA: Data protection on judicial and 
criminal matters

No longer in Force

•Treaty of the European Union

•Treaty on the Functioning of the European Union

•Directive 680/2016: Data protection law enforcement Directive

•Directive 2008/58/EC: Directive on privacy and electronic 
communicationsDirective 2009/136/EC: E-Privacy Directive

•GDPR: Regulation (EU) 2016/679

In Force

•Proposal for a Regulation on data protection in electronic 
communications (2017)

Work in Progress
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The GDPR seeks “to ensure a consistent and high level of protection of natural 

persons and to remove the obstacles to flows of personal data within the Union, the 

level of protection of the rights and freedoms of natural persons with regard to the 

processing of such data should be equivalent in all Member States”29 

 

There are a couple of articles that I would like to indicate in this section since they 

are the most relevant for this paper. 

 

According to article 2, the GDPR protects all personal data regardless of the 

mediums used for processing the data, whether it is stored on an IT30 system or 

paper-based, all personal data is under the protection of the GDPR: 

 

 “1.This Regulation applies to the processing of personal data wholly or 

partly by automated means and to the processing other than by automated 

means of personal data which form part of a filing system or are intended 

to form part of a filing system.” 

 

Article 2.2 states that the GDPR does not apply to the processing of personal data 

in four main cases: 

 

• when the activity is not under the scope of European Union law. 

• when the processing of data is carried by the Member States and their 

activities are under the scope of Chapter 2 of Title V of the Treaty of the 

European Union.  

• when the processing is carried out by a natural person “in the course of a 

purely personal or household activity”. 

• when the processing is carried out by competent authorities for certain 

purposes such as prevention, investigation, detection or prosecution of 

criminal offences, execution of criminal penalties.  

 
29 Preamble (10) of GDPR.  

 
30 Information Technology System 
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Article 3 indicates that the GDPR will be applied as follows: 

 

• When the Processor or the Controller is in the European Union “regardless 

of whether the processing takes place in the Union or not”. 

• When the Processor or the Controller is not in the European Union: when 

“the processing activities are related to:  

(a) the offering of goods or services, 

(b) the monitoring of their behaviour as far as their behaviour takes 

place within the Union.” 

• When the Controller is not established in the Union, “but in a place where 

Member State law applies by virtue of public international law”. 

 

As we mentioned before, Article 4 defines personal data.  

 

As we can see in article 5, this regulation has 7 principles relating to the processing 

of personal data, that are detailed on Annex B: 

 

1. lawfulness, fairness, and transparency 

2. purpose limitation 

3. data minimisation 

4. accuracy 

5. storage limitation 

6. integrity and confidentiality 

7. accountability 

 

Most relevant is chapter V (articles 44 to 50), related to the data transfers to third 

countries or international organizations. With especial interest articles 44,45, 48, 

and 50. 
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Figure 3: Title of articles on chapter V of GDPR related to data transfers to third 

countries 

Source: Self elaboration 

 

Article 44 establishes that any transfer of personal data with a third country or 

international organization is only possible when the conditions laid on the GDPR 

are complied with by the controller and processor. It also must assure that the level 

of protection of citizens is not undermined. 

 

Article 45 states that the transfer of personal data to third countries (or an 

international organization) can only take place when the European Commission 

concludes that this party ensures an adequate level of protection. It also mentions 

on its paragraph two the elements that should be taken into consideration so the 

Commission can determine the adequacy of the level of protection; for example 

respect for human rights, relevant legislation, data protection rules, professional 

rules and security measures, the existence and functioning of supervisory 

authorities, the international commitments the third country or organization has 

entered into… 

 

Furthermore, article 45 establishes in its third paragraph the mechanisms for 

implementing the act on an adequacy decision and the periodic reviews. Paragraph 

5 allows the Commission to repeal, amend or suspend the Adequacy Decision if it 

constates that the third country or the organization no longer ensures an adequate 

level of protection. However, paragraph 6 establishes a consultancy period with the 

country or organization that gave place to the situation in paragraph 5 so the 

Article 44 General principle for transfers

Article 45 Transfers on the basis of an adequacy decision

Article 46 Transfers subject to appropriate safeguards

Article 47 Binding corporate rules

Article 48 Transfers or disclosures not authorised by Union law

Article 49 Derogations for specific situations

Article 50 International cooperation for the protection of personal data
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situation can be remedied. Paragraph 9 defines the temporal scope of the Adequacy 

Decisions, stating that the Decisions remain in force until they are amended, 

replaced, or repealed by a Commission Decision in accordance with the previous 

paragraphs.  

 

Article 48 states that the judgments of a court or tribunal and the decisions of an 

administrative authority can only be transferred to third parties when there is an 

international agreement between the parties. For example, a mutual legal assistance 

treaty.  

 

Article 50 encourages cooperation with third countries and international 

organizations. It seeks to create cooperation mechanisms to “facilitate the effective 

enforcement of legislation for the protection of personal data”, “provide 

international mutual assistance in the enforcement of legislation for the protection 

of personal data”, “engage relevant stakeholders in discussion and activities aimed 

at furthering international cooperation” on this matter, and “promote the exchange 

and documentation of personal data protection legislation and practice”.31  

 

 

2.2.2. Japanese Act on the Protection of Personal Information  

 

The Japanese Act on the Protection of Personal Information (hereinafter APPI) 

came into force in 2003 to protect the rights and interests of individuals referring to 

the use of personal information, as we will see in article 1 of this Act. It also 

enhances the proper handling of personal information by establishing some basic 

principles according to article 3. 

 

In 2017 Japan made an extensive amendment to the Act as a response to the global 

tendency to increase data privacy regulation, especially in response to the European 

Union’s GDPR that came into force one year later. Both the Japanese government 

 
31 Article 50 of the General Data Protection Regulation. 
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and the European Commission agreed to work together to give their citizens a better 

privacy policy and a higher level of data privacy.  

 

As mentioned before, Article 1 of the APPI indicates the wide purpose of the Act 

as following: 

 

“This Act aims to protect an individual’s rights and interests while 

considering the utility of personal information including that the proper 

and effective application of personal information contributes to the creation 

of new industries and the realization of a vibrant economic society and an 

enriched quality of life for the people of Japan; by setting forth the overall 

vision for the proper handling of personal information, creating a 

governmental basic policy with regard to this, and establishing other 

matters to serve as a basis for measures to protect personal information, 

as well as by clarifying the responsibilities etc. of the central and local 

governments and establishing obligations etc. that a personal information 

handling business operator shall fulfill, in light of the significantly expanded 

utilization of personal information as our advanced information- and 

communication-based society evolves.”32  

 

Article 2, as we saw in subsection 2.1), defines the terms used in the Act. Among 

them: Personal Data and Personal Information. 

 

The vision of the Act is explained in article 3: “Personal information, considering 

it should be carefully handled under the vision of respecting the personality of an 

individual, shall be made subject to proper handling.”33 

 

In Annex C we can see the full table of contents of this Act. 

 

 
32 Article 1 of the Japanese Act on the Protection of Personal Information. 

 
33 Article 3 of the Japanese Act on the Protection of Personal Information. 
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One of the main differences between the European GDPR and the Japanese APPI 

is that the last one applies only to the processing of personal information for 

business purposes, meanwhile the GDPR does not limit its scope.  

 

However, the GDPR limits its territorial scope to organizations that process the data 

of citizens of the European Union, while the APPI does not specifies jurisdictions 

or territories.  

 

Another difference is that GDPR applies to data controllers and processors, while 

the APPI does not have a concept of data processor, it has a concept of “business 

operator” that can be assimilated to the concept of data controller on GDPR. 

 

 

 

Figure 4: Definition of “controller” on GDPR and “business operator” on APPI 

Source: Self elaboration 

 

•controller’ means the natural or legal person, public authority, agency or
other body which, alone or jointly with others, determines the purposes
and means of the processing of personal data; where the purposes and
means of such processing are determined by Union or Member State law,
the controller or the specific criteria for its nomination may be provided
for by Union or Member State law.

GDPR:

Article 4 (7):

•A "personal information handling business operator" in this Act means a
person providing a personal information database etc. for use in business;
however, excluding a person set forth in the following; (i) a central
government organization; (ii) a local government; (iii) an incorporated
administrative agency etc. (meaning an independent administrative
agency etc. prescribed in Article 2, paragraph (1) of the Act on the
Protection of Personal Information Held by Incorporated Administrative
Agencies (Act No. 59 of 2003); hereinafter the same);(iv) a local
incorporated administrative agency (meaning a local incorporated
administrative agency prescribed in Article 2, paragraph (1) of the Local
Incorporated Administrative Agencies Act (Act No. 118 of 2003);
hereinafter the same).

APPI:

Article 2 (5)
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As we will see, the fact that Japan adapted its intern regulation on data protection 

to the GDPR allowed the European Union to recognize both systems as “equals”.  

 

 

 
2.2.3. Adequacy Decision between the European Union and Japan 

 

As it was mentioned before, there are two big agreements now in force between the 

European Union and Japan: The EPA and the SPA. In this new cooperation 

framework between the European Union and Japan, data protection is also 

regulated.  

 

The Economic Partnership Agreement settles on its article 8.81 the Free flow of 

data. It establishes that both parties must reevaluate the need for inclusion of 

provisions on the free flow of data in the Agreement. This must be done within the 

first three years since the date of entry into force of the Agreement.  

 

Furthermore, article 39 of the Strategic Partnership Agreement lays the foundation 

on the cooperation regarding Personal data protection. It states that both parties are 

obliged to enhance cooperation conducive to providing a high level of protection of 

personal data.  

 

As we can see, these provisions were accomplished in January 2017, when Japan 

and the European Union agreed on a strategy to protect personal data and the flow 

of this information. In July 2018 both concluded their negotiations and agreed to 

recognize each other’s data protection systems and regulations, hence the personal 

data could be safely transferred between both parties.  

 

According to the GDPR, as we saw before, there are different ways for personal 

data to be transferred to third countries and international organizations. The option 

offered in article 45 GDPR is the adequacy decision. In those cases, the European 

Commission is entitled to determine whether a country outside the EU offers an 

adequate level of data protection. It is also important to say that when an Adequacy 
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Decision is enforced the European Parliament and the Council can request the 

European Commission to maintain, amend or withdraw this decision.34 

 

In January 2019 the Commission adopted the Decision (EU) 2019/419 of 23 

January 2019 pursuant to Regulation (EU) 2016/679 of the European Parliament 

and the Council on the adequate protection of personal data by Japan under the Act 

on the Protection of Personal Information, allowing personal data to flow freely 

between the two economies based on strong protection guarantees. 

 

The European Commissioner for Justice, Consumers and Gender Equality Věra 

Jourová said: “This adequacy decision creates the world's largest area of safe data 

flows. Europeans' data will benefit from high privacy standards when their data is 

transferred to Japan. Our companies will also benefit from a privileged access to a 

127 million consumers' market. Investing in privacy pays off; this arrangement will 

serve as an example for future partnerships in this key area and help setting global 

standards.”35 

 

The content of this Adequacy Decision will be analyzed in the next section of this 

paper.36  

  

 
34 https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-

protection/adequacy-decisions_en (last review: 12/05/2020) 

 
35 https://ec.europa.eu/commission/presscorner/detail/en/IP_19_421 (last review: 12/05/2020) 

 
36 And for more information see factsheet on 

https://ec.europa.eu/info/sites/info/files/research_and_innovation/law_and_regulations/documents/

adequacy-japan-factsheet_en_2019_1.pdf   (last review: 12/05/2020) 

https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_en
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_en
https://ec.europa.eu/commission/presscorner/detail/en/IP_19_421
https://ec.europa.eu/info/sites/info/files/research_and_innovation/law_and_regulations/documents/adequacy-japan-factsheet_en_2019_1.pdf
https://ec.europa.eu/info/sites/info/files/research_and_innovation/law_and_regulations/documents/adequacy-japan-factsheet_en_2019_1.pdf
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III) Analysis of the current situation on the regulation of data 

protection. 

 

Data protection among the Members of the Union can freely flow following the 

rules of the GDPR.  

 

Regarding third countries or international organizations, the current data protection 

rules allow, as we saw, the transfer of personal data from a Member of the European 

Union to them under specific and restrictive conditions.  

 

The Commission has until now recognized 12 countries as “equal”, through an 

Adequacy Decision, deciding that they have the same level of protection on 

personal data as the Union. In chronological order these 12 countries are: 

 

 

 

Figure 5: List of countries which the EU have recognized an equal level of data 

protection through an Adequacy Decision  

Source: Self elaboration 

 

According to the European Commission, there have been also adequacy talks 

ongoing with South Korea.37 

 
37

 https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-

protection/adequacy-decisions_en (last review: 12/05/2020) 

Canada (2002)
Argentina + 
Guernesey 

(2003)

Isle of Man + 
Switzerland 

(2004)

Jersey (2008)
Andorra + 

Faeroe Islands 
(2010)

Israel (2011)

Uruguay 
(2012)

New Zealand 
(2013)

Japan (2019)

https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_en
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_en
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There are also other mechanisms that the European Union uses to cooperate on data 

protection with international agents such as the OECD38, the Council of Europe, 

and the APEC39. Participating in several dialogues on privacy data protection to 

achieve a better understanding of the different data protection systems and the 

obstacles regarding data exchange.  

 

Another important regulation in the present is the EU-US Privacy Shield, this 

Decision replaced the previous Safe Harbor adequacy decision after constating 

unequal level of protection on data from the United States. This Decision will be 

analyzed in sub-section 3.3 of this paper.  

 

 

In the following sub-sections, I will analyze three Agreements and Decisions 

regarding the transfer of data and its protection. At first, the Adequacy Decision 

between the European Union and Japan. Second, the Agreement between the United 

States of America and Japan Concerning Digital Trade. Finally, as mentioned 

before, the EU-US Privacy Shield. 

 

3.1 Adequacy Decision between the European Union and Japan 

 

In previous sections, we mentioned that this adequacy decision was the result of 

several discussions and negotiations. Having as background the SPA and EPA 

Agreements, this adequacy decision aims for the protection of personal information, 

since both countries are growing stronger relations.  

 

In this section, the Decision and several annexes will be analyzed.  

 

First, on the preamble, we can see that the protection of data in Japan is not only 

regulated on the aforementioned Act on the Protection of Personal Information, but 

 
38 The Organisation for Economic Co-operation and Development. 

 
39 Asia-Pacific Economic Cooperation. 
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it is also based on their Constitution from 1946. Article 13 of the Constitution of 

Japan states that “All of the people shall be respected as individuals. Their right to 

life, liberty, and the pursuit of happiness shall, to the extent that it does not interfere 

with the public welfare, be the supreme consideration in legislation and in other 

governmental affairs”40. In 1969, the Supreme Court of Japan recognized the right 

to privacy and data protection as a constitutional right.  

 

One of the main aspects that are brought into attention on this first statement is that 

the protection of data has a long history of Japan’s regulation. As we said before, 

in the European Union it was not until the Lisbon Treaty in 2009 that data protection 

got separated from the right to privacy.  

 

On point (11) of the preamble, it says that the APPI was recently amended so it can 

be more like the European GDPR. This reform introduced new safeguards and 

strengthened the ones existing. We can see here that Japan recognized in Europe a 

good system that protects personal data intending to develop new and better 

relations with the European Union. The reason why Japan decided to adapt its 

system to the European one.  

 

The further paragraphs of the preamble present the access and use of personal data 

transferred from the European Union by public authorities in Japan; the conclusion 

on declaring the adequate level of data protection; the periodic review of the 

adequacy finding; and the cases of suspension of the adequacy decision. 

 

As for the articles, the first one recognizes the adequate level of protection for 

personal data transferred from the Members of the European Union to Japan. 

Paragraph 2 of this article states that this adequacy decision does not cover the data 

transferred to broadcasting institutions, newspaper publishers, communication 

agencies, press organizations when the transfer is for press purposes; to persons 

engaged in professional writing; to universities and any other organizations or 

groups aimed at academic studies when the transfer has for purpose academic 

 
40 Preamble (7) of the Adequacy Decision between the EU and Japan. 
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studies; to religious bodies when doing religious activities; and to political bodies 

for their political activity. 

 

Articles 2 and 3 establish how to proceed if the European Union decides to ban data 

flows with Japan (must inform the Commission), and the mechanism for monitoring 

and reviewing the application of the legal framework. 

 

In Annex I of the Adequacy Decision we can see the “supplementary rules under 

the Act On The Protection Of Personal Information [APPI] for the handling of 

personal data transferred from the EU based on an adequacy decision”.  

 

The first supplementary rule concerns the special care-required personal 

information that is regulated on Article 2, paragraph 3 of the APPI. It considers data 

related to a natural person’s sex life, sexual orientation, or trade-union membership, 

all considered as special categories of personal data under the GDPR, as “special 

care-required personal information” according to the meaning of this article 2.3 of 

the APPI. This way, Annex 1.1 of the adequacy decision establishes the parallelism 

and equality of these two categories. 

 

The second supplementary rule is about retained personal data. It establishes that 

no matter the period within which the data is set to be deleted, it must be handled 

according to article 2.7. There is an exception to this rule since data being "likely to 

harm the public or other interests if their presence or absence is made known"41 is 

not required to be handled as retained personal data. 

 

The third supplementary rule set the terms to use the data received under the 

Adequacy Decision. It determines the cases where it is necessary to obtain the 

principal’s consent in advance when it is needed to investigate the circumstances 

under which this personal data was acquired, and the purpose of utilizing this 

 
41 Supplementary rule #2 of Annex I of the Adequacy Decision between the UE and Japan. 
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personal data “within the scope of the utilization purpose for which the data was 

originally or subsequently received”42. 

 

The fourth supplementary rule establishes that business operators who want to 

provide personal information to a third country when this data was received from 

the European Union due to the Adequacy Decision, must obtain consent in advance. 

This rule also provides the following exceptions:  

 

• when the third party is a foreign country that has a personal information 

protection system recognized to have equivalent standards to that in Japan 

according to the APPI. 

• when the third party receives information by another party under the 

Adequacy Decision both take measures that provide an “an equivalent level 

of protection to the Act” 43 , by the meaning of a contract, binding 

agreements, or arrangements.   

• In cases specified in article 23.1 of the APPI. Which are the following: 

“(i) cases based on laws and regulations  

(ii) cases in which there is a need to protect a human life, body or fortune, 

and when it is difficult to obtain a principal’s consent  

(iii) cases in which there is a special need to enhance public hygiene or 

promote fostering healthy children, and when it is difficult to obtain a 

principal’s consent  

(iv) cases in which there is a need to cooperate in regard to a central 

government organization or a local government, or a person entrusted 

by them performing affairs prescribed by laws and regulations, and when 

there is a possibility that obtaining a principal’s consent would interfere 

with the performance of the said affairs”44 

 

 
42 Supplementary rule #3 of Annex I of the Adequacy Decision between the UE and Japan. 

 
43 Supplementary rule #4 of Annex I of the Adequacy Decision between the UE and Japan. 

 
44 Article 23.1 of the Japanese Act on the Protection of Personal Information. 
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The fifth supplementary rule clarifies the meaning of anonymously processed 

information. To be considered as this within the meaning of article 2.9 of the APPI, 

the business operator must take measures “that make the de-identification of the 

individual irreversible for anyone including by deleting processing method etc. 

related information.”45 

 

Annex 2 provides additional representations, assurances, and commitments from 

the Japanese government to the Commission regarding the access to personal data 

by law enforcement and national security agencies in Japan.  

 

As we can see, this set of supplementary rules allow both data protection systems 

to be closer to each other. It allows creating a bridge between both systems, 

strengthening safeguards.  

 

It is also important the fact that this Adequacy Decision and the Supplementary 

Rules are both binding to Japanese companies who import data from the EU. It will 

also be enforceable by the Japanese data protection authority and courts.  

 

Another remarkable aspect is that with this new system, European citizens can 

complain about the utilization of data by the Japanese public authorities and there 

are mechanisms to investigate and resolve these complaints.  

 

We cannot forget that this Adequacy Decision was created based on the Economic 

Partnership Agreement and the Strategic Partnership Agreement, which means that 

European companies certainly benefit from this free data flow. According to the 

European Commission, this new system will provide “privileged access to the 127 

million Japanese consumers”46 to European companies.  

 

 
45 Supplementary rule #5 of Annex I of the Adequacy Decision between the UE and Japan. 

 
46 https://ec.europa.eu/commission/presscorner/detail/en/IP_19_421  (last review: 12/05/2020) 

https://ec.europa.eu/commission/presscorner/detail/en/IP_19_421
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It remains clear that today it is important to promote high privacy and personal data 

protection and to facilitate international trade. Being essential in this matter to 

create a space where both can go together. 

 

 

3.2 New relationship between Japan and the US - Agreement between the 

United States of America and Japan Concerning Digital Trade 

 

In late December 2019, the United States signed a proclamation implementing two 

trade agreements with Japan, who has approved them in early December.  

 

The first Agreement, known as the Trade Agreement, aims to reduce and even 

eliminate the duty rates on industrial and agricultural goods. It also seeks to 

establish advantageous quotas for some specific goods from the United States.  

 

The second Agreement is known as the Digital Trade Agreement. This one aims to 

provide guidelines on priority areas of digital trade.  

 

Both agreements enter into force in January 2020. These are without a doubt the 

foundation for further negotiations on an extensive free trade agreement between 

the two parties.  

 

On Annex D you will find the table of contents of the digital trade agreement.  

 

In this section, we will focus on the second agreement since it is based on digital 

trade, and data protection might be influenced by it.  

 

The article 1(dd) of the Agreement defines “personal information”: “means any 

information, including data, about an identified or identifiable natural person” 
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According to article 2, the Agreement applies to “measures adopted or maintained 

by a Party that affect trade by electronic means”47. It also excludes from its scope 

the Government procurement, the service supplied in the exercise of governmental 

authority, and information held or processed by or on behalf of a Party (except for 

article 20).  

 

It is important to focus our attention on article 11 referring to Cross-Border Transfer 

of Information by Electronic Means. It establishes that “Neither Party shall 

prohibit or restrict the cross-border transfer of information, including personal 

information, by electronic means, if this activity is for the conduct of the business 

of a covered person.”48.  

 

As we can see, this Agreement permits the free transfer of data, but it does not only 

allow it, but it also establishes that none of the Parties can prohibit nor restrict this 

transfer of information. This might seem coherent with a politic of growing 

relations and treating each other as equal, but in fact, it creates a free way to access 

all personal data without restrictions, which is without a doubt dangerous for the 

citizens.  

 

Furthermore, the second paragraph of this article states that a Party may adopt 

measures contraries to paragraph 1 when necessary to “achieve a legitimate public 

policy objective”. It specifies that this possibility should not imply arbitrary or 

unjustifiable discrimination, and it cannot impose “restrictions on transfers of 

information greater than are necessary to achieve the objective”.49  

 

The first part of the article, as we saw, is very restrictive about prohibiting or restrict 

the flow of data, but this last paragraph opens the way for an unequal transfer on 

data. There is no real measure that determines when is possible to use this 

paragraph. How can the Parties demonstrate that the reasons are legitimate? What 

 
47 Article 2 of the Digital Trade Agreement between US-Japan  

 
48 Article 11 of the Digital Trade Agreement between the US and Japan. 

 
49 Idem.  
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assures that the Party that is keeping information for itself does not have an 

advantage with this?  

 

Both articles have voids that create uncertainty. It would have been better if 

paragraph two established a list of causes that can restrict or deny personal data 

transfer. But as it is writing in the Agreement, both articles do not provide a 

guarantee to citizens regarding their data.  

 

Article 15 of the Agreement is also important for this paper since it regulates the 

Personal Information Protection. It settles the principle that each party is 

responsible for adopting a legal framework that protects the personal information 

on digital trades. It also says that each Party should publish the information 

concerning how the natural persons can pursue remedies in front of the use of their 

personal information and how can an enterprise comply with legal requirements. 

The third paragraph recognizes that both parties might have different legal 

regulations while protecting personal data, but they both must advocate for the 

interoperability between the regimes.  

 

Since every Agreement is based on a multilateral party, it is normal that both parties 

present differences regarding their intern systems. Japan and the United States are 

very different countries, with a contrasting background. As we mentioned before, 

the European Union and Japan share values that makes it easier to collaborate and 

to adapt to each other. When it comes to the United States, it is difficult to think 

that their values are the same as Japan’s, especially having in mind that this new 

Trade Agreement was the result of negotiations with the current president Donald 

Trump. Consequently, the legal framework that will establish each party in this 

agreement and the information published by each of them, the mechanisms for 

citizens to amend or mitigate the use of their information will be very disparate. 

 

This new agreement between Japan and the United States seems to be threatening 

citizens of the European Union, as we will see, due to this unequal protection of 

their data rights.  
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3.3 Privacy Shield – EU and the US 

 

The EU–US Privacy Shield is a replacement for the former International Safe 

Harbor Privacy Principles that used to regulate data protection between both of 

them. This first agreement was declared invalid by the European Court of Justice 

in October 2015 since it did not really provide the same level of protection as the 

regulation in the European Union.  

 

The EU-US Privacy Shield is the result of a long path in this field between both 

parties. As Cristina Blasi says, one of the main challenges to overcome is “the lack 

of an equivalent legal framework on data protection between the US and the EU”50. 

This was the reason why both parties had concluded different sectorial data-sharing 

agreements. For example, in the field of law enforcement, there were the PNR51and 

the EU-US Agreement on the security of classified information. These different 

approaches and agreements show the efforts of both parties to reach a common 

regulation on data protection, which ended on the EU-US Privacy Shield. 

 

The Privacy Shield is a framework for providing companies on both sides “with a 

mechanism to comply with data protection requirements when transferring 

personal data from the European Union (…) to the United States in support of 

transatlantic commerce”.52 

 

On July 12, 2016, the European Commission considered the EU-U.S. Privacy 

Shield Framework adequate to enable data transfers under EU law,53 and it entered 

into force in August 2016.  

 

 
50 BLASI CASAGRAN, Cristina. “Global Data Protection in the Field of Law Enforcement. An EU 

Perspective. Routledge, Abingdon (UK), 2016. 

 
51 United States–European Union Agreement on Passenger Name Records. 

 
52 https://www.privacyshield.gov/Program-Overview  (last review: 12/05/2020) 

 
53 https://www.privacyshield.gov/Program-Overview  (last review: 12/05/2020) 

 

https://www.privacyshield.gov/Program-Overview
https://www.privacyshield.gov/Program-Overview
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This Framework “protects the fundamental rights of anyone in the EU whose 

personal data is transferred to the United States for commercial purposes. It allows 

the free transfer of data to companies that are certified in the US under the Privacy 

Shield”54.  

 

According to the European Commission’s website, the Framework includes: 
 

 

 

Figure 6: Obligations included in the EU-US Privacy Shield Framework  

Source: self-elaboration with information from the European Commission’s webpage.  

 

 

As we can see, the Privacy Shield establishes hard obligations on US companies to 

protect European citizens’ data. It requires more monitoring and cooperation with 

the European Data Protection Authorities and implies more commitment between 

the parties.55  

 

The main implications of the Privacy Shield can be divided into two blocks: 

 
54 https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-

protection/eu-us-data-transfers_en   (last review: 12/05/2020) 

 
55  For further details see the factsheet on https://ec.europa.eu/info/sites/info/files/factsheet_eu-

us_privacy_shield_en.pdf (last review: 12/05/2020) 

Strong data protection obligations on companies 
receiving personal data from the EU

Safeguards on US government access to data

Effective protection and redress for individuals

An annual joint review by EU and US to monitor 
the correct application of the arrangement.

https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/eu-us-data-transfers_en
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/eu-us-data-transfers_en
https://ec.europa.eu/info/sites/info/files/factsheet_eu-us_privacy_shield_en.pdf
https://ec.europa.eu/info/sites/info/files/factsheet_eu-us_privacy_shield_en.pdf
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Figure 7: Two blocks of implications of the Privacy Shield 

Source: self-elaboration with information from the European Commission’s webpage.  

 

Even with this new regulation, it remains uncertain the level of protection assumed 

by US companies. Nevertheless, for the purpose of this paper, we will consider that 

it does provide an adequate level of data protection.   

For American Companies

• Self-certify annually that 
they meet the requirements.

• Display privacy policy on 
their website.

• Reply promptly to any 
complaints.

• (If handling human 
resources data) Cooperate 
and comply with European 
Data Protection Authorities

For European Individuals

• More transparency about 
transfers of personal data to 
the U.S. and stronger 
protection of personal data.

• Easier and cheaper redress 
possibilities in case of 
complaints -- directly or 
with the help of their local 
Data Protection Authority.
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Conclusions 
 

 

One of the main factors influenced by the growing globalization is data flow, and 

among this data is the personal information of millions of citizens in the world. This 

is why data privacy and data protection are becoming the key elements of 

international business. Companies all around the world that hope to do business in 

other countries must face several different types of regulation on data protection. It 

is, therefore, necessary to align the different personal data protection regulations, 

and this way the compliance with one system will soon mean compliance with 

almost every system.  

 

In this paper, we focused on the relations between the European Union and Japan, 

due to the recent entering into force of two big Agreements (Economic Partnership 

Agreement and Strategic Partnership Agreement) and the Adequacy Decision 

between both of them concerning the protection of personal data. As we saw in 

section 1.1, the European Union and Japan share relations since 1959, and they have 

several common values of human rights, market economics, rule of law and 

democracy, and they both have a similar vision of an “open and rules-based world 

economy that guarantees the highest standards”. These common beliefs and values 

are key to develop strong and last-long relations, and also to collaborate in many 

different areas besides trade or commerce. As we saw in section 1.3, there is a whole 

cooperation framework between both parties, which includes science, technology, 

mutual recognition, anticompetitive activities, sustainable connectivity, and many 

more.  

 

In section 2.1 we saw that there is no unique definition on personal data but most 

of the regulation analyzed in this research seems to agree that personal data is any 

kind of information relating to an identified or identifiable individual, known as the 

data subject in most of the cases. This lack of a unique definition can imply 

misunderstandings among countries, or even within a country such as the United 

States that does not have a common definition among the different States. The 

regulation on personal data protection should, therefore, aim to have a common 
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definition of personal data so that the protection of our rights could be assured 

equally. In section 2.2 we looked at the regulation in the European Union, but also 

before it the regulation of the Council of Europe who inspired the EU’s regulation, 

and the Japanese regulation. When it comes to the European Union, we saw that 

there is a lot of regulation on data protection, being the General Data Protection 

Regulation (GDPR) the biggest one. If we focus on GDPR, we can see how it is 

becoming, in fact, an international standard on data protection and security. There 

are a lot of countries that are changing and adapting their intern regulation to the 

GDPR. This is the case for example of Japan, whose Act on Protection of Personal 

Information (APPI) was recently modified so it can be equal to European regulation. 

Thanks to this modification, the EU recognized in 2018 by the meanings of an 

Adequacy Decision (entered into force in 2019) that Japan provides an equal level 

of protection on data.  

 

This new cooperation framework allows data to freely flow between the EU and 

Japan and this way both countries see grow bigger and stronger their previous 

relations. Having entered into force both the Strategic and the Economic 

Partnership Agreement, Japan became the second biggest partner of the EU in Asia. 

There is no doubt that these relations will grow stronger and will continue for a long 

time, due to the parties shared values we mentioned before.   

 

In section 3 we observed that there are 12 countries that the European Commission 

recognizes as having an equal level of personal data protection and therefore 12 

Adequacies Decisions. Nevertheless, the Adequacy Decision between the EU and 

Japan is the first one adopted under the GDPR. Furthermore, section 3 was focused 

on the analysis of the Adequacy Decision between the EU and Japan, the new 

Agreement between the US and Japan concerning digital trade, and the EU-US 

Privacy Shield. In section 3.1 we discovered that the protection of data has a long 

history in Japan’s regulation, unlike the European Union. Also, we revealed that 

this Adequacy Decision does not cover certain data if it is related to educational, 

religious, political, or communicational activities under the scope of their purposes. 

Since this Decision has its origins in an economical agreement, and therefore many 
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companies will have access to our data, it is important to remember that European 

citizens can complain about the utilization of data by the Japanese public authorities 

and there are mechanisms to investigate and resolve these complaints. In section 

3.2 we noticed that Japan and the United States have now two trade agreements, 

one of them related specifically to digital trade. This agreement has a couple of 

articles that seem to be in favor of the United States since it establishes that neither 

Party shall prohibit data transfer, but if there are security public reasons to keep it, 

then the Party can refuse its transfer. Even if it is a two-way benefit, it seems that 

the one that will probably retain the information is the United States due to capitalist 

interests. This agreement is the reason why section 3.3 talks about the US-EU 

Privacy Shield. After several tryouts, in 2016 the EU and the US reached a new 

agreement concerning personal data transfer and its protection. It establishes harder 

obligations on US companies to protect European citizens’ data and requires more 

monitoring and cooperation with the European Data Protection Authorities. 

 

The Digital Trade Agreement, the Adequacy Decision between Japan and the EU, 

and the Privacy Shield create a tringle on personal data regulation that must be taken 

into consideration.  
 

 

 

Figure 8: Triangle of data’s flow between the EU-US-Japan 

Source: self-elaboration  
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On the one hand, we have the Adequacy Decision that establishes, as we saw in the 

fourth supplementary rule in section 3.1, that business operators who want to 

provide personal information to a third country when this data was received from 

the European Union due to the Adequacy Decision, must obtain consent in advance. 

On the other hand, we have the Digital Trade Agreement that prohibits restricting, 

as we mentioned before, the free flow of data. And finally, the Privacy Shield 

Decision allows the data’s flow between the EU and the US with several security 

obligations.  

 

As for the protection of our rights as citizens from the European Union, the analysis 

of the historical and current relationship between both countries, the Adequacy 

Decision and the APPI answer the first question of research presented at the 

beginning of this paper and allow us to conclude that this new regulation maintains 

intact our rights on personal data protection due to the common values shared by 

the EU and Japan, and the requirement of asking for permission in advance. There 

are still gaps and doubts about the future and the outcome of these new Agreements 

since they are all very recent, but hopefully, they will increase the collaboration 

between Japan and the European Union without neglecting our protection as 

European citizens.  

 

Besides, considering that the EU-US Privacy Shield does secure the personal data 

transferred from the EU to the US, we can ask ourselves if the data transferred from 

the EU to Japan will flow to the US with another level of security. As we saw, the 

Digital Trade Agreement between Japan and the United States has some confusing 

articles that make it difficult to know when the data transfer can be restricted and 

how it is going to be this data treated. So as for the second hypothesis presented on 

the introduction of this paper, nothing is sure up to date, but even if the Privacy 

Shield applies to all European data, whether it is directly received by the United 

States or received by a third party and then by the US, the analysis made on this 

paper shows that European citizen’s personal data might be jeopardized due to this 

new agreement between the US and Japan. Therefore, the European Union shall be 

careful and verify those cases where Japan asks for permission to transfer data to 
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third countries. Furthermore, to protect in a better way our personal data, the 

European Union should develop a regulation where Japanese companies 

compromise themselves to have compliance because our data will be mainly 

handled by companies and not governments. With this compliance, the enterprises 

will know since the beginning how they can use data, how to establish control 

mechanisms and the concrete sanctions in case of not complying with the rules. 

This will create a legal base to require all companies to be driven by this 

compliance, so those companies not willing to adhere to it will create mistrust and 

will not be able to do business with other more protective enterprises. Moreover, 

this compliance will not only be a requirement for third countries having a side 

agreement with the European Union (such as the US) but to all third countries not 

having it.  
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ANNEX A: SPA – articles provisionally applied before entered into 

force   

 

Article 1 Purpose and general principles 

Article 2 Democracy, the rule of law, human rights and 

fundamental freedoms 

Article 3 Promotion of peace and security 

Article 4 Crisis management 

Article 5 (1) Weapons of mass destruction 

Article 11 Development policy 

Article 12 Disaster management and humanitarian action 

Article 13 Economic and financial policy 

Article 14 Science, technology and innovation 

Article 15  Transport (with the exception of paragraph 2 (b)) 

Article 16 Outer space 

Article 17 Industrial cooperation 

Article 18 Customs 

Article 20 Tourism 

Article 21 Information society 

Article 22 Consumer policy 

Article 23 Environment 

Article 24 Climate change 

Article 25 Urban policy 

Article 26 Energy 

Article 27 Agriculture 

Article 28 Fisheries 

Article 29  Maritime affairs 

Article 30 Employment and social affairs 

Article 31 Health 

Article 37 Passenger name records 

Article 38 (1) Migration 

Article 39 Personal data protection 

Article 40 Education, youth and sport 

Article 41 Culture 

Article 42  Joint Committee (with the exception of paragraph 2 (c))  

Article 43 Dispute settlement 

Article 44 Miscellaneous 

Article 45 Definition of the Parties 

Article 46 Disclosure of information 

Article 47 Entry into force and application pending entry into force 

Article 48 (3) Termination 

Article 49 Future accessions to the Union 

Article 50 Territorial application 

Article 51 Authentic texts 
 

Source: Self-elaboraition  
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ANNEX B: GDPR: Article 5 Principles relating to the processing 

of personal data  

“1. Personal data shall be:  

(a) processed lawfully, fairly and in a transparent manner in relation to the 

data subject (‘lawfulness, fairness and transparency’);  

(b) collected for specified, explicit and legitimate purposes and not further 

processed in a manner that is incompatible with those purposes; further 

processing for archiving purposes in the public interest, scientific or 

historical research purposes or statistical purposes shall, in accordance with 

Article 89(1), not be considered to be incompatible with the initial purposes 

(‘purpose limitation’);  

(c) adequate, relevant and limited to what is necessary in relation to the 

purposes for which they are processed (‘data minimisation’);  

(d) accurate and, where necessary, kept up to date; every reasonable step 

must be taken to ensure that personal data that are inaccurate, having regard 

to the purposes for which they are processed, are erased or rectified without 

delay (‘accuracy’);  

(e) kept in a form which permits identification of data subjects for no longer 

than is necessary for the purposes for which the personal data are processed; 

personal data may be stored for longer periods insofar as the personal data 

will be processed solely for archiving purposes in the public interest, 

scientific or historical research purposes or statistical purposes in 

accordance with Article 89(1) subject to implementation of the appropriate 

technical and organisational measures required by this Regulation in order 

to safeguard the rights and freedoms of the data subject (‘storage 

limitation’);  

(f) processed in a manner that ensures appropriate security of the personal 

data, including protection against unauthorised or unlawful processing and 

against accidental loss, destruction or damage, using appropriate technical 

or organisational measures (‘integrity and confidentiality’).  

2. The controller shall be responsible for, and be able to demonstrate 

compliance with, paragraph 1 (‘accountability’).”  
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Table of Contents  

 

Chapter I General Provisions (Articles 1 to 3)  
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to 6)  
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Section 1 Basic Policy on the Protection of Personal Information (Article 7)  
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Section 4 Cooperation between the Central and Local Governments (Article 

14)  

Chapter IV Obligations etc. of a Personal Information Handling Business Operator  
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Operator (Articles 15 to 35)  

Section 2 Obligations of an Anonymously Processed Information Handling 

Business Operator etc. (Articles 36 to 39)  

Section 3 Supervision (Articles 40 to 46)  
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ANNEX D: Table of contents of the Digital Trade Agreement 

between Japan and the United States 

 

• Article 1: Definitions 

• Article 2: Scope 

• Article 3: General Exceptions 

• Article 4: Security Exceptions 

• Article 5: Prudential Exception and Monetary and Exchange Rate Policy 

Exception 

• Article 6: Taxation 

• Article 7: Customs Duties 

• Article 8: Non-Discriminatory Treatment of Digital Products 

• Article 9: Domestic Electronic Transactions Framework 

• Article 10: Electronic Authentication and Electronic Signatures 

• Article 11: Cross-Border Transfer of Information by Electronic Means 

• Article 12: Location of Computing Facilities 

• Article 13: Location of Financial Service Computing Facilities for Covered 

Financial Service Suppliers 

• Article 14: Online Consumer Protection 

• Article 15: Personal Information Protection 

• Article 16: Unsolicited Commercial Electronic Messages 

• Article 17: Source Code 

• Article 18: Interactive Computer Services 

• Article 19: Cybersecurity 

• Article 20: Open Government Data 

• Article 21: Information and Communication Technology Goods that Use 

Cryptography 

• Article 22: Amendment, Entry into Force, and Termination 

 


