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Abstract

Deep learning models for image classification are highly vulnerable to adversarial perturbations,
raising concerns about their robustness in real-world applications. While most attacks rely on global
noise, localized perturbations such as adversarial patches provide a more practical and reusable al-
ternative.

This work proposes a generative approach to adversarial patch construction using a Variational
Autoencoder (VAE), modeling stamp-like perturbations within a structured latent space. The method
integrates generated stamps into input images and optimizes them through backpropagation of the
classification loss to induce misclassification, while preserving visual plausibility.

The proposed framework aims to produce structured and effective adversarial perturbations, offer-
ing insight into the trade-off between imperceptibility and attack strength, and highlighting vulnerabili-
ties in modern image classification systems.

Keywords: adversarial attacks, variational autoencoder, image classification, adversarial patches,
deep learning, perturbations
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1 INTRODUCTION

In recent years, deep learning models have achieved re-
markable performance in image classification tasks. How-
ever, despite their high accuracy, these models are vulnera-
ble to carefully designed perturbations known as adversarial
attacks. These attacks consist of small, often imperceptible
modifications to the input data that can lead a model to pro-
duce incorrect predictions.

This vulnerability raises important concerns regarding
the reliability and robustness of machine learning systems,
especially in critical applications such as autonomous driv-
ing, medical diagnosis, and security systems.

Among the different types of adversarial attacks, a par-
ticularly interesting scenario involves the use of localized
perturbations, such as small patches or “stamps”, that are
placed on an image to intentionally mislead a classifier. Un-
like global noise-based attacks, these perturbations are spa-
tially constrained and, when optimized across a diverse set
of input images simultaneously, can be reused across differ-
ent inputs, making them more practical in real-world situa-
tions.
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Fig. 1: Conceptual illustration of the attack: the same docu-
ment, passed through the same classifier, is correctly classi-
fied when unmodified but misclassified once a small adver-
sarial stamp is added.

This project focuses on the generation of such adversarial
stamps. Specifically, a Variational Autoencoder (VAE) will
be employed to learn a structured representation of stamp-
like patterns. By constraining the generated perturbations to
remain visually similar to natural patterns while optimizing
their adversarial effect, the goal is to produce effective yet
subtle attacks against a given image classification model.

The study aims to explore the balance between visual
imperceptibility and adversarial effectiveness, contributing
to a better understanding of both the limitations of current
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classifiers and the potential of models in adversarial set-
tings.

1.1 Objectives
The main objective of this project is to develop a method for
generating adversarial perturbations in the form of local-
ized stamps capable of misleading an image classification
model. To achieve this goal, the following specific objec-
tives are defined:

• To study and understand the fundamentals of adver-
sarial attacks in deep learning, with a focus on image
classification.

• To implement and analyze a Variational Autoencoder
(VAE) capable of learning a latent representation of
stamp-like patterns.

• To design a loss function that includes both a recon-
struction term and a constraint (L2 loss) to ensure that
generated stamps remain visually similar to the origi-
nal inputs.

• To integrate the generated stamps into a classification
pipeline by placing them at a fixed position in the input
images.

• To evaluate the effectiveness of the adversarial stamps
in causing targeted misclassification.

• To analyze the trade-off between visual similarity (im-
perceptibility) and adversarial strength.

The final goal is to demonstrate that generative models
can be used to produce structured and reusable adversarial
perturbations, highlighting potential vulnerabilities in deep
learning systems.

2 STATE OF THE ART

Deep learning models, particularly convolutional neural
networks (CNNs), have achieved state-of-the-art perfor-
mance in image classification tasks. However, their vulner-
ability to adversarial attacks has become a major research
topic in recent years.

Adversarial attacks were first systematically studied by
Goodfellow et al. [1], who demonstrated that adding small
perturbations to input images can cause neural networks
to misclassify them with high confidence, introducing the
Fast Gradient Sign Method (FGSM). More advanced meth-
ods followed, such as Projected Gradient Descent (PGD)
and the Carlini & Wagner attack [2], which aim to pro-
duce minimal yet highly effective adversarial noise. These
methods typically generate global perturbations distributed
across the entire image.

In contrast, localized adversarial attacks focus on mod-
ifying only a specific region of the image. The adversar-
ial patch introduced by Brown et al. [3] demonstrated that
a small, visible patch placed in an image can consistently
fool classifiers regardless of surrounding content, and can
be physically implemented and reused across multiple in-
puts.

More recent research has explored generative models —
GANs and VAEs — to learn structured perturbations that
lie within the data distribution, making them less detectable
and more realistic. The Variational Autoencoder, intro-
duced by Kingma and Welling [4], combines an encoder-
decoder architecture with a latent space regularized through
a Kullback–Leibler divergence term, making it particularly
suitable for generating smooth variations of input data such
as constrained adversarial stamps.

Despite this progress, most existing approaches either
generate global perturbations that lack physical plausibility
or localized patches that are not constrained to remain visu-
ally natural [3, 5], and limited work has explored structured
generative models to produce controlled, reusable adversar-
ial perturbations. This gap motivates the approach proposed
in this project, which combines localized adversarial attacks
with the representational capabilities of generative models.

3 METHODOLOGY

The methodology of this project is structured into sev-
eral stages, combining generative modeling and adversarial
evaluation.

3.1 Dataset Description
Two datasets are used in this project.

For training the generative model, the SPODS (Stamp on
Document Segmentation) dataset is used. It contains docu-
ment images with various types of stamps, exhibiting vari-
ability in shape, texture, and appearance (text stamps, cir-
cular stamps, logo stamps, and stamps with fine handwrit-
ten details). The original SPODS dataset was previously
processed using an automated cropping tool to isolate indi-
vidual stamp instances from the full document images, re-
moving most of the surrounding document content. The re-
sulting cropped stamps were further converted to grayscale
format and resized to 128×128 pixels as part of this project,
producing the final dataset of isolated grayscale stamp im-
ages used for training the generative model.

Fig. 2: Examples of real stamps from the SPODS dataset
after preprocessing (grayscale, 128 × 128), illustrating the
variability in shape and texture used to train the generative
model.

For the adversarial attack evaluation, the RVL-CDIP (Ry-
erson Vision Lab Complex Document Information Process-
ing) dataset [?] is used. It consists of 400,000 grayscale
document images across 16 classes: letter, memo, email,
filefolder, form, handwritten, invoice, advertisement, bud-
get, news article, presentation, scientific publication, ques-
tionnaire, resume, scientific report, and specification. From
this dataset, a subset of 7,038 images was selected by fil-
tering only those classified by the target model with greater
than 95% confidence, ensuring a clean baseline for the at-
tack evaluation.
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3.2 Target Classifier
The target classifier is a ResNet-50 model fine-tuned on
the RVL-CDIP dataset which achieves high accuracy across
all 16 document classes. The model follows the standard
ResNet-50 architecture with a custom classification head
consisting of two fully connected layers with ReLU activa-
tion and dropout, outputting 16 class logits. The classifier
is kept completely frozen throughout all experiments (its
weights are never updated). It serves solely as the attack
target.

3.3 Generative Model
The generative model is responsible for learning a struc-
tured latent representation of stamp images that supports
realistic random sampling from the prior N (0, I). Three
variants were developed progressively, each addressing lim-
itations identified in the previous one.

The first variant is a standard VAE trained with low KL
weight (λKL = 0.1). With low KL regularization, the en-
coder maps each stamp to arbitrary regions of latent space
without being constrained to follow N (0, I), so random
samples land in regions the decoder has never seen during
training.

To address this, the model was retrained with high KL
weight (λKL = 1.0) and residual blocks added after each
convolutional layer in both encoder and decoder, providing
additional capacity and easier gradient flow. This realigns
the latent space with the prior, but pixel-wise reconstruction
loss alone is subject to spectral bias: when uncertain about
fine details such as thin ink strokes or crisp borders, the
decoder defaults to blurry average values rather than com-
mitting to sharp outputs.

The final variant adds a discriminator network to create a
VAE-GAN. Unlike pixel-wise loss, the discriminator evalu-
ates stamp realism holistically — it learns from real stamps
that authentic ones have sharp edges, crisp text, and high
contrast, and flags blurry outputs as fake, directly counter-
acting the decoder’s spectral bias. The total training objec-
tive becomes:

Ltotal = Lrecon + λKL · LKL + λadv · Ladv (1)

Several stability measures were required: the discrimi-
nator learning rate was set 100 times lower than the VAE
(10−6 vs 10−4), updated only every 5 batches, and λadv =
0.05. The model was trained for 300 epochs followed by
200 fine-tuning epochs. Results are reported in Section 4.

3.4 Adversarial Attack Pipeline
The first attack pipeline optimizes a latent vector z such that
its decoded stamp, when pasted onto any document, causes
the frozen ResNet-50 to predict a specific target class. For
each of the 16 target classes, one adversarial stamp is found
that fools the classifier on documents from any of the other
15 classes.

The total loss combines an attack term and a regulariza-
tion term:

Ltotal = Lattack + λ · Lgen (2)

The attack loss is the cross entropy between the classifier
logits and the target class. The generation loss is the L2

norm of z, keeping it close to the origin of the latent space
and preventing the decoded stamp from drifting outside the
realistic stamp distribution. The weight λ = 0.1 balances
the two objectives.

At each iteration, z is decoded through the frozen VAE-
GAN decoder into a 128× 128 grayscale stamp, resized to
64 × 64 via bilinear interpolation, converted to 3-channel
RGB by channel replication, and normalized with Ima-
geNet statistics to match the document preprocessing. The
stamp is pasted onto a randomly sampled batch of 128
documents from the other 15 classes (Section 3.4.1). The
patched documents are passed through frozen ResNet-50,
the loss is computed, and gradients are backpropagated to z
only — neither the VAE-GAN nor ResNet weights are ever
updated. This is repeated for 2000 iterations with Adam
optimizer at learning rate 0.05.

Two z initialization strategies were compared: encoding
a real stamp from SPODS, which starts the optimization
from a meaningful region of the latent space, and sampling
z randomly from N (0, I), which is only viable with the
VAE-GAN since the low-KL VAE has a misaligned latent
space where random samples produce noise. Both strategies
are evaluated in Section 4.

3.4.1 Stamp integration into document images

Once the adversarial stamp is generated by the decoder, it
must be integrated into the document image in a way that
preserves the gradient flow necessary for backpropagation.
The stamp is resized using bilinear interpolation — a dif-
ferentiable operation that preserves the connection between
the stamp pixels and the latent vector z in PyTorch’s com-
putation graph — converted from single-channel grayscale
to a 3-channel representation by replicating values across
channels, and normalized using ImageNet mean and stan-
dard deviation statistics.

The stamp is then pasted onto the document through di-
rect pixel replacement. The document tensor is first cloned
to avoid in-place modifications that would break PyTorch’s
autograd mechanism, and the target region is overwritten
with the normalized stamp values with no blending. In
the z-optimization pipeline, the position was fixed at the
bottom-right corner across all experiments to isolate the ef-
fect of stamp appearance from its spatial location; this con-
straint is later revisited in the end-to-end architecture (Sec-
tion 3.5).

3.5 End-to-End Architecture
The z-optimization pipeline has two structural limitations:
each optimization run is class- and stamp-specific, so a dif-
ferent stamp for the same class requires a full rerun from
a new initialization, and the decoder’s representational ca-
pacity is never exploited by the attack itself, since it re-
mains frozen throughout and acts purely as a static shape
constraint.

The proposed end-to-end architecture addresses both
limitations by making the decoder itself the optimization
target rather than z. Instead of searching for one optimal
z per class, the decoder weights are trained directly to map
any z ∼ N (0, I) to a stamp that fools ResNet into predict-
ing the target class.
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Fig. 3: VAE-GAN architecture (Phase 1). The encoder maps a real stamp to a latent vector z, regularized toward N (0, I)
via LKL. The decoder reconstructs the stamp from z (Lrecon), while a discriminator provides an adversarial realism signal
(Ladv) on both reconstructed and randomly-sampled outputs.

The architecture consists of three components. A set of
16 generators G0, . . . , G15, one per document class, each
initialized from the pretrained VAE-GAN decoder weights
and trained independently to map random z to a stamp caus-
ing ResNet to predict its target class; no class-conditioning
mechanism is needed, since class specificity is encoded di-
rectly in each generator’s weights. A discriminator D, ini-
tialized from the pretrained VAE-GAN discriminator and
kept completely frozen throughout training, serving as a
fixed realism evaluator that provides gradient signal with-
out being updated itself. The frozen ResNet-50 classifier,
unchanged from the z-optimization pipeline, providing the
attack gradient signal.

The training objective combines two losses:

Ltotal = Lattack + λ · Lrealism (3)

where Lattack is the cross entropy between ResNet logits and
the target class, and Lrealism = BCE(D(stamp), 1). No re-
construction loss is used, since there is no specific stamp to
reconstruct — the generator is free to produce any output
satisfying both constraints. The weight λ = 0.05 matches
the adversarial loss weight used in Phase 1.

For each target class c, Gc is trained for 2000 iterations
with batch size 128. At each iteration, a random z is sam-
pled and decoded into a stamp, pasted onto a batch of 128
documents from the other 15 classes (using the procedure
of Section 3.4.1), and passed through frozen ResNet; the
loss is backpropagated to update only Gc.

3.6 Evaluation Protocol
The evaluation measures the attack success rate (ASR) of
each stamp independently. For a given target class c, the
ASR is defined as the fraction of evaluation documents pre-
dicted as c by the frozen ResNet-50 after the stamp is ap-
plied:

ASR(c) =
1

N

N∑
i=1

1[ŷi = c] (4)

where N is the total number of evaluation documents and
ŷi is the predicted class for document i after stamp appli-

cation. For each target class, evaluation is performed on
documents from the other 15 classes.

The evaluation set was constructed according to two cri-
teria. First, documents must be correctly classified by the
frozen target model with high confidence, ensuring that any
misclassification observed after the stamp is applied can be
attributed to the adversarial perturbation itself rather than
to pre-existing model uncertainty. Second, the evaluation
set must be balanced across the 16 classes, so that no class
dominates the reported results and ASR values are directly
comparable across classes.

Applying the first criterion to the full RVL-CDIP test set,
documents were filtered to retain only those classified by
the target model with greater than 95% confidence, produc-
ing a clean subset of 7,038 images. Applying the second
criterion to this subset, exactly 134 documents per class are
used for evaluation — the maximum number that can be
drawn equally from all 16 classes, since this is the num-
ber of correctly classified images available for the smallest
class, scientific report. Using the same number of docu-
ments per class prevents classes with more available images
from dominating the evaluation.

Generalization. All evaluation documents were never
seen during attack optimization, so the reported ASR mea-
sures genuine generalization rather than overfitting.

Baseline. The random chance baseline is 6.25% (1/16
classes).

4 EXPERIMENTAL RESULTS

A note on evaluation. Throughout this section, attack ef-
fectiveness is reported via the attack success rate (ASR), as
defined in Section 3.6. It is important to note that ASR mea-
sures only whether the classifier was fooled, and does not by
itself capture whether the resulting stamp remains visually
or semantically plausible. As shown later in this section, a
high ASR can be achieved at the cost of perceptual stamp
quality, and the two are not automatically aligned.
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Fig. 4: End-to-end attack architecture (Phase 2). A generator Gc, initialized from the Phase 1 decoder, maps random
z ∼ N (0, I) to a stamp. The stamp is pasted onto a document batch and passed through the frozen ResNet-50 (Lattack)
and the frozen discriminator (Lrealism). Gradients update only Gc.

High-KL VAE + ResBlocks  latent interpolation

VAE-GAN  latent interpolation

Fig. 5: Latent space interpolation between two stamps for the High-KL VAE with residual blocks (top) and the VAE-GAN
(bottom). Each row shows the decoded output along a linear path between two latent vectors. The High-KL VAE produces
a smooth but consistently noisy transition, while the VAE-GAN interpolation is visibly sharper at every step, with more
defined edges and higher contrast.

4.1 Generative Model Results

Three generative model variants were compared on recon-
struction quality and random sampling quality from N (0, I)
(Figure 5). The low-KL VAE reconstructs real stamps with
excellent fidelity, but random sampling fails completely: all
samples collapse to the same blurry average, since the latent
space occupied by real stamps does not overlap with the
prior. Raising the KL weight and adding residual blocks
corrects this misalignment, producing organized and di-
verse random samples, but they remain noisy due to spectral
bias. The VAE-GAN resolves both issues simultaneously:
its discriminator loss converges to approximately 0.5 (the
theoretical equilibrium), and random samples show sharp,
well-defined, diverse stamps consistent with real SPODS
examples. This confirms the VAE-GAN as the only vari-
ant whose latent space is both correctly aligned with the
prior and capable of producing high-quality outputs, and it
is used as the generative backbone for all subsequent attack

experiments.

4.2 Z-Optimization Attack Results
The z-optimization attack was evaluated across four config-
urations isolating compute budget, generative model archi-
tecture, and z initialization strategy. All results use 134 doc-
uments per source class against the 6.25% random chance
baseline.

Method 1a (low-KL VAE, encoded stamp, CPU, 300 iter-
ations, batch 8) serves as the baseline, reaching 69.6% over-
all ASR, with a strong positive correlation between class
confidence and ASR. Method 1b uses the same configura-
tion with 2000 iterations and batch 128 on GPU, improving
to 88.6% — confirming the optimization process itself was
a bottleneck in the baseline.

Method 2 isolates the generative model by switching to
the VAE-GAN under the same GPU conditions, reaching
84.6% — slightly below Method 1b, likely because the
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TABLE 1: Attack success rate (%) per class and method. All results evaluated on 134 documents per source class.
Random chance baseline: 6.25%.

Class Method 1a Method 1b Method 2 Method 3
VAE low-KL, enc., CPU VAE low-KL, enc., GPU VAE-GAN, enc., GPU VAE-GAN, rnd z, GPU

letter 65.2 85.8 83.8 52.7
memo 66.4 92.8 80.0 80.5
email 64.4 68.6 71.1 50.0
filefolder 69.8 96.0 92.4 93.9
form 97.5 98.6 98.9 98.9
handwritten 60.3 97.8 94.7 60.5
invoice 70.2 99.0 91.4 62.4
advertisement 65.0 94.3 96.2 86.9
budget 94.9 96.0 95.3 61.0
news article 56.8 97.2 78.3 97.9
presentation 94.6 98.8 64.2 97.4
sci. publication 82.8 98.5 96.2 94.1
questionnaire 60.2 89.5 87.1 93.0
resume 80.4 89.6 89.2 75.8
sci. report 0.9 17.4 16.5 93.8
specification 84.2 97.2 58.9 85.2

Overall 69.6 88.6 84.6 80.5

VAE-GAN’s stronger KL regularization compresses stamp
encodings into a denser latent region, making clean adver-
sarial patterns harder to find.

Method 3 isolates the z initialization strategy by sam-
pling randomly from N (0, I) instead of encoding a real
stamp, reaching 80.5% overall but revealing a fundamen-
tally different attack mechanism: scientific report improves
dramatically (16.5% → 93.8%) while several otherwise-
easy classes degrade. This divergence, together with the
Pearson correlation dropping to r = −0.31 (from a strong
positive correlation with encoded initialization), indicates
that random-z attacks succeed by overwhelming the classi-
fier’s decision rather than specifically activating target-class
neurons.

Qualitatively, all generated stamps are dark, high-
contrast and ink-textured, since such patterns produce the
strongest gradient signal. Encoded-stamp initialization pre-
serves a recognizable stamp-like appearance throughout op-
timization, while random-z stamps look more abstract and
aggressive, though still constrained to the stamp distribution
by the decoder. In successful cases, ResNet’s confidence
for the target class shifts from near 0% before stamp ap-
plication to near 100% after; encoded-stamp initialization
tends to produce higher-confidence successful predictions
than random z, consistent with the interpretation that en-
coded stamp finds a strong class-specific signal while ran-
dom z wins by confusing the classifier rather than convinc-
ing it.

4.3 End-to-End Attack Results

4.3.1 Main Results

The end-to-end model was evaluated using 16 generators
trained with a fixed bottom-right stamp position, each tested
on documents from all 15 other classes using 5 random
z ∼ N (0, I) samples, averaged per class. The model

achieves an overall ASR of 97.7% (Table 2), a substantial
improvement over all z-optimization methods. Performance
is consistently high across almost all classes, with 14 out of
16 exceeding 97% ASR; the only notable exception is sci-
entific report at 80.5%, consistent with the difficulty of this
class observed across all methods.

TABLE 2: End-to-end attack success rate (%) per target
class, fixed bottom-right position. Results averaged over 5
random z ∼ N (0, I) samples per class. Evaluated on 134
documents per source class.

Target class ASR (%)

letter 98.1
memo 97.4
email 99.7
filefolder 99.4
form 99.6
handwritten 98.1
invoice 97.1
advertisement 99.0
budget 97.9
news article 99.5
presentation 99.6
sci. publication 98.9
questionnaire 99.2
resume 99.9
sci. report 80.5
specification 99.0

Overall 97.7

4.3.2 Position Ablation

Two ablation studies tested the role of stamp position. In
the first, fixed bottom-right generators were evaluated at 6
different positions; in the second, a new set of 16 generators
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was trained with a random position at every iteration and
evaluated at the same 6 positions (Table 3).

Fixed-position generators show strong dependence on
the training position, falling from 97.7% at bottom-right
to 84.6% at bottom-left, 82.1% at top-right, and as low
as 63.9% at random positions — these generators learn
position-specific adversarial features that do not transfer to
other locations, likely because ResNet has learned position-
sensitive representations from real documents. Random-
position generators show markedly more uniform behav-
ior across all positions (86.5–97.5%), with center achieving
the highest ASR; their average ASR across the four corners
(88.1%) exceeds that of fixed-position generators evaluated
at non-training corners (82.1%), confirming that random-
position training produces more robust, position-invariant
patterns. The random-position model is adopted as the final
model, reflecting a realistic deployment scenario where the
attacker cannot control exact stamp placement.

TABLE 3: Position ablation — overall ASR (%) for fixed-
position and random-position generators evaluated at differ-
ent stamp positions.

Position Fixed Random

Bottom-right (train pos.) 97.7 88.6
Bottom-left 84.6 87.5
Top-right 82.1 86.5
Center 76.7 97.5
Top-left 64.0 89.8
Random 63.9 95.2

4.3.3 Size Ablation

Fixed bottom-right generators were evaluated with stamp
sizes of 16 × 16, 32 × 32, 64 × 64 (training size), and
96 × 96 pixels, resizing the stamp to each target size be-
fore pasting while keeping generators unchanged (Table 4).
Results show a sharp optimum at the training size, with per-
formance collapsing at smaller sizes (1.0% at 16×16, 2.6%
at 32×32) as the stamp carries too few pixels of adversarial
signal, and degrading at 96 × 96 (57.4%) as the oversized

stamp overwrites contextual document features the genera-
tor relies on. This ablation evaluates generators trained at
64 × 64 and resized at test time; a fully fair comparison
would require retraining at each size, left as future work.

TABLE 4: Size ablation — overall ASR (%) for fixed
bottom-right generators evaluated at different stamp sizes.

Patch size Overall ASR (%)

16× 16 1.0
32× 32 2.6
64× 64 (training size) 97.1
96× 96 57.4

4.3.4 Architecture Ablation: VAE-GAN vs Plain GAN

To assess whether VAE-GAN pretraining is necessary, a
plain GAN baseline was trained using only the decoder
component of the VAE architecture — no encoder, no KL
loss, no reconstruction loss — with an equivalent discrim-
inator. Stability required raising the discriminator learn-
ing rate to 5 × 10−5, updating it every 3 batches instead
of 5, and applying label smoothing (0.9 instead of 1.0 for
real labels); with these adjustments, training converged to a
stable equilibrium near the theoretical Nash equilibrium of
log(2) ≈ 0.693.

The plain GAN generator was used to initialize 16 gener-
ators for Phase 2 under the same random-position setup as
the final model, achieving 83.8% overall ASR compared to
95.2% for VAE-GAN initialization — an 11.4 percentage
point gap (Table 5). The degradation is concentrated in spe-
cific classes rather than spread uniformly: resume (45.8%
vs 99.8%) and advertisement (47.7% vs 99.7%) collapse
dramatically, while classes such as handwritten, memo, and
form show only minor degradation. This indicates that, al-
though the encoder is never used during Phase 2 inference,
the VAE-GAN’s joint reconstruction, KL, and adversarial
training recipe produces a decoder with weights that are em-
pirically better suited as a Phase 2 initialization than a de-
coder trained with adversarial loss alone — particularly for

Fig. 6: Attack success rate per class for all four methods. The dashed red line shows the adaptive best-per-class upper
bound (93.9% average). The dotted line shows the random chance baseline (6.25%). Results are evaluated on 134
documents per source class.
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Fig. 7: Plain GAN architecture used in the architecture ablation (Phase 1 alternative). A generator maps random noise
z ∼ N (0, I) directly to a stamp, with no encoder, reconstruction, or KL loss involved. The discriminator is trained to
distinguish generated stamps from real SPODS stamps, providing an adversarial loss to the generator and a discriminator
loss to itself.

structurally distinctive classes where the optimizer is less
likely to find an effective solution from a noisier starting
point.

TABLE 5: Architecture ablation — ASR (%) per class for
the plain GAN baseline, random-position training.

Class ASR (%)

Letter 95.6
Memo 97.3
Email 87.9
Filefolder 85.7
Form 95.7
Handwritten 98.8
Invoice 86.6
Advertisement 47.7
Budget 92.0
News article 81.4
Presentation 75.7
Sci. publication 81.5
Questionnaire 87.3
Resume 45.8
Sci. report 86.8
Specification 94.5

Overall 83.8

4.3.5 Qualitative Analysis

Generated stamps show high visual quality in low-level im-
age statistics: sharp, high-contrast, free of the blurriness
seen in early VAE variants, a direct consequence of the real-
ism loss. However, the stamps no longer resemble recogniz-
able stamp categories such as circular seals or text blocks,
instead converging to abstract, texture-like patterns. This
loss of semantic content follows from the nature of Phase
2 training: generators are trained exclusively from random
z with no reconstruction objective tying outputs to a real
reference stamp, and the only realism constraint is a dis-
criminator that evaluates low-level texture statistics with no

mechanism to assess semantic plausibility — leaving the at-
tack loss free to reshape the decoder’s output toward what-
ever maximizes ResNet confidence.

A further limitation is mode collapse: different z vec-
tors decoded by the same generator produce nearly identical
stamps, since the training objective rewards only attack suc-
cess with no incentive for diversity. Two mitigation strate-
gies were explored. Increasing the realism loss weight made
stamps sharper and more high-contrast — consistent with
what the discriminator associates with realism — but did
not restore semantic structure, since sharpness was never
the missing ingredient. An explicit diversity loss, penaliz-
ing pixel-wise similarity between stamps from different z
vectors, achieved a measurable increase in diversity, but the
generator satisfied it primarily through spatial shifts of the
same underlying pattern rather than discovering structurally
distinct solutions. These two limitations are revisited and
substantially addressed in Section 4.3.6.

4.3.6 Inducing Meaning

The qualitative analysis above revealed that end-to-end gen-
erated stamps, while sharp and high-contrast, no longer
resemble recognizable stamp categories. This raised the
question of how to recover semantic plausibility. Impor-
tantly, the framing of this problem required revision: since
the end-to-end generators are driven exclusively by random
z ∼ N (0, I) with no reconstruction target, there is no spe-
cific real stamp being approximated, and therefore no orig-
inal meaning to preserve. The relevant question is instead
how to induce meaningful, stamp-like structure in an output
that is generated from noise.

Morphological operations. The first approach tested
a cheap, purely structural intervention: a morphological
opening loss, computed as a differentiable approximation of
erosion followed by dilation via min- and max-pooling. The
intuition is that a solid, coherent shape survives this oper-
ation largely unchanged, while a noisy, fragmented pattern
loses its small disconnected pieces under erosion and does
not recover them under dilation; penalizing the difference
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Fig. 8: Example stamps generated by the end-to-end model for six representative target classes, each decoded from a
single random z ∼ N (0, I). Stamps are sharp and high-contrast but no longer resemble recognizable stamp categories,
instead converging to abstract, texture-like patterns.

between a stamp and its opened version therefore discour-
ages scattered, speckled texture in favor of solid, connected
regions:

Lmorph = mean(|stamp − opening(stamp)|) (5)

This loss was added to the existing training objective with
weight λmorph, tested on three representative classes (let-
ter, advertisement, resume). Results showed the morpho-
logical loss value decreasing steadily over training while
ASR remained largely unaffected, indicating that the gener-
ator could satisfy both objectives simultaneously rather than
trading one off against the other. Qualitatively, the resulting
stamps showed visibly more organized, blob-like structure
compared to the scattered texture of the baseline — for in-
stance, the letter generator produced a repeating wave-and-
blob pattern, and the resume generator produced text-like
character fragments alongside a scalloped border. However,
increasing the loss weight further (from λmorph = 1.0 to 3.0)
did not yield a proportionally clearer improvement, and the
resulting shapes, while more coherent, still did not resemble
specific real-world stamp categories such as circular seals or
structured text blocks.

Diagnostic discriminator. To obtain an independent,
quantitative measure of the remaining gap, another discrim-
inator was trained from scratch to distinguish real SPODS
stamps from the original, unmodified end-to-end outputs
(the baseline model, without any structural loss). Unlike
the discriminator used during attack training — which only
ever learned to separate blurry early-VAE outputs from
sharp real stamps, and was never exposed to ”sharp but se-
mantically empty” as a category of fake — this new dis-
criminator was trained with the correct labels from the start:
real SPODS stamps as real, baseline end-to-end outputs as
fake. The idea consists of, rather than retraining a generator
from the Phase 1 decoder weights, fine-tuning the already-
converged end-to-end generators further, replacing the orig-
inal discriminator with this new diagnostic discriminator as
the realism signal:

Ltotal = Lattack + λdiag · Ldiag (6)

where Ldiag = BCE(Ddiag(stamp), 1), and the diagnos-
tic discriminator remains frozen throughout. Starting from
an already-converged, high-ASR generator rather than from
scratch was intended to preserve existing attack effective-
ness and output sharpness while testing whether pressure
from a discriminator sensitive to the semantic gap could
shift the generator toward more genuinely stamp-like struc-
ture.

TABLE 6: Diagnostic fine-tuned model — ASR (%) per
class, random position.

Class ASR (%)

Letter 98.2
Memo 95.5
Email 99.2
Filefolder 98.3
Form 99.8
Handwritten 98.4
Invoice 88.9
Advertisement 98.1
Budget 93.7
News article 99.0
Presentation 99.8
Sci. publication 98.8
Questionnaire 98.1
Resume 99.8
Sci. report 83.9
Specification 98.7

Overall 96.8

The full fine-tuning was then scaled to all 16 classes un-
der the same settings, evaluated using the same random-
position protocol as the final model (Table 6). The diag-
nostic fine-tuned model achieves an overall ASR of 96.8%
— exceeding the original random-position model (95.2%)
by 1.6 percentage points, despite the additional structural
constraint. Performance remains consistently high across
most classes, with scientific report again the most difficult
(83.9%), though notably improved relative to the original
random-position model’s 52.3% for this class.

These results indicate that the loss of semantic stamp
structure observed in the baseline end-to-end model is not
an unavoidable consequence of the attack objective itself,
but rather a consequence of the realism signal being too
narrow. Once a discriminator capable of detecting the actual
semantic gap is introduced, the generator is able to move to-
ward more structurally coherent outputs — in this case visi-
bly more round, seal-like shapes — without sacrificing, and
in fact slightly improving, attack effectiveness. This sug-
gests that the diagnostic discriminator approach is a more
promising direction than the morphological loss alone for
inducing genuine stamp-like structure, and is adopted as the
final model going forward.

Future work. Given more time, the results could likely
be further improved by tuning the hyperparameters of this
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Fig. 9: Example stamps generated by the diagnostic fine-
tuned model for four representative target classes, each de-
coded from a single random z ∼ N (0, I). Compared to the
baseline end-to-end stamps (Figure 8), these show visibly
more coherent, often round or seal-like structure.

approach — in particular, the weight given to the diagnos-
tic discriminator loss, the number of fine-tuning iterations,
and combining it with the morphological loss rather than
treating the two as separate alternatives. A more thorough
approach could also retrain the diagnostic discriminator it-
eratively as the generator improves, rather than relying on a
single frozen snapshot, which may yield sharper and more
consistent results across all classes.

5 DISCUSSION

5.1 End-to-end training outperforms z-
optimization, and the apparent trade-off
with semantic structure can be resolved

One of the main motivations of this work was to overcome
the structural limitations of optimizing a single latent vec-
tor against a frozen decoder. The results confirm that train-
ing the decoder weights directly substantially improves at-
tack performance: the end-to-end architecture reached up to
97.7% ASR at the training position and 95.2% under ran-
dom placement, compared to a maximum of 88.6% across
all z-optimization variants. This supports the hypothesis
that treating the generative model as a trainable component
of the attack, rather than a static shape constraint, yields a
more effective and reusable attack.

However, this improvement initially came with a no-
table cost: the end-to-end generators, trained exclusively
from random z with no reconstruction objective, gradually
lose semantic stamp structure, converging toward abstract,
texture-like patterns despite satisfying the discriminator’s
realism criterion. This revealed a tension with the proposed
objective — a discriminator trained only on low-level tex-
ture statistics is not a sufficient proxy for semantic plausi-
bility, leaving the attack loss free to reshape the decoder’s
output well beyond what a human observer would recognize
as a stamp.

This tension was directly addressed by training a diag-
nostic discriminator with the correct labels from the start.
It confirmed that the original discriminator’s narrow train-
ing signal, rather than any fundamental limitation of the
attack objective, was responsible for the loss of structure.
Fine-tuning the already-converged generators with this dis-
criminator as an additional realism signal recovered visi-
bly more coherent, often round, seal-like structure across all
16 classes, while simultaneously improving overall ASR to
96.8%, slightly above the original random-position model.
This indicates that semantic plausibility and attack effec-
tiveness are not inherently in conflict in this setting; the ap-

parent trade-off observed initially was a consequence of an
insufficiently informative realism signal, not of the end-to-
end training objective itself.

5.2 VAE-GAN pretraining remains valuable
even when the encoder is unused

A central design question was whether the full VAE-GAN
architecture was justified for the end-to-end attack, given
that the encoder is never invoked during Phase 2 training
or inference. The architecture ablation directly tested this
by comparing VAE-GAN- and plain-GAN-initialized gen-
erators, showing a clear advantage for VAE-GAN initializa-
tion (95.2% vs 83.8%), with the gap concentrated in classes
where the plain GAN failed to converge to an effective so-
lution.

This indicates that, although the encoder itself is archi-
tecturally redundant at attack time, the training procedure
it enables — joint optimization of reconstruction, KL diver-
gence, and adversarial realism — produces a decoder whose
mapping from N (0, I) to image space is better organized
and more reliably fine-tuned than one trained with adver-
sarial loss alone. This distinguishes two separate questions
that are easy to conflate: whether a component is used at
inference time, and whether the training procedure that pro-
duced it remains valuable. Here, the encoder fails the first
test but the overall VAE-GAN recipe passes the second.

5.3 Difficulty varies systematically by docu-
ment class

Across every method evaluated — both z-optimization and
end-to-end — scientific report consistently emerged as the
hardest target class, with success rates well below average
regardless of attack strategy. This persistence across fun-
damentally different attack mechanisms suggests the diffi-
culty is rooted in the target classifier itself: scientific report
has the fewest high-confidence correctly classified images
in the filtered subset (134, the minimum across all classes),
indicating ResNet-50’s internal representation for this class
occupies a small, likely poorly separated region of decision
space, plausibly overlapping with the visually similar scien-
tific publication class. A smaller, less robust target region
provides a weaker and noisier gradient signal for any adver-
sarial method, regardless of whether it optimizes a single
latent vector or trains a full generator.

A related but distinct pattern emerged in the architecture
ablation: resume and advertisement showed a severe, iso-
lated drop under plain GAN initialization. Unlike scien-
tific report’s difficulty, which appears across all methods
and stems from the classifier’s representation, this drop is
specific to the combination of these classes with a particular
initialization strategy, suggesting their adversarial optimum
is narrower and more dependent on starting from a well-
organized latent space — precisely the property the VAE-
GAN’s training provides and the plain GAN lacks. At-
tack difficulty in this setting is therefore not uniform across
classes.
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6 CONCLUSIONS

This thesis investigated the generation of adversarial stamps
using generative models, progressing from a constrained,
reconstruction-based attack to a fully trainable end-to-end
pipeline. Most of the original objectives were met, though
two were revisited along the way: visual similarity to a ref-
erence stamp, and fixed-position integration. The end-to-
end model gives up pixel-level similarity to a real stamp in
exchange for a much stronger attack, and random-position
training replaced the fixed position once it proved far more
robust.

The resulting trade-off is not quite the one originally
intended between imperceptibility and attack strength. It
initially appeared closer to a trade-off between attack ef-
fectiveness and structural meaning: the end-to-end model
reaches up to 97.7% ASR at the training position and 95.2%
under random placement, far above the z-optimization base-
line, but the generated stamps no longer looked like real
stamps. However, this apparent trade-off was largely re-
solved by introducing a diagnostic discriminator capable of
detecting the actual semantic gap, which recovered visibly
more coherent, stamp-like structure while further improv-
ing ASR to 96.8%. This suggests that attack effectiveness
and semantic plausibility are not fundamentally opposed in
this setting, but rather depend on designing a sufficiently in-
formative realism signal — a direction with clear room for
further refinement, as discussed in Section 4.3.6.
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